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TECHNOLOGY TRANSFER

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ARMED SERVICES,

TECHNOLOGY TRANSFER PANEL, 
Washington, D.C., Thursday, June 9, 1983.

The panel met, pursuant to call, at 10:24 a.m., in room 2216, Ray- 
burn House Office Building, Hon. Earl Hutto (chairman of the 
panel) presiding.

OPENING STATEMENT OF HON. EARL HUTTO, A REPRESENTA- 
TIVE FROM FLORIDA, CHAIRMAN, TECHNOLOGY TRANSFER 
PANEL
Mr. HUTTO. The panel will please come to order.
I would like to welcome all the members of the Technology 

Transfer Panel to our first formal meeting.
I believe that the hearings that we begin today will provide an 

opportunity to evaluate the situation of the extreme importance to 
the defense of the Nation, and an opportunity to make significant 
recommendations to the full Armed Services Committee.

Our task is to consider the issue of technology transfer and, in 
particular, the impact of this transfer to the Soviet Union and 
other Warsaw Pact nations.

The panel must make its recommendations to the full committee 
by September. In order to carry out this function, I would like to 
suggest a series of several hearings devoted to the general subject 
of technology transfer.

I would envision a number of witnesses from a wide variety of 
sources to assist us in gaining a more detailed understanding of 
this very complex issue. Many of our witnesses will come from the 
various agencies of the executive branch of Government.

However, I would also hope to hear in some detail from the busi 
ness community. Now, that perspective will be most helpful in our 
efforts to evaluate properly the balance between controls and 
trade.

In our later hearings, and depending on the information gained 
initially, we may wish to focus more specifically on particular 
facets of this issue.

I think it is important to outline at the beginning of these hear 
ings some of the major issues that we may face.

Hopefully, the witnesses today, and in the future, will be able to 
focus their comments on these issues.

Let me highlight just a few. I would hope we could obtain infor 
mation that would help us understand the magnitude of technology 
transfer, and the process by which this transfer is accomplished.

(l)



We have seen numerous statements in the news media referring 
to the "hemorrhage of technology." We must have an understand 
ing of how large this "hemorrhage" is and how it is accomplished 
in order to understand fully its impact.

Certainly, our major concern is directed toward the effect of tech 
nology transfer on the U.S. defense effort. Our R&D budget for 
fiscal year 1984 is about $23 billion.

In part, these resources permit the United States to maintain a 
technological lead over the Soviet Union. However, to the extent 
that the Soviets are able to benefit from our research and develop 
ment efforts through technology transfer, we must devote more re 
sources in the future in order to stay ahead.

In addition, technology transfer permits the Soviets to develop 
countermeasures to our systems at the same time as these systems 
are being deployed in the field.

Critical to any efforts to control technology transfer is the ability 
to delineate a list of controlled items. Difficulties arise because of 
numerous technical problems. For example, developments in the ci 
vilian sector often are initially difficult to relate directly to mili 
tary utility.

Only after these developments have been available for oome time 
is their usefulness in military systems apparent.

In addition, technology exhibits, exponential growth, the ability 
to monitor the state of the art, in any one field is difficult. The 
problem is compounded when its full scope is considered.

At the other end of the spectrum, once an item is placed on a 
control list, it must be monitored carefully to determine when the 
military utility is no longer significant relative to the economic 
benefits of greater trade, to warrant further control.

The development and usefulness of list is also made difficult be 
cause of the requirement to secure agreement on the contents by 
the various actors involved.

Currently, we face significant problems in agreeing on the list, 
even within the executive branch of our Government. This is only 
a small manifestation of our problem of when agreements may be 
achieved among nations.

In summary, we need to evaluate the effectiveness of controls, 
both current and proposed within the context of these issues.
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I think it is important to outline at the beginning of these hearings some of the 
major issues that we may face. Hopefully, the witnesses today and in the future will 
be able to focus their comments on these issues. Let me highlight just a few.

I would hope we could obtain information that would help us understand the mag 
nitude of technology transfer and the process by which this transfer is accom 
plished. We have seen numerous statements in the news media referring to a hem 
orrhage of technology. We must have an understanding of how large this hemor 
rhage is and how it is accomplished in order to understand fully its impact.

Certainly, our major concern is directed toward the effect of technology transfer 
on the U.S. defense effort. Our R&D budget for fiscal year 1984 is about $25 billion. 
In part, these resources permit the United States to maintain a technological lead 
over the Soviet Union. However, to the extent that the Soviets are able to benefit 
from our research and development efforts through technology transfer, we must 
devote more resources in the future in order to stay ahead. In addition, technology 
transfer permits the Soviets to develop counter measures to our systems at the same 
time as these systems are being deployed to the field.

Critical to any efforts to control technology transfer is the ability to delineate a 
list of controlled items. Difficulties arise because of numerous technical problems. 
For example, developments in the civilian sector often are initially difficult to relate 
directly to military utility. Only after these developments have been available for 
some time is their usefulness in military systems apparent. In addition, technology 
exhibits exponential growth. The ability to monitor the state-of-the-art in any one 
field is difficult; the problem is compounded when its full scope is considered. At the 
other end of the spectrum, once an item is placed on a control list, it must be moni 
tored carefully to determine wher its military utility is no longer significant (rela 
tive to the economic benefits of greater trade) to warrant further control.

The development and usefulness of lists is also made difficult because of the re 
quirement to secure agreement on the contents by the various actors involved. Cur 
rently, we face significant problems in agreeing on lists even within the Executive 
Branch of our own government and this is only a small manifestation of the prob 
lem we face when agreements must be achieved among nations.

In summary, we need to evaluate the effectiveness of controls both current and 
proposed within the context of these issues.

Mr. HUTTO. At this point, I would like to recognize Mr. Kramer 
for any statement that he might have to make. 

Mr. Kramer.

STATEMENT OF HON. KEN KRAMER, A REPRESENTATIVE FROM
COLORADO

Mr. KRAMER. Thank you, Mr. Chairman.
I will try to rise to the occasion, having been drafted because of 

my colleague, Mr. Courier, being detained beyond the point where 
he thought he would be detained.

Let me first express my appreciation to you for holding these 
hearings on a very vital issue, one that impacts not only, of course, 
on the military, and national defense capability of the country, but 
on our economy and our ability to do business abroad as well. I 
think, without taking too much time from the more important job 
of this panel in hearing and evaluating witness testimony, and 
having the background of all the necessary issues raised, that the 
task of this panel is to attempt to improve a situation where we 
know that some very important technologies and information that 
is vital to keeping us militarily prepared is indeed, through tech 
nology transfer, getting into hands that threaten the national de 
fense capability in this country. While at the same time, there are 
a number of items that ought to be duly exported, that can im 
prove the economy, and balance the trade of this country; and yet 
because of governmental redtape we are not doing all that we 
could in having a positive economic impact accrue to this country



and to the economy because of Government restrictions and pre 
conditions on the trade of those items.

So, hopefully, it is indeed a difficult task. This panel will be able 
to make some contiibutions to their process of protecting those 
things necessary for national security and even doing a much 
better job than is presently being done, while at the same time 
loosening the bonds on the private sector to enable them to trade 
in those commodities that are not vital to the national security and 
yet can do a lot for our economy.

Mr. HUTTO. Thank you very much, Mr. Kramer.
Our witnesses this morning are Dr. Peter J. Sharfman, the pro 

gram manager of the International Security and Commerce for the 
Office of Technology Assessment, and Hon. Lionel H. Olmer, Under 
Secretary for International Trade for the Department of Com 
merce.

This afternoon, we will be hearing from Hon. Richard N. Perle, 
Assistant Secretary for International Security Policy for the De 
partment of Defense.

Our first witness, Dr. Sharfman, from the Office of Technology 
Assessment is accompanied by Dr. Ronnie Goldberg.

I would like to express my appreciation to Dr. Sharfman and 
OTA for their substantial effort to prepare for this hearing on very 
short notice.

The panel has had an opportunity to review their recent publica 
tion on the issue of technology transfer, and I would like to com 
mend them for an outstanding job.

The publication is extremely helpful in providing an overall per 
spective.

So, welcome, Dr. Sharfman, and you may proceed.

STATEMENT OF DR. PETER J. SHARFMAN, PROGRAM MANAGER, 
INTERNATIONAL SECURITY AND COMMERCE, OFFICE OF TECH 
NOLOGY ASSESSMENT, ACCOMPANIED BY CR. RONNIE GOLD- 
BERG
Dr. SHARFMAN. Thank you, Mr. Chairman.
In order to save time, I will, if I may, submit for the record my 

complete statement, and read excerpts from it at this time.
Mr. HUTTO. Without objection.
Dr. SHARFMAN. Since the passage of the Export Administration 

Act of 1979, evidence has mounted of tin extensive Soviet military 
build-up; the U.S.S.R. has invaded Afghanistan, and it has borne 
direct responsibility for the imposition of martial law in Poland. 
These activities, coupled with the election of a President who takes 
a strong anti-Communist position, have all tended to reinforce the 
belief that U.S. national security requires greater protection of 
America's technological advantages. Simultaneously, worldwide 
and domestic recession have increased the importance to the U.S. 
and other Western economies of a healthy export sector, requiring 
the development of new markets, and the maintenance of estab 
lished trading relationships. These trends together have made the 
question of the relative costs and benefits of trade with the Soviet 
Union a matter of increased interest at home, and rising tension



abroad, as the United States and its allies publicly disagree about 
the appropriate bounds of such trade.

In 1979, the debate over export control ended with an attempt to 
strike a practical compromise between the demands for increased 
protection of U.S. national security, the ability to use trade lever 
age in the conduct of foreign policy, and predictability in the 
export licensing process. This effort was complicated by the nature 
of technology transfer itself. In the present environment, technol 
ogy is complex, often intangible, widely diffused, and subject to 
swift change. Thus, the difficulty of definition exacerbates the diffi 
culties of control.

One way in which the Export Administration Act sought to pro 
vide a framework for these issues was by clearly separating the cri 
teria and procedures of controls enacted for national security from 
those instituted for foreign policy reasons. The former national se 
curity controls were to be applied only when necessary to restrict 
exports which make a significant contribution to the military po 
tential of another country to prove detrimental to the National Se 
curity of the United States. The latter, the foreign policy controls, 
were to be used only where necessary to significantly further the 
foreign policy of the United States, or to fulfill U.S. international 
obligations.

Since 1979, controversies have arisen over the proper scope and 
implementation of both kinds of control. OTA's recently published 
report entitled, "Technology and East-West Trade: An Update," on 
which this testimony is largely based, recounts the history of the 
application of and controversies about export foreign policy control 
since 1979.

I might mention that the report which this updates, which was 
published 4 years ago, also has some pertinence, especially in its 
discussion of the ways in which the Soviet Union makes use of 
Western technology, and we will make copies of it available to the 
panel and to its staff.

We also published 2 years ago a report entitled, "Technology and 
Soviet Energy Availability," which confines itself to the energy 
sector and goes into greater detail about just how technology is 
used. However, that report deals with energy technology rather 
than military technology as such.

I will skip over the section on foreign policy controls in the pre 
pared text and move to the issue of national security controls, 
which seems likely to be of enduring interest and relevance to the 
work of this committee.

The analysis of national security controls revolves around three 
basic points:

First, the significance of Western technology to Soviet military 
posture;

Second, the distinction between legal and illegal means used by 
the Soviet Union to acquire Western technology;

And, third, the difficulties of determining and defining the par 
ticular technologies and products whose export would strengthen 
the Soviet military.

On the first point, there has been a growing body of evidence 
that the Soviet Union does acquire militarily relevant Western 
technology in a systematic way and that Western technology has



indeed played a demonstrable and significant role in Soviet mili 
tary modernization. There is no reason to doubt the findings of a 
major CIA study that:

The Soviets and their Warsaw Pact allies have derived significant military gains 
from the acquisition of Western technology, enabling them to:

Save hundreds of millions of dollars in R&D costs, and years in R&D development 
lead time.

Modernize critical sectors of their military industry and reduce engineering risks 
by following or copying proven Western designs, thereby limiting the rise in their 
military production costs.

Achieve greater weapons performance than if they had to rely solely on their own 
technology.

Incorporate countermeasures to Western weapons early in the development of 
their own weapons program.

It is important to understand the nature of the benefits that the 
Soviets derive from Western technology. Seldom, if ever, do the So 
viets acquire a Western technology which they could not develop 
for themselves, given sufficient time and money. In some cases, the 
Soviets acquire Western technologies which are significantly ahead 
of the state of Soviet art. In other cases, the Soviets purchase or 
steal Western technology, which they could duplicate if they chose, 
and thereby the Soviets save money and time. For example, several 
years ago, the Soviets purchased a Japanese-made drydock, which 
was larger than anything the Soviets themselves had ever built. Al 
though the Soviets, when ordering the drydock, agreed that it 
would be used for civilian purposes, it is apparently used to main 
tain the largest Soviet naval vessels. Had the Japanese refused to 
sell, the Soviets undoubtedly could have made their own drydock, 
but the cost would have been higher and the delivery date later 
than was the case for the Japanese import.

In short, the effect of national security controls is not to deny 
certain technologies to the Soviet Union; that goal would be unat 
tainable. Rather, export controls serve to delay Soviet acquisition 
of certain capabilities and to raise the cost to the Soviets by requir 
ing the Soviets to duplicate rather than to exploit Western R&D 
expenditures.

Another major point about export controls is that they do little 
or nothing to increase the protection already afforded to classified 
technologies, while there are increasingly fewer commercial tech 
nologies in which the United States has a significant lead over all 
the other industrialized countries. Consequently, the unhappy 
truth is that unilateral U.S. export controls have little effect unless 
comparable controls are imposed by the rest of the free world.

Moreover, a significant consequence to the Soviets of relying on 
or illegal purchase for technological advances is that the recipient 
is in a relatively poor position to capitalize fully on the acquisi 
tions. This is both because it is far less efficient to utilize passive 
rather than active transfers of technology, especially those requir 
ing reverse engineering, and because, having made a technological 
advance through a method which bypasses the establishment of an 
R&D base or an ongoing vendor relationship, the offender must 
continue to rely on expensive and risky illegal tactics to make fur 
ther advances.

I turn now to the distinction between legal and illegal transfers 
of technology. One of the major findings of the CIA study is that



the Soviet effort to acquire Western technology is a planned and 
coordinated one; one in which the Soviets blend legal and illegal, 
overt and clandestine methods. Unfortunately, in the rhetoric sur 
rounding export control, the distinction between legal and illegal 
technology transfers is often blurred.

Indeed, we at OTA believe that it is useful to distinguish five cat 
egories of technology transfer:

One, legal transfers made possible by the open nature of Western 
society. For example, transfers occurring through perusal of open 
scientific literature, academic exchanges, trade fairs, and the like;

Two, legal transfers through purchase of technologies of a gener 
al license;

Three, legal transfers through purchase of technologies under a 
validated license;

Four, illegal transfer through purchase; for example, by agents, 
through third countries or foreign embassies, dummy corporations, 
or the like; and

Finally, illegal transfer through industrial espionage or the 
actual theft of materials classified DV the U.S. Government.

Categories four and five involve illegal action on the part of the 
Soviet Union or its agents. The significance of these kinds of trans 
fers and the limitations of restraints on the other three categories 
is indicated by Admiral Inman's estimate at the time when he was 
Deputy Director of Central Intelligence, in testimony before a 
Senate subcommittee, that some 70 percent of Soviet military gains 
from using military technology were derived from technologies ob 
tained illegally.

Enforcement efforts are complicated by the fact that there are 
both domestic and foreign aspects to the problem of illegal transfer. 
The problems of improving enforcement within the United States 
are relatively tractable compared to those which surround the il 
legal disposition of American technologies once they leave the 
country. Here the United States must rely on the enforcement 
agencies of other nations, and cooperation has not always been 
forthcoming.

Constraints on technology transfers by means of scientific litera 
ture, academic exchanges, et cetera, risk impinging on free access 
to and discussion of scientific developments, and it is on this free 
access and discussion which scientific advances so heavily depend. 
In addition, American academics strongly defend the prerogatives 
of academic freedom. U.S. exchange programs with the Soviet 
Union have been characterized by a basic lack of symmetry, but 
the transfer of information through academic and scientific ex 
change programing is probably less likely to result in the ability to 
absorb, diffuse, and improve on a technology than a more active, 
that is, commercial channels. In addition, strong, legal and social 
forces in the United States make this area of academic exchanges, 
particularly intractable to well-targeted controls.

Categories two and three that is legal transfers under a general 
or validated license, contain items which to the extent that they in 
fact strengthen the Soviet military are not adequately protected by 
U.S. law.

Category two raises the issue of identifying those items which 
should be but are not controlled for national security purposes.
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Agencies charged with export control are faced with the enormous 
technical task of keeping abreast of rapidly developing technologies 
in a variety of fields with a variety of potential military applica 
tions.

One of the tasks of the legislator is to allocate adequate re 
sources for an administrative framework in which flexible and far- 
sighted evaluation of the direction of technological change in both 
the civilian and military sectors can take place. This effort will be 
made more difficult by the fact that important new technologies 
are now being developed more frequently in the civilian rather 
than the military sector. These may have no known or practical 
military utility now, but could well have important military appli 
cations in the future.

Problems regarding validated licenses arise from the existing 
export licensing apparatus, which in theory should adequately 
identify technologies and products with potential dual, that is both 
military and civilian use, and allay all reasonable doubt that the 
sale of the item in question will not result in a military gain by the 
Soviet Union. In practice, export licensing procedures have been 
the subject of intense criticism. The problem is that, while it is rel 
atively easy to identify past licensing decisions that seem to have 
contributed to Soviet military capabilities, it is not clear that:

Economic or political considerations at the time were not consid 
ered by high-level decisionmakers to outweigh the military risk;

That these military applications could have been anticipated at 
the time;

Denial of a U.S. license would have withheld the technology from 
the Soviet Union, and/or;

That other licensing mechanisms would have resulted in fewer 
such mistakes.

The lesson here is that evaluation of the export licensing process 
cannot be undertaken in isolation from an understanding of the 
basic assumptions which guide it. The technical and logical criteria 
for including technologies in the export licensing process, and the 
case law which provides the grounds for granting licenses in dis 
puted cases, together reflect an understanding of the concept of 
military significance, which has been subject to widely varied inter 
pretations often colored by the prevailing political climate.

The Soviet military, like any modern military organization, 
draws in one way or another on all the resources of its nation. In 
the Soviet case the military is able to command the highest of pri 
orities at all times. Therefore, any technology which is obtained by 
any institution in the Soviet Union could be put to military use if 
necessary.

Clearly, there are some technologies which are purely military  
nuclear weapons, high performance jet engines, et cetera. However, 
it is difficult to identify any technology *.vhich has no military rel 
evance, actual or potential. Soldiers need clothing, food, shelter, 
transportation, and ip^0"n;cition, just as civilians do. Even electron 
ic toys and arcade games have aroused some controversy as poten 
tial export items because they generally contain state-of-the art mi 
croprocessors which might be cannibalized or copied for military 
use.



What raakes matters even more difficult is that the whole idea of 
export controls is, as we have seen, to delay or raise the cost of new 
military technical capability. Denial of technology that has no 
weapons application might still impose delays or costs on the 
Soviet military. For example, there has been much criticism of past 
U.S. sales of technology for the Kama River truck factory, since 
trucks made at Kama River have supported the Soviet Forces in 
vading Afghanistan. Obviously, the Soviets did not need the Kama 
River factory to have trucks for the Red Army, but equally obvious 
ly, Kama River gave them access to more and better trucks, sooner, 
and cheaper. On this line of reasoning, the West should also deny 
to the Soviets process-control equipment for modern textile plants, 
for such technology would increase the availability and lower the 
cost of military uniforms.

In short, there is no clear or obvious place at which to draw the 
line. Any export of any technology has some potential for improv 
ing the efficiency, the capability, or both to the Soviet military. Of 
course, once one goes this far, it is only one more step to say that 
anything which assists Soviet economic growth will give the Soviet 
military more resources to grow upon in the future.

Since there is littlo c r no support anywhere in the West for such 
a policy of economic warfare against the Soviet Union, a line must 
be drawn somewhere, however difficult it may be, to identify the 
appropriate place. Of the many possible places to draw the line, we 
at OTA believe that three deserve particular attention.

The first is the effort to defin nilitarily critical technologies. 
This was suggested by the so-caii . Bucy report, prepared by the 
Defense Science Board in 1976. The concept was to identify on tech 
nological criteria, a limited set of technologies in which the United 
States has a lead over the Soviet Union; and in which this U.S. 
lead creates a significant military advantage. In other words, it 
called for identification of a subset of technologies, whose transfer 
to the Soviet Union would have particular military significance. 
The Bdcy report envisaged that this exercise would result in the 
decontrol of many products, and the result would be to shorten the 
commodity control list, or CCL. This expectation was and remains 
controversial. Many believe that a military critical technologies 
list, if properly drawn up, would and should lengthen the CCL.

Be that as it may, Congress was sufficiently impressed by the 
critical technology concept to mandate it in tne 1979 Export Ad 
ministration Act. As envisioned in the act, the list would consist of:

(a) a raise in design of manufacturing know-how;
(b) keystone manufacturing and test equipment; and
(c) goods accompanied by sophisticated operation application or 

maintenance know-how, which are not possessed by countries to 
which exports are controlled, and which, if exported, would permit 
a significant advance in a military system of such country. The list 
was to be specific enough to guide validated licensing decisions and 
to become part of the CCL.

The Defense Department has drawn up such a list, which, except 
for its table of contents, is classified. This, in itself, is a problem, 
since it makes it more difficult for exporting industries to under 
stand and predict which technologies will require a validated li 
cense and which commodities might receive a validated license if
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application is made. The DOD list is generally understood to be so 
voluminous that it is really a modern technologies list, given its 
size and complexity, little progress has been made in incorporating 
it into the CCL, which is the official list. The concept of a militarily 
critical technology does not in itself help resolve questions of what 
should or should not be exported. So long as serious differences per 
sist within the administration over the appropriate nature and 
scope of a critical technologies list, its value will remain limited.

A second approach is one that is pursued .by our allies, albeit 
with some variations. This is to limit export controls to technol 
ogies which have a direct and visible military significance; and for 
the most part to allow exports of dual-use items, that is, military 
relevant technologies whose primary or principal use is civilian.

The obvious defect in this approach is that it will allow the 
export of technologies which could greatly help the Soviet military. 
Such items as data-processing equipment and software, telecommu 
nications technologies, and precision machine tools are of great 
value in both the civilian and military sectors. Furthermore, some 
leading edge technologies may not yet have military applications. 
For example, existing U.S. weapons use the electronics technology 
of several years ago. A policy of banning the export of a new tecn- 
nology only after it is shown to be embodied in a weapon would 
tend to limit exports only to the items that the Soviets already 
have. v

What underlies this approach taken by most of our allies is a 
general policy of encouraging high technology exports everywhere, 
in order to strengthen their own economies and particularly their 
high technology sectors. While they understand quite well that 
trade with the Soviet Union strengthens an adversary's power, 
they also tend to believe that trade with the Soviet Union tends to 
diminish political tensions and make wars even less likely. While 
some of the differences about export policies between the United 
States and our allies derive from the fact that exports in general 
and exports to the Soviet Union in particular are more important 
to their economies than ours, others stem from a real disagreement 
about the extent to which the detente in East-West relations in the 
1970's should be viewed as a success, and the extent to which it 
should be viewed as a failure.

A third approach to drawing the line is the one which the United 
States has actually followed over the years, to attempt to deter 
mine, on a case-by-case basis, the extent to which given technology 
transfer would actually increase Soviet military capabilities. This 
approach bans the export of high technology items with a direct 
military utility, and permits, unless banned on foreign policy 
grounds, low technology exports which are clearly destined for the 
civilian sector, such as grain or pipelayers.

The great defect of this case-by-case approach is its unpredict 
ability, which makes it difficult for U.S. exporters to carry out in 
telligent planning and marketing.

There are some lessons to be learned from recent experience 
with export administration, and taking these lessons to heart 
would at least diminish the degree of friction in the process.

One, we should recognize that the exact location of the line be 
tween permitted and forbidden exports will shift, not only with ad-
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vancing technology, but also with shifting political judgments 
about the nature of the Soviet threat.

Two, we should recognize that there are few, if any, unclassified 
technologies which the Soviets could not obtain from our allies if 
they could not obtain them from the United States. Therefore, we 
cannot do more than make symbolic points by banning the exports 
of technologies which the Western Europeans or Japan make freely 
available. This means that the activities of CoCom, the informal 
group which consults about export control lists, are of very great 
importance and should be supported more strongly.

Three, we should remember that in some areas civilian technol 
ogy is ahead of military technology and be prepared to restrict the 
export of technologies with no existing military use but a great 
military potential. We should also be alert to the military potential 
of civilian technologies, such as robotics, where the United States 
itself may not be the world leader. This, as noted above, is a partic 
ular area of contention with our allies, and low-key but continuing 
persuasion on this point would probably yield dividends.

Four, we should understand that the purpose of control is delay 
rather than denial and that, therefore, after a certain amount of 
time, items should be considered for removal from a list. For exam 
ple, most electronics technologies, which were developed here 10 
years ago or more could probably be decontrolled without great 
danger, though it was important to control them when they were 
new.

My final point is one about modern technology in general. It is 
the nature of technology to diffuse, and when it is created in a 
world economy that has learned to put new technologies to use 
promptly and efficiently, any new technology of real value will 
soon spread to others who can use it, and once it is generally dif 
fused in the West, it will be available to the Soviets, whether they 
obtain it through purchase or through theft. Export controls can at 
best accomplish the delay of Soviet acquisitions to new Western 
technology, and possibly raise the cost and lower the efficiency of 
the technology transfer process.

Now, it is also true that only our leads in technology enable us to 
maintain an adequate military balance without matching the Sovi 
ets man for man and dollar for ruble. To maintain this advantage 
it will not be possible to deny new technologies to the Soviet 
Union. Instead, we must continue to assure the health of our own 
research and development process.

If delaying Soviet technology acquisition supports U.S. national 
security, speeding up the process by which the U.S. military puts 
new technology to effective use might help us even more.
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WRITTEN STATEMENT OF DR. PETER J. SHARFMAN

Since the passage of the Export Administration Act of 1979 

(EAA), evidence has mo ited of an extensive Soviet military 

buildup; the U.S.S.R. has invaded Afghanistan; and it has borne 

direct responsibility for the imposition of martial law in 

Poland. These activities, coupled with the election of a U.S. 

.President who takes a strong anti-Communist position, have all 

tended to reinforce the belief that U.S. national security 

requires greater protection of America's technological 

advantages. Simultaneously, worldwide and domestic recession 

have increased the importance to the U.S. and other Western 

economies of a healthy export sector, requiring the development 

of new markets and the maintenance of established trading 

relationships. These trends together have made the question of 

the relative costs and benefits of trade with the Soviet Union a 

matter of increased interest at home and rising tension abroad, 

as the United States and its allies publicly disagree about the 

appropriate bounds of such trade.

In 1979, the debate over export control ended with an 

attempt to strike a practical compromise between the demands for 

increased protection of U.S. national security, the ability to 

use trade leverage in the conduct of foreign policy, and 

predictability in the export licensing process. This effort was 

complicated by the nature of technology transfer itself. In the 

present environment, technology is complex, often intangible, 

widely diffused, and subject to swift change. Thus, the 

difficulty of definition exacerbates the difficulties of control.

One way in which EAA sought to provide a framework for 

dealing with these issues was by clearly separating the criteria 

and procedures of controls enacted for national security from 

those instituted for foreign policy reasons. The former were to 

be applied only when necessary to restrict exports which make a 

significant contribution to the military potential of another 

country which would prove detrimental to the national security of
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the United States. The latter were to be used only where 

necessary to significantly further the foreign policy of the 

United States or to fulfill U.S. international obligations. 

However, controversies have arisen over the proper scope and 

implementation of both kinds of controls. OTA's recently- 

published report entitled "Technology and East-West Trade, An

idate," on which this testimony is largely based, recounts the 

history of the application of, and controversies about, export 

foreign policy controls since 1979.

Foreign Policy Controls

The controversies over foreign policy controls have received 

the most public attention. The embargo on grain sales which 

followed the Soviet invasion of Afghanistan became a major source 

of domestic controversy and an issue in the 1980 Presidential 

campaign, and its subsequent repeal by President Reagan has also 

been controversial.* The series of restrictions associated with 

the effort to halt or delay the West Siberian natural gas 

pipeline created a crisis within the NATO Alliance, and U.S. 

export industries have expressed concern over the sanctions' 

impact on their ability to export to friendly industrialized 

countries.

Events have shown that there is a basic dilemma involved in 

the exercise of foreign policy controls on exports. On the one 

hand, they are a potentially valuable tool of U.S. diplomacy, for 

they permit the U.S. to respond to undesired actions by foreign 

countries in a manner that falls between mere words and the 

threat or display of military force. On the other hand, their 

inherent unpredictability means that they disrupt U.S. exports, 

which entails a significant and growing economic cost. Because 

of their great complexity, typical export deals require both

*The grain embargo was justified by the Carter Administration on both foreign 
policy and national security grounds, presumably because the law allowed a 
Congressional veto of restrictions on sales of agricultural commodities for 
foreign policy reasons; nevertheless, it is clear that foreign policy rather 
than national security   i.e. pressuring the Soviet Union rather than denying 
the Soviets a source of specifically military strength ~ was at issue.

27-827 0-84-2
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careful advance planning and a reputation for reliability on the 

part of the seller. Foreign policy controls strike at both of 

these attributes. In addition, export controls are far more 

likely to be effective as a means of restraining the Soviet Union 

when the other industrialized countries join with us. However, 

our NATO Allies in general disagree with the principle of foreign 

policy controls; they hold that foreign policy is one thing anci 

export policy is another, and the two ought to be kept 

separate. If such separation is impossible, they are as likely 

to shape their foreign policies to promote exports as they are to 

restrict exports to promote foreign policy objectives.

As of today, Committees of both the House and the Senate 

have approved bills to revise and renew the Export Administration 

Act in ways that would sharply curtail the President's freedom to 

impose foreign policy controls on exports. 

National Security Controls

The issue of national security controls seems likely to be 

of enduring interest and relevance to the work of this 

Committee. Accordingly, the remainder of my testimony is devoted 

to an analysis of the problems confronting the U.S. in defining 

appropriate national security controls on exports to the Soviet 

Union. This analysis revolves around three basic points:

1. The significance of Western technology to the Soviet 

military posture.

2. The distinction between legal and illegal means used by 

the Soviet Union to acquire Western technology.

3. The difficulties of determining and defining the

particular technologies and products whose export would 

strengthen the Soviet military.

On the first point, there has been a growing body of 

evidence that the Soviet Union does acquire militarily-relevant



15

Western technology in a systematic way, and that Western 

technology has indeed played a demonstrable and significant role 

in Soviet military modernization. There is no reason to doubt 

the findings of a major CIA study, an unclassified version of 

which was published in April, 1982 under the title "Soviet 

Acquisition of Western Technology." CIA asserted that:

The Soviets and their Warsaw Pact allies 

have derived significant military gains from 

their acquisitions of Western technology, 

particularly in the strategic, aircraft, naval, 

tactical, microelectronics, and computer 

areas. This multifaceted Soviet acquisitions 

program has allowed the Soviets to:

o Save hundreds of millions of dollars in R&D 

costs, and years in RiD development lead 

time....

o Modernize critical seocors of their

military industry and reduce engineering 

risks by following.or copying proven 

Western designs, thereby limiting the rise 

in their military production costs.

o Achieve greater weapons performance than if 

they had to rely solely on their own 

technology.

o Incorporate countermeaaures to Western

weapons early in the development of their 

own weapons programs.
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These gains are evident in all areas of military 

weapons systems.**

According to the CIA, the (J.S.S.R. has obtained these militarily 

significant technologies by both legal and illegal means, ranging 

from the collection of open Western scientific literature to 

outright industrial espionage and theft of classified documents.

It is important to understand the nature of the benefits 

which the Soviets derive from Western technology. Seldom if ever 

do the Soviets acquire a Western technology which they could not 

develop for themselves, given sufficient time and money. In some 

cases the Soviets acquire Western technologies which are 

significantly ahead of the state of Soviet art. For example, 

some Soviet weapons make use of Western microprocessors or 

microprocessor designs which are several years ahead of current 

Soviet designs; it appears that the ooviets' own microprocessor 

designs correspond to Western designs of the mid 1970s. Doing 

without Western technology would delay certain Soviet weapons 

capabilities for a few years, but it would not deny these 

capabilities indefinitely. In other cases, the Soviets purchase 

or steal Western technologies which they could duplicate if they 

chose, and thereby save money and time. For example, several 

years ago the Soviets purchased a Japanese-made drydock which was 

larger than anything the Soviets themselves had ever built. 

Although the Soviets, when ordering the drydock, agreed that it 

would be used for civilian purposes, it is apparently used to 

maintain the largest Soviet naval vessels. Had the Japanese 

refused to sell, the Soviet undoubtedly could have made their own 

drydock, but the cost would have been higher and the delivery 

date later than was the case for the Japanese import.

In short, the effect of national security controls is not to 

deny certain technologies to fie Soviet Union; that goal would be

"U.S. Central IntelligencTTgency, Soviet Acquisition of Military Technology, 
April 1982, p. 10.
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unattainable. Rather, export controls serve to delay Soviet 

acquisition of certain capabilities, and to raise the cost by 

requiring the Soviets to duplicate rather than exploit Western 

R&D expenditures.

Another major point about export controls is that they do 

little or nothing to increase the protection already afforded to 

classified technologies, wh*le there are increasingly fewer 

commercial technologies in which the United States has a 

significant lead over all the other industrialized countries. 

Consequently, the unhappy truth is that unilateral U.S. export 

controls have little effect unless comparable export controls are 

imposed by the rest of the free world.

Moreover, a significant consequence of relying on theft or 

illegal purchase for technological advances is that the recipient 

is in a relatively poor position to capitalize fully on the 

acquisitions. This is both because it is far less efficient to 

utilize "passive" rather than "active" transfers of technology 

(especially those requiring reverse engineering); and because, 

having made a technological advance through a method which 

bypasses the establishment of an R&D base or an ongoing vendor 

relationship, the offender must continue to rely on expensive and 

risky illegal tactics to make most further advances. For 

example, if the U.S.S.R. steals plans for an American weapon, not 

only must it develop its own complex system of operational 

support, but it will not necessarily have built the R&D base 

necessary if it is itself to build the next generation of the 

weapon. The Soviets would therefore be obliged to conduct 

another successful piece of espionage to gain access to the plans 

for the follow-on weapon.

Enforcement

I turn now to the distinction between legal and illegal 

transfers of technology. One of the major findings of the CIA 

study is that the Soviet effort to acquire Western technology is 

a planned and coordinated one, in which the Soviets blend legal
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and illegal, overt and clandestine, methods. Unfortunately, in 

the rhetoric surrounding export control, the distinction between 

legal and illegal technology transfers is often blurred.

Indeed, we at OTA believe it is useful to distinguish five 

categories of technology transfer:

1. Legal transfers made possible by the open nature of 

Western society, e.g., transfers occurring through 

perusal of open scientific literature, academic 

exchanges, trade fairs, etc.

2. Legal transfers through purchase of technologies under 

general license.

3. Legal transfers through purchase of technologies under 

validated license.

4. Illegal transfers through purchase, e.g., by agents, 

through third countries or foreign embassies, dummy 

corporations, etc.

5. Illegal transfer through industrial espionage or the 

theft of materials classified by the U.S. Government.

Categories 4 and 5 involve illegal actions on the part of 

the Soviet Union or its agents. The significance these kinds of 

transfers, and the limitations of restraints in the other thret 

categories, is indicated by Admiral Inman's estimate, in 

testimony before a Senate subcommittee, that some 70S of Soviet 

military gains from using Western technology were derived from 

tschnologies obtained illegally.

There is broad agreement that better enforcement of existing 

laws and regulations should become an important priority, but 

opinions differ on how enforcement can best be improved. The
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Senate Committee bill would transfer enforcement from the 

Commerce Department to the Customs Bureau. Another possibility 

for improving enforcement is to recognize that manufacturers of 

sensitive technologies are generally willing to help enforce 

export control laws, and could do so more effectively if the 

guidelines distinguishing controlled from uncontrolled items were 

clearer and more widely disseminated.

Enforcement efforts are complicated by the fact that there 

are both domestic and foreign aspects to the problem of illegal 

transfer. The problems of improving enforcement within the 

United States are relatively tractable compared to those which 

surround the illegal disposition of American technologies once 

they leave the country. Here, the United States must rely on the 

enforcement agencies of other nations, and cooperation has not 

always been forthcoming. The Reagan Administration has proposed 

legislation that seeks to encourage better foreign enforcement of 

export controls by giving the President the power to retaliate 

against foreign firms that violate U.S. national security export 

controls by denying them the right to export to the United 

States. This proposal provoked a formal protest from the' Common 

Market, and if enacted would no doubt stir up considerable 

resentment from Allied countries jealous of their sovereignty. 

At the moment :.t is in the Senate bill, but was removed from the 

House bill during full committee mark-up.

Constraints on technology transfers by means of scientific 

literature, academic exchanges, etc. risk impinging on the free 

access to, and discussion of, scientific developments, on which 

scientific advances so heavily depend. In addition, American 

academics strongly defend the prerogatives of academic freedom. 

U.S. exchange programs with the U.S.S.R. have been characterized 

by a basic lack of symmetry, but the transfer of information 

through academic and scientific exchange programs is probably 

less likely to result in the ability to absorb, diffuse, and 

improve on a technology than are more active i.e., commercial  
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channels. In addition, strong legal and social forces in the 

United States make this area particularly intractable to well- 

targeted controls.

Categories 2 and 3   that is, legal transfers under a 

general or validated license -- contain items which, to the 

extent that they strengthen the Soviet military, are net 

adequately protected by U.S. law. Category 2 raises the issue of 

identifying those items which should be, but are not, controlled 

for national security purposes. Agencies charged with export 

control are faced with the enormous technical task of keeping 

abreast of rapidly developing technologies in a variety of 

fields, with a variety of potential military applications. One 

of the tasks of the legislator is to allocate adequate resources 

for an administrative framework within which flexible and 

farsighted evaluation of the direction of technological change in 

both the civilian and military sectors can take place. This 

effort will be made more difficult by the fact that important new 

technologies are now being developed more frequently in the 

civilian, rather than the military, sector. These may have no 

known or practical military utility now, but could well have 

important military applications in the future.

Problems regarding validated licenses arise from the 

existing export licensing apparatus, which in theory should 

adequately identify technologies and products with potential 

"dual" (i.e., both military and civilian) use, and allay all 

reasonable doubt that sale of the item in question will not 

result in a military gain by the U.S.S.R. In practice, export 

licensing procedures have been the subject of intense 

criticism. The problem is that while it is relatively easy to 

identify past licensing decisions that seem to have contributed 

to Soviet military capabilities, it is not clear that:

o economic or political considerations at the time were

not considered by high-level decisionmakers to outweigh 

the military risks;
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o these military applications could have been anticipated 

at the time;

o denial of a U.S. license would have withheld the 

technology from the U.S.S.R.; and/or

o and other licensing mechanisms would necessarily result 

in fewer such "mistakes."

The lesson here is that evaluation of the export licensing 

process cannot be undertaken l:i isolation from an understanding 

of the basic assumptions which guide it. The technical and 

logical criteria for including technologies in the export 

licensing process and the "case law" which provides the grounds 

for granting licenses in disputed cases together reflect an 

understanding 'jf the concept of "military significance," which 

ha.i oec-i subject to widely varied interpretations, often colored 

by the prevailing political climate.

Military Significance

The Soviet military, like any modern military organization, 

draws in one way or another on all the resources of its nation. 

In the Soviet case, the military is able to command the highest 

of priorities at all times. Therefore, any technology which is 

obtained by any institution in the Soviet Union could be put to 

military use if necessary.

Clearly, there are some technologies which are purely 

military: nuclear weapons, high performance jet engines, etc.. 

However, it is difficult to identify any technology which has no 

military relevance, actual or potential. Soldiers need clothing, 

food, shelter, transportation, and information Just as civilians 

do -- and even electronic toys and arcade games have aroused some 

controversy as potential export items because they generally 

contain state-of-the-art microprocessors which might be 

cannibalized or copied for military use.
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What makes matters even more difficult is that the whole 

idea of export controls is to delay or raise the cost of new 

military capaoility. Denial of technology that has no weapons 

application might still impose delays or costs on the Soviet 

military. For example, there has been much criticism of past 

U.S. sales of technology for the Kama River truck factory, since 

trucks made at Kama River have supported the Soviet forces 

invading Afghanistan. Obviously, the Soviets did not need Kama 

River to have trucks for the Red Army, but equally obviously Kama 

River gave them access to more and better trucks, sooner, and 

cheaper. On this line of reasoning, the West should also deny to 

the Soviets process-control equipment for modern textile plants, 

for such technology would increase the availability and lower the 

cost of military uniforms.

In short, there is no clear and obvious place at which to 

draw the line. Any export of any technology has some potential 

for improving the efficiency, the capability, or both of the 

Soviet military. Of course, once one goes this far, it is only 

one more step to say that anything which assists Soviet economic 

growth will give the Soviet military more resources to draw upon 

in the future.

Since there is little or no support anywhere in the West for 

such a policy of economic warfare against the Soviet Union, a 

line must be drawn somewhere, however difficult it may be to 

identify the appropriate place. Of the many possible ways to 

draw the line, we at OTA believe that three deserve particular 

attention.

The first is the effort to define "militarily critical 

technologies." This was suggested by the so-called Bucy Report 

prepared by the Defense Science Board in 1976. The concept was 

to identify, on technological criteria, a limited set of 

technologies ifl which the United States has a lead over the 

Soviet Union, gno^ in which this U.S. lead creates a significant 

military advantage. In other words, it called for identification
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of a subset of technologies whose transfer to the Soviet Union 

would have particular military significance. The Bucy Report 

envisaged that this exercise would result in the decontrol of 

many products, and that the result would be to shorten the 

Commodity Control List (CCL). This expectation was and remains 

controversial; many believe that a militarily critical 

technologies list would and should lengthen the CCL.

Be that as it may, Congress was sufficiently ir.ipresfed by 

the critical technology concept to mandate it in the i979 Export 

Administration Act. As envisioned in the Act, the List would 

consist of:

A) arrays of design and manufacturing know-how;

B) keystone manufacturing, inspection, and test equipment; 

and

C) goods accompanied by sophisticated operation, 

application, or maintenance knowhow which ai <= not possessed 

by countries to which exports are controlled...and which, if 

sxported, would permit a significant advance i.i a military 

system of any such country.

The List was to be specific enough to guide validated licensing 

decisions, and to become part of the CCL.

The Defense Department has drawn up such a list which, 

except for its table of contents, is classified. (This in itself 

is a problem, since it makes it mor  difficult for exporting 

industries to un-'ersta'ic.' and predict which technologies will 

require a validated license, and which commodities might receive 

a validated license if application is made.) The DOD list is 

generally understood to be so voluminous that it is really a 

"modern technologies list." Given its size and complexity, 

little progress has been made in incorporating it into the CCL, 

which is the official list. The concept of a militarily critical
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technology does not in Itself help to resolve questions of what 

should or should not be exported. So long as serious differences 

persist withir, the Administration over the appropriate nature and 

scope of a critical technologies list, its value will remain 

limited, great.

A second approach is one that is pursued by our Allies, 

albeit with some variations. This is to limit export controls to 

technologies which have a direct and visible military 

significance, and for the most part allow exports of dual-use 

items, that is militarily relevant technologies whose primarily 

or principal use is civilian. Thus our CoCom partners have no 

difficulty with banning the export of certain weapons, of 

technologies whose principal use in the West is in defense or 

defense industries, or of any technology that is believed to have 

military but no civilian customers in the Soviet Union. In the 

case of technologies which clearly have both military and 

civilian i 1 es (for example, microprocessors) , our Allies would 

attempt to judge ho* badly the Soviet military needs the 

technology.

The obvious defect in this approach is that it would allow 

the export of technologies which could greatly help the Soviet 

military. Such items as data processing equipment and software, 

telecommunications technologies, and precision machine tools are 

of great value in both the civilian and military sectors. 

Furthermore, some leading edge technologies may not yet have 

military applications; for example, existing U.S. weapons use the 

electronics technology of several years ago. A policy of banning 

the e.:port of a new technology only after it is shown to be 

embodied in a weapon would tend to limit exports only of what the 

Soviets already have.

What underlies this approach taken by most of our Allies is 

a general policy of encouraging high technology exports 

everywhere, in order to strengthen their own economies and 

particularly the high technology sectors. While they understand
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quite well that trade with the Soviet Union strengthens an 

adversary power, they also tend to believe that tfdde with the 

Soviet Union tends to diminish political tensions and make 

conflicts or even wars less likely. While some of the 

differences about export policies between the U.S. and our Allies 

derive from the fact that exports in general and exports to the 

>oviet Union in particular are more important to their economies 

than to ours, others stem from a res! disagreement about the 

extent to which the detente in East-West relations in the 1970s 

should be viewed as a success and the extent to which it should 

be viewed as a failure.

A third approach to drawing the line is the one which the 

U.S. has actually followed over the years -- to attempt to 

determine, on a case-by-case basis, the extent to which a given 

te-chnology transfer would actually increase Soviet military 

capabilities. This approach bans the export of high technology 

items with a direct military utility, and permits (unless banned 

on foreign policy grounds) low technology exports which are 

clearly destined for the civilian sector, 5uch as frain or 

pipelayers. It leads to continued disputes over two intermediate 

categories: low technology items which have clear uses in the 

area of military support (e.g. truck technology), and high 

technology items which would improve industrial productivity 

generally, but which might also be embodied in weapons: for 

example computers, semiconductors, machine tools, 

instrumentation, and telecommunications.

The great defect of this case-by-case approach is its 

unpredictability, which m?kes it difficult for U.S. exporters to 

carry out intelligent planning and marketing.

There are some lessons to be learned from recent experience 

with export administration, and taking these lessons to heart 

would at least diminish the degree of friction in the process:

1. We should recognize that the exact location of the line
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between permitted and forbidden exports will shift not only 

with advancing technology but also with shifting political 

judgements about the nature of the Soviet threat.

2. We should recognize that there are few if any 

unclassified technologies which the Soviets could not obtain 

from our Allies if they could not obtain them from the 

U.S.. Therefore, we cannot do more thar aake symbolic 

points by banning the exports cf technologies which the 

Western Europeans or J^pan make freely available. This 

means that the activities of CoCom (the informal group which 

consults about export control lists) are of very great 

importance, and should be supported more strongly.

3. We should remember that in some areas civilian 

technology is ahead of military technology, and be prepared 

to restrict the export of technologies with no existing 

military use but a great military potential. Ws should also 

be alert to the military potential of civilian technologies, 

such as robotics, where the U.S. itself may not be the world 

leader. This, as noted above, is a particular area of 

contention with our Allies, and low-key but continuing 

persuasion on this point would probably yield dividends.

U. We should understand that the purpose of controls is 

delay rather than denial, and that therefore after a certain 

amount of time items should be considered for removal from 

the list. For example, most electronics technologies which 

were developed here ten years ago or more could probably be 

decontrolled without great danger, though it was important 

to control them when they were new.

My final point is one abouc modern technology in general. 

It is the nature of technology to diffuse, when it is created in
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a world economy that has learned to put new technologies to use 

promptly and efficiently. Any new technology of real value will 

soon spread to others who can use it, and once it is generally 

diffused in the West it will be available to the Soviets, whether 

they obtain it through purchase or through theft. Export 

controls can at ^est accomplish delay of Soviet acquisitions of 

new Western technology, and possibly raise the costs and lower 

the efficiency of the technology transfer process.

It is also true that only our leads in technology that 

enable us to maintain an adequate military balance without 

matching the Soviets man for man and dollar for ruble. To 

maintain this advantage it will not be possible to deny new 

technologies to the Soviet Union. Instead we must continue to 

assure the health of our research and development process. If 

delaying Soviet technology acquisition supports U.S. national 

security, speeding up the process by which the U.S. military puts 

new technology to effective use might help us even more.

Mr. HUTTO. Thank you, Dr. Sharfman, for a very fine statement.
Would you agree with my earlier statement about the actually 

quoting somebody else saying that we have a "hemorrhage of 
strategic technology"?

Would you agree with that statement?
Dr. SHARFMAN. Well, the word "hemorrhage" is rather a subjec 

tive one. It is certainly the case that a substantial amount of stra 
tegic technology is transferred. I think it is quite important to re 
member that, by the CIA's estimate, at least, some 70 percent of 
the Soviet military benefit is derived from technology that they ob 
tained illegally that is to say, classified technology that they steal 
or technology which is already under export control, and which 
they obtained by creating a dummy corporation or having an agent 
purchase it, or something of the sort.

Therefore, simply strengthening the export control laws would 
not do that much to diminish the flow of militarily significant tech 
nology.

What would have to be done to obtain greater effectiveness 
would be to improve enforcement procedures and to find ways of 
getting greater cooperation from our allies.

Mr. HUTTO. OK, I would like now to recognize the ranking mi 
nority member of our panel, Mr. Courter, for any comments that 
he may have, or any questions that he might wish to put forth.

Mr. Courter.
Mr. COURTER. Thank you very much, Mr. Chairman.
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I am sorry and I apologize, Dr. Sharfman, for coming in a couple 
of minutes late. I didn't pick up on the first three or four pages, 
but I followed your testimony very closely after that, and I think it 
is obvious it is well-thought-out, well-delivered and very provoca 
tive.

One question staff wants me to ask, and then I have a couple 
myself.

You state taat the United States and the Soviet Union exchange 
programs that have been characterized by a lack of symmetry. 
They would like, and I would like, for you to elaborate on that.

Dr. SHARFMAN. The Soviets generally speaking this is not uni 
versally true, but it is a reasonable generalization target Soviet 
citizens coming to the United States on exchange programs toward 
activities which will help the Soviets to obtain technology which 
they would believe is useful, whether militarily useful or economi 
cally useful. Thus, the Soviets tend to treat their half of the ex 
change program as an extension of their overall intelligence gath 
ering process.

We do not do very much to stop this when some Soviet citizen is 
coming on what looks like a legitimate academic program, which 
may also be of value to the Soviet military. We do, however, as I 
understand it, insist that there be some bona fide academic purpose 
involved.

On the other hand, Americans going to the Soviet Union, gener 
ally speaking, go to pursue academic research programs of one sort 
of another, most of which are essentially irrelevant to U.S. intelli 
gence purposes, and the Soviet Union puts quite tight controls over 
Americans in the Soviet Union in order to limit the information 
they get.

So that, purely from the point of view of an intelligence gather 
ing proposition, the Soviets do much better out of the exchange 
programs than we do.

Now, that doesn't mean, that we ought to turn around and run 
these programs as they do.

The basic asymmetry is that they are a closed society, and we 
are an open society; and our society as a whole benefits from 
almost anything that we can learn about the Soviet Union even if 
it is a question of some apparently academic program. For exam 
ple, a study of the way in which tne Soviet bureaucracy functions 
in their education sector would increase our knowledge of the 
Soviet Union and increase the general overall strength of Soviet 
studies in the American academic world, and that is useful to us.

The Russians just don't do things that way. Intelligence plays a 
much larger part in their overall information system than it does 
in ours.

Mr. COURTER. Doctor, you indicated in your prepared text, and 
then you said it again in your informal statement after that, that 
approximately 70 percent, according to somebody's statement, CIA 
statement or whomever, about 70 percent of the military critical 
technology that the Soviet Union does get they get through illegal 
surreptitious means and avenues. Obviously, therefore, that leads 
to collateral question of enforcement, and I wondered whether you 
wanted to address that or do you think it is just irrelevant to the 
topic that we are discussing now. Because, with the number of
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people that we have on the panel we have time limits, I wonder if 
you could address in a very simple fashion, if possible, what you 
would prefer to be the solution to the other 30 percent, which is 
probably the main reason that the panel is here today.

Dr. SHARFMAN. First, the administrative procedures for handling 
enforcement are susceptible to improvement. There is a proposal 
which is presently embodied in the bill that the Senate Banking 
Committee has approved for renewal of the act. It is not, as I un 
derstand it, in the bill approved by the House Foreign Affairs Com 
mittee. This proposal would transfer enforcement responsibility 
from the Commerce Department to the Customs Bureau of the 
Treasury Department, and at first glance, this makes some sense, 
because Customs has a lot of expertise in monitoring goods moving 
through ports, through airports and what-not.

Second, U.S. industry, in general, would like to see the export 
controls enforced properly. These are patriotic people; they do not 
want to aid the Soviet military, and they are hampered by the dif 
ficulty of understanding what goods require what kind of license, 
just as their planning process is hampered by the difficulty of pre 
dicting whether a given license application is likely to be approved 
or not.

If the commodity control list were simplified, the reasoning or 
logic behind it were made as clear as possible, and if a real effort 
were made to make American industry in general aware of the 
nature of export control regulations and how and why they work, 
many items that now slip out illegally would not, because the 
breach of the law is made inadvertently by an industry that simply 
doesn't realize fully what the law requires.

Beyond that, of course, as the law enforcement people will tell 
you, if they had more funds, they could do a better job.

Dr. GOLDBERG. Although, if they had twice as many funds, it is 
not clear that they could do twice as good a job. There is obviously 
some practical point beyond which throwing money into enforce 
ment isn't going to reap for you concomitant benefits.

Dr. SHARFMAN. Now, turning to the other 30 percent. One way of 
making that more effective would be to strengthen CoCom. CoCom 
is, as you know, an informal organization of the major Western in 
dustrial countries ourselves and our allies, to agree on what goods 
should be controlled for export to the Soviet Union.

The experience of the last few years suggests that when the 
United States makes a good solid case at CoCom for control of a 
particular technology or item, our allies are generally willing to go 
along with us.

When the United States does not make such a case, the allies 
tend to feel that the burden of proof is on whomever would deny 
the export, and when in doubt they would tend to allow an export.

I think it would help if greater resources within the United 
States were devoted to supporting our position in CoCom. As I un 
derstand it, there isn't even a li..e item in the defense budget for 
CoCom support; it has to be borrowed from somewhere else.

Aiid concurrently, we might attempt, within CoCom to speed up 
the process so that technologies do not leak out before CoCom rec 
ognizes that they would be militarily significant.

Mr. COURTER. Thank you.

27-827 0-84-3
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Mr. HUTTO. Thank you, Mr. Courier.
Mr. McCloskey, any questions?
Mr. MCCLOSKEY. Nothing.
Mr. HUTTO. Mr. Kramer.
Mr. KRAMER. I have no questions.
Mr. HUTTO. Mrs. Byron.
Mrs. BYRON. Yes, I have one area that I have some concern on.
Dr. Sharfman, you emphasized in your statement that only the 

efforts to delay, I believe you said, Soviet acquisition, and also to 
raise the cost by requiring duplication rather than exploit of West 
ern R&D can be fruitful. That efforts to deny acquisitions are 
doomed to failure.

Can you provide us with any guidance with regard to how we can 
determine at what point further delays or controls are not worth 
the economic cost?

Dr. SHARFMAN. Well, the basic method is to try to determine 
whether the Soviet Union already has that technology or equiva 
lent technologies in order to accomplish the purpose, or whether 
that technology is so freely available to the Soviet Union through 
world markets that denial of exports from the United States would 
serve no purpose.

On the first point, we get intelligence by a variety of means on 
the characteristics of the latest Soviet weapons, and that intelli 
gence often, although not always, includes information about rates 
of production, and so forth.

Once it is clear that the Soviets have a military system in pro 
duction, whether it is a weapon or a truck or whatever, at the level 
of efficiency that their military needs require, it would seem that 
there is not much point in denying the export of the kinds of tech 
nologies embodied in that weapons system or support system.

But also, once it is determined that a given technology is going to 
be available on world markets let's say, that we have gone to 
CoCom and attempted to get it put on the list and failed, or it has 
been on the CoCom list and allies start insisting that it be re 
moved. Once, it is clear that if the Russians want to get it from 
Japan or from France or from Britain, they can do so, then, again, 
there is not much point in denying its export from the United 
States.

Mrs. BYRON. But within what framework should that be ad 
dressed?

Dr. SHARFMAN. Do you mean administrative framework?
Mrs. BYRON. Yes.
Dr. SHARFMAN. Well, the Commerce Department has the re 

sponsibility for maintaining the commodity control list. They have 
established procedures for adding items from the list and removing 
items from the list. There has been a fair amount of criticism from 
U.S. exporting industries that things are added too quickly and re 
moved too slowly. While some of that is the exaggeration of a sales 
man wanting to make a sale, there is a grain of truth in it.

If I may, I will go a step beyond the specific question you asked. 
OTA has been doing a number of studies on the general question of 
the international competitiveness of U.S. industries, and we have 
found in general that the executive branch does not have access to 
good unbiased analyses of the state of U.S. technology especially
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relative to the state of technology elsewhere in the world. Whether 
for purposes of export control or whether for purposes of better 
promoting U.S. exports in the civilian areas and regulating inter 
national trade, we believe that the United States would be well- 
served by having an analytical capability probably but not neces 
sarily in the Commerce Department to develop a sophisticated un 
derstanding of where key technologies seem to be going, and how 
the United States is doing relative to the rest of the world.

Mrs. BYRON. You said, not necessarily in the Commerce Depart 
ment?

Dr. SHARFMAN. Well, there is a proposal, for example, to create a 
Department of Trade, a Department of International Trade, which 
would embody many of the Commerce Department's functions, and 
if that proposal were adopted that would be a logical place to put 
this function.

Obviously, the Defense Department has an ongoing job of evalu 
ating militarily effective technologies; the intelligence community 
has an ongoing job of evaluating Soviet military technologies; and 
there ought to be coordination between them and any group in 
Commerce or a Department of Trade.

Mrs. BYRON. You also indicated that adequate resources must be 
provided to develop an administrative framework to evaluate the 
direction of technology change in the civilian and also in the mili 
tary sector.

Do you feel that that should be placed in the new area if that is 
so created?

Dr. SHARFMAN. Yes, I do.
The resources here would be less money as such than the right 

kinds of people, though, to be sure, good people cost money.
Mrs. BYRON. That was my next question, on the magnitude of the 

resources necessary for this type of development.
Dr. SHARFMAN. Well, as viewed in the context of something like 

the U.S. defense budget, it is a very small sum indeed.
As we envisage it, a staff of a few dozen people, provided those 

people have real expertise in technology, would make a tremen 
dous difference in the ability of the executive branch to deal with 
policy questions involved in nigh technology.

Mrs. BYRON. Is that expertise out there?
Dr. GOLDBERG. Do you mean in the country?
It is. A lot of it is employed by U.S. industry and, therefore, it is 

hard for the Government to get it at the low end of the GS salary 
scale.

Mrs. BYRON. Thank you, Mr. Chairman.
Mr. HUTTO. Thank you, Mrs. Byron.
Mr. Hunter, do you have questions?
Mr. HUNTER. Thank you, Mr. Chairman.
I have a couple. To begin with, Dr. Sharfman, you indicated that 

the exchange programs are basically a one-way street in regard to 
technology transfers, that essentially the Soviets send their people 
over with a mission in mind and that is of acquiring a certain tech 
nology, and because of the closed nature of their society, our people 
do not seek a similar nor receive a similar effect of their visits.

My question to you is the initial question is: Do you think it 
would be in our interest to substantially close down the exchanges?



32

Dr. SHARFMAN. No, I do not.
Mr. HUNTER. Why not?
Dr. SHARFMAN. I think that to the extent that important mem 

bers of Soviet society scientists, engineers for that matter, impor 
tant Communist Party functionaries receive accurate knowledge 
about just what the United States is like, which is not at all what 
they learn when they go to school there, the United States benefits.

I think that there is a general benefit in the United States, open 
ing up our society as a whole to the Soviet Union.

There are certainly particular  
Mr. HUNTER. Do you think that benefit is reflected in a changed 

Government attitude by Soviet leadership?
Dr. SHARFMAN. I don't think it is reflected in a changed attitude 

in the sense that it would diminish a sense of hostility or a sense 
that we are an adversary.

But, in some sense, the whole basis of our national security 
policy is one of deterrence. It is very important to us that our ad 
versaries understand just how strong the society is; and you don't 
get that if the only information you have access to deals with prob 
lems in the United States.

I believe that simply access to the United States, seeing the coun 
try, seeing how it operates, gives them a sense that they are very 
unlikely to get from their own intelligence reports, of what kind of 
a country this is, and how dangerous it would be to ignore our in 
terests.

Mr. HUNTER. Can't we do that, though, without putting them in 
a position to acquire American technology?

I am not saying that we should limit them to trips to Disneyland, 
but I am saying, aren't there a number of ways that we can host 
Soviets without exposing them to our technology?

Dr. GOLDBERG. When we use the phrase, "lack of symmetry," in 
the report, we meant lack of symmetry on several different levels.

On one level is the cliche that Americans go to the Soviet Union 
to learn about Pushkin and the Soviets come here to learn about 
astrophysics. That is an exaggeration, although it is not an entirely 
unfair characterization.

So, there is a lack of symmetry in the kinds of bodies of knowl 
edge acquired by participants on either side. Second, there is a lack 
of symmetry of what each side hopes to accomplish by the ex 
changes, and consequently by the way those exchanges are admin 
istered, the way the participants are selected, et cetera, et cetera.

In the technology and East-West trade update, we discussed the 
fact that if the United States is seriously interested in creating 
more balance and rectifying this lack of symmetry, the thing to do 
is to require that Soviet participants conform to standards that 
they expect of our own participants. In other words, to simply stop 
accepting Soviet participants unless equal access is given on the 
American side.

Mr. HUNTER. And the ones that come over, start showing them 
the Grand Canyon instead of some of our  

Dr. GOLDBERG. Or, say, OK, if you want three nuclear physicists 
to come and visit Stanford, we want three nuclear physicists in 
Leningrad.
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Mr. HUNTER. And if the three nuclear physicists visit Stanford, 
we will take them out to the golf course, and maybe we will drive 
around Palo Alto for a while, We are not going to be bringing them 
into the laboratories.

Dr. GOLDBERG. Well, that opens another kind of Pandora's box.
Mr. HUNTER. Well, what I'm saying is that they have no problem 

with doing that with our people. In other words, they vary, as I un 
derstand, very firmly, but generously tell our people that they are 
going to be perhaps visiting Red Square but forget the labs.

And their happy driver is waiting to take them out and show 
them Red Square.

Now, their people come over why can't we do the same thing 
with them, without giving them the boot, but with a   -

Dr. GOLDBERG. Well, the point we tried to make in the report is 
that the place to try to impose this symmetry is at the entrance to 
the United States and the entrance to the Soviet Union.

In other words, let's attempt, through the way the programs are 
administered and the way participants are chosen to achieve a 
basic symmetry on the part of the participants.

Then, once they get here, again, you would want some kind of 
reciprocity of access. That is a much more promising way of han 
dling the exchanges, I think, than attempting to get universities to 
police students that they have accepted for programs of study.

I think it is a big mistake to assume that because the Soviets get 
more scientifically, or more technologically out of exchanges 
than we do, that we get no benefit at all. As Dr. Sharfman was 
saying, there are perhaps less concrete or less immediately visible 
benefits, and it is important to keep the door open.

Dr. SHARFMAN. Also, it is important to distinguish between sci 
ence and technology. By and large, Soviet science is the equal of 
our science; and, if given the access, our scientists would have 
much to learn in looking at Soviet science.

Dr. GOLDBERG. And, indeed, our scientists have learned from 
Soviet science, at least according to the National Academy of Sci 
ence's reports, for instance.

Dr. SHARFMAN. So, I would tend to say, if they want to go to 
Stanford, you don't necessarily have to take them to the golf 
course, but if they want to go to Silicon Valley, maybe we should 
suggest that, no, they should stay at Stanford.

Mr. HUNTER. Excellent. Thank you, Mr. Chairman.
Mr. HUTTO. Thank you, Mr. Hunter.
Our staff member, Mr. Chase recently visited CoCom and to 

follow up on Mr. Courier's earlier questions, I think he has a ques 
tion or two he would like to ask you.

Mr. CHASE. Thank you, Mr: Chairman.
As the chairman said, I did have the opportunity to meet with 

you as representative to CoCom, the coordinating committee, John 
Spillane, and also the director or the chairman Chairman Retano.

I form my own views about the administrative and technical re 
sources available to CoCom. I would like to hear your thoughts on 
the effectiveness of CoCom.

Dr. SHARFMAN. Well, I don't have the benefit of having visited it 
on the scene, so my information is secondhand.
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Our impression is that when CoCom is seized of an issue, and de 
bates it thoroughly and fully, it is very likely to come to a correct 
and useful conclusion; but the difficulties in CoCom come from the 
fact that it often takes top long before a new technology actually 
receives careful consideration and debate.

There is, also, as I understand it, something of a problem in that 
a school of thought within allied countries has come to question 
U.S. motives; has come to believe that the United States is really 
eager to choke off all trade in high technology to the Soviet Union 
rather than simply to identify a few items that should be withheld 
while allowing a large volume of relatively harmless technology ex 
ports, which is what our allies for the most part seek.

Now, that suspicion is dispelled on a case-by-case basis when we 
have done our homework. When we c jme in with specific hard evi 
dence of military use of a technology, there is no problem.

But, of course, for evidence that the Soviets are using a military 
technology, they have to have it already, and it is much harder to 
prove that a new technology would be used militarily if it were ex 
ported.

Mr. CHASE. Do you have any thoughts on the technical and ad 
ministrative capabilities available to CoCom, that is, the staff of 
CoCom and its expertise, its capability?

Dr. SHARFMAN. I don't have any direct knowledge on that sub 
ject, no.

Mr. CHASE. Thank you.
Mr. HUTTO. Mrs. Byron, do you have any further questions?
Mrs. BYRON. I have two followup questions, Mr. Chairman. My 

time ran out on me.
Let me ask Dr. Sharfman how many items have been added, or 

deleted from the commodity control list since the enactment in 
1979, of the expert control amendment if you don't, could you 
submit those for the record?

Dr. SHARFMAN. Yes.
Mrs. BYRON. We would appreciate that.
[The following information was received for the record:]

The Commodity Control List is not a list of items, products, or technologies; each 
entry on the list describes and defines a category of possible exports. While it occa 
sionally happens that an entry is added, the normal way of extending export con 
trols to cover additional products or technologies is to make the definition under 
one of the entries more inclusive, or the list of recipient countries for which a vali 
dated license is required is shortened. Thus, for example, if it were determined that 
the Soviet Union has mastered a given technology so that controlling its export to 
the Soviet Union would be pointless, the Soviet Union might be dropped from the 
list of recipients for which a validated license is required; however, the technology 
might remain on the list and a validated license still be required to export it to 
Libya.

As far as we have been able to determine, no statistics were kept on the number 
of definitions that were tightened since 1979, or the number of entries on which the 
Soviet Union has been added or deleted as a recipient requiring a validated license.

Accordingly, it does not seem to bt; possible to provide a direct anpwer to the ques 
tion. The obscurity of this process makes it difficult to evaluate claims by exporting 
industries that some technologies remain under export control after the need to con 
trol them has passed.

Mrs. BYRON. And also in 1979, we let our CoCom partners, in re 
questing exemptions from CoCom controls; is our status still at the 
top of the list of  
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Dr. GOLDBERG. No, since Afghanistan, we have maintained a 
policy of not requesting exemptions from CoCom although there is 
an "exceptions to the no exceptions policy." However, I understand 
that that is mostly for humanitarian, medical kinds of technol 
ogies, and that sort of thing; but I think it is fair to say in general 
we have not requested exception in CoCom, since the invasion of 
Afghanistan.

Mrs. BYRON. The exceptions to the exceptions has not been used 
frequently?

Dr. GOLDBERG. That is correct.
Dr. SHARFMAN. If I may make one comment on our pre-Afghani 

stan record of requesting many exceptions.
This was not because the United States was more eager to export 

technology than our allies. It was because we interpreted the 
CoCom list more broadly than our allies.

We would go to CoCom requesting exceptions for kinds of items 
which some of our allies would have felt were not really on the list 
at all, and they would not have asked for an exception.

Dr. GOLDBERG. There is also the fact that the vast majority of the 
exceptions that the United Statej requested were for computers 
and computer-related items in which the United States is leading 
many of its allies as an exporter. And the sheer volume of the 
pending transactions in the United States meant that mathemat 
ically there would be a greater number of cases brought up.

Mrs. BYRON. You very quickly came out with Afghanistan as a 
time frame to make some changes. Was that because we were 
fairly quickly made aware of many of the situations that had 
changed? Why was that time frame used?

Dr. SHARFMAN. Well, President Carter responded to the Soviet 
invasion of Afghanistan by tightening up in a number of ways U.S. 
exports to the Soviet Union  

Mrs. BYRON. In other words, we woke up?
Dr. SHARFMAN. Well, the President's rhetoric at the time sug 

gested that he felt that something like that had happened, yes.
Dr. GOLDBERG. We responded to the particularly flagrant action 

by every means we could think of short of military action, and 
trade is such a weapon.

Mrs. BYRON. No further questions, Mr. Chairman.
Mr. HUTTO. I would like to ask question or two about the con 

trol list.
Do you know how many items are on the military control tech 

nology list?
Dr. GOLDBERG. The list runs to some 800 densely packed pages.
Mr. HUTTO. No, but how many  
Dr. GOLDBERG. I don't know how many items are on it.
Mr. HUTTO. You don't know how many are on it?
Dr. GOLDBERG. Thousands.
Mr. HUTTO. Thousands.
How about the commodity control list by the Commerce Depart 

ment; is that about the same size?
Dr. GOLDBERG. The commodity control list is confusing. It is a 

very big, thick document; however, not everything on it is con 
trolled in every circumstance to every country. So, simply looking
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at the number of items, doesn't tell you how many are controlled 
to the Soviet Union and other Warsaw Pact countries.

There is a very complex system of codes which tells you which 
country group, which size deals, which technical parameters of a 
given item are controlled.

I think probably Mr. Olmer could answer that question I tetter 
than we could beyond that.

Mr. HUTTO. We will be hearing from him very shortly.
Would the OTA suggest one list instead of two; is that poss'Me? 

Could we get Defense and Commerce to work together on this?
Dr. GOLDBERG. Congress has mandated one list instead of two.
Mr. HUTTO. And when, and what; is that in the Export Adminis 

tration  
Dr. GOLDBERG. That is in the 1979 Export Administration Act.
Mr. HUTTO. For what date? What  
Dr. GOLDBERG. I believe it was 1980, wasn't it? 1981?
Mr. HUTTO. But it hasn't come about?
Dr. SHARFMAN. No, the bill that has been approved in markup by 

the House Foreign Affairs Committee mandates that that process 
should be completed by April 1984. It is not self-evident to me that 
that will be possible to achieve.

Mr. HUTTO. Is it your assessment that we could define the list so 
significantly that it would be understandable in other words, 
could we have a list of very critical technologies so as to get a 
stricter control on the export to the Soviet Union and the Warsaw 
Pact nations?

And at the same time open up trade so that American industry 
and business would not have to go through a great bureaucratic 
process.

In other words, we know there is a problem; we do want to con 
trol these critical items, this critical technology that goes to people 
who have sworn that they are going to dominate the world.

At the same time, we have a problem of trade imbalance; so, is 
that a possibility?

Dr. GOLDBERG. Well, let me give you what I think you are going 
to find an unsatisfactory answer to your question.

First of all, is it possible is it conceptually possible to draw up a 
magic list of items, the protection of which would protect us from 
participating in the magnifying of the Soviet threat?

I don't think so.
I think it is a far murkier, difficult problem than that; and if we 

are waiting for a magic list, we are going to wait a long time.
Is it possible to draw up a pretty good list that would draw some 

kind of balance between the demands for national security and the 
demands of American industry to be able to compete on a fair 
basis? Yes, it is possible to draw up such a list; but we have very 
grave doubts that you could draw one up without terrible contro 
versy, even within the administration, as to which specific items 
should be on it; and how comprehensive and long it should be.

So, we are not sanguine about the prospects for easy creation of 
harmony on a list.

Mr. HUTTO. Before we go to our other witness, do members have 
any further questions of Dr. Sha-fman or Dr. Goldberg?

Mr. HUNTER. I had one, Mr. Chairman, if I could.
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Mr. HUTTO. Mr Hunter.
Mr. HUNTER. Yo;i mentioned the fact that if we don't compete, if 

we don't put out certain technology, oftentimes, our allies will.
And you also mentioned the Soviet drydock that was sold to 

Russia initially with the understanding that it would be used to 
repair domestic ships and that it now appears that the drydock is 
utilized in the repair of naval vessels for the Soviet Union large 
naval vessels.

My question to you is this, do you think we are putting enough 
pressure on our allies, and I am thinking also of the Caterpillar 
deal with the Soviet Union I understand that Komatsu has taken 
down an excess of a billion dollar contract, because of the fact that 
we did not want to participate in that pipeline.

It appears to me that our allies are not concerned, and that, in 
fact, welcome our nonparticipation in a number of these areas be 
cause it leaves a void that they are quick to fill, and I must say as 
an American I resent and am frustrated as I believe many of us 
are by their not only noncooperation but the fact that they appar 
ently welcome this action on our part, where we get out of a piece 
of the market and they quickly take that market.

Do you think that we are doing enough to pressure our allies, 
particularly Japan? And I understand France is extremely liberal 
on the exportation of, I would say, military-directed technologies.

Do you think we are putting enough pressure on them?
What should we do?
Dr. GOLDBERG. I don't think the question is really so much, are 

we doing enough, as are we doing it in the right way.
One could make a good case that the pipeline episode was at 

tempting to put pressure on our allies in the wrong way and in a 
counterproductive way.

And this then becomes a difficult question to answer in terms of 
what are we doing because probably the right way is quietly and at 
very high levels.

I think that the allies are caught  -
Mr. HUNTER. I think you are right in referring to European 

allies, but I think the Japanese welcomed with open arms our deci 
sion not to participate in the pipeline. It gave Kamatsu a billion 
dollar market; they loved it.

Dr. GOLDBERG. Yes, but you are caught back in the dilemma for 
our policies, posed by the fact that neither the Japanese nor the 
Europeans considered the pipeline a military threat; and once you 
are in a framework in which you really can't make, from their 
point of view, any strong case for this project not going through, 
and indeed from their point of view, there are all kinds of good eco 
nomic and political reasons for having it go through, why not, pi cfit 
from it?

Mr. HUNTER. I understand that.
You have explained their reasoning well, but I say that if we 

decide that it is important; and in some of the areas I think you 
could the Japanese have an extremely weak case.

For example, in building this giant drydock that they know is 
primarily useful for their own large naval vessels, and say, "Amer 
ica, we figured they wouldn't use it on their naval vessels."
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Well, that is baloney. We all knew they were going to use that 
drydock on the naval vessels; so what can we do in the way of 
seeing to it that they helped to hold the line? That is what I am 
asking.

Dr. SHARFMAN. I would say that pressure is the wrong word.
It is very important that we narrow the gap between our policy 

and our allies' policy, To the extent possible, we want to get our 
allies to change their policy in the direction of ours.

To the extent that we cannot do so, we might consider moving 
our policy in the direction of theirs so that we don't simply aban 
don export markets to them while achieving nothing in terms of 
weakening the Soviet military.

The dynamics of the allied relationship are such that if we ex 
press some willingness to compromise, some sense that if they 
would move toward us, we would move toward them; they are prob 
ably more likely to move toward us because of the question of in 
jured national pride doesn't get in the way of a cold-eyed look at 
their own security interests.

In the case of the drydock, as I understand it, the Japanese have 
informally acknowledged that they made a mistake.

Probably the best way to have prevented that mistake in the 
first place would have been to do a better job of showing the Japa 
nese in advance, for example, some statistics about the size of 
Soviet commercial vessels, and the size of Soviet naval vessels, and 
ask them just what commercial vessels the Russians had that they 
would need the drydock for.

We didn't do that or we didn't do that effectively.
But the point is that it is not so much a question of pressuring 

our allies toward our point of view as it is toward persuading them 
about the importance of limiting technology exports to the Soviet 
Union and snowing them on a case-by-case basis how particular 
technologies, which they very much ward to export will rebound 
against their own interest.

Mr. HUNTER. Thank you, Mr. Chairman.
Mr. HUTTO. Thank you, Mr. Hunter, and Dr. Sharfman, and Dr. 

Goldberg. We appreciate very much your testimony and being with 
us; and I am sure we will be calling on you from time to time.

Thank you very much.
Mr. HUNTER. Appreciate it.
Mr. HUTTO. Our next witness is the Honorable Doctor Lionel H. 

Olmer, Under Secretary for International Trade of the Department 
of Commerce; and on behalf of the panel, I would like to welcome 
you, Mr. Olmer.

I understand that you cut short an overseas visit and canceled 
previous engagements to appear before the panel here today.

Ws certainly appreciate the importance that you place on this 
subject, as reflected by these actions, and we look forward to your 
presentation today.

So, Mr. Secretary, you may proceed.
Mr. OLMER. Thank you very much, Mr. Chairman.
I have a very lengthy statement for the record, which I would 

like to submit to you, and to very briefly summarize it orally.
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STATEMENT OF HON. LIONEL H. OLMER, UNDER SECRETARY 
FOR INTERNATIONAL TRADE, U.S. DEPARTMENT OF COMMERCE

Mr. OLMER. My presentation will focus on an overview of the 
transfer of military critical technology to adversary, or potentially 
adversary countries, and particularly to the U.S.S.R., the ways in 
which that process occurs, and steps taken by this administration 
to stem the tide of the technology hemorrhage.

We are faced today with a rapidly growing proliferation of high 
technology throughout the world that does present us with a most 
serious dilemma. On the one hand, we want to protect sensitive 
technology from flowing to proscribed destinations which contrib 
utes to their military strength and causes us to spend more money 
for defense.

On the other hand, we don't want to inhibit legitimate commer 
cial trade, which is vital to our economic well-being.

Nor do we want to stifle the further development of technology 
by inhibiting competition. A strong economy, after all, is a basic 
foundation of national security. Moreover these dual objectives 
must be met in a free and open society. The very freedom and ex 
change of ideas is a major contributor to the position of the United 
States as a leader in high technology.

We believe that the export control system has to balance the two 
vital goals of stemming harmful technology transfers while mini 
mizing unnecessary and adverse impacts on legitimate trade.

I would like to illustrate some of the intricacies of the problem. 
Leading edge technology is often developed and employed in the ci 
vilian, not the military sector.

That is a phenomenon that has arisen in the last decade or so. 
Indeed, the defense systems now deployed lag by substantial meas 
ure those technologies in use every day in the private sector.

Yet, most of the technology is so-called dual use technology. That 
is, it has both a civilian and a possible and I underscore possi 
ble military application.

Its control or prospective control requires a careful evaluation 
and a balancing of the interests that I spoke of a moment ago.

Moreover, the rate at which the new technologies are conceived 
and are applied to industrial processes is accelerating, making ef 
fective control an even more difficult process.

One example that I believe is instructive is the field of semicon 
ductors. Few people, I think, are aware that there are presently 
manufactured every year 41 billion semiconductor devices. Less 
than half are manufactured in this country.

And that total of 41 billion applies to the free world. Indeed even 
reaching an agreement amongst ourselves, let alone amongst our 
friends and allies on defining the term "militarily critical" has 
been a problem. A generally accepted definition includes the indus 
trial application of scientific knowledge, technical information, 
know-how, critical materials, keystone manufacturing, and test 
equipment, and end products, which are essential to the R&D and 
the production of items which do have military significance.

An additional aspect of the problem is the structure of business 
enterprises. That is, in particular, the rise of the multinational cor-
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poration, combined with the speed of modern communications and 
transportation.

Overseas corporate acquisitions, joint ventures, manufacturing 
associations, cross-licensing, and multinational data transfer all 
individually and collectively make the task of enforcement, both 
nationally and internationally, far more difficult.

Other major components of the problem we face are illegal third 
country diversions and the widespread foreign availability of sensi 
tive technology and commodities in cour'.ies which do not share 
oilr common interest within the Atlantic alliance, for example, or 
which simply do not believe in export controls.

The semiconductors that I mentioned a few minutes ago are 
manufactured today in virtually every single industrialized country 
in the world, as well as in many undeveloped countries.

I hardly need mention that the total number of countries in 
cludes far more than our members of CoCom, or the structure we 
use to apply a control system.

The Soviets acquire Western technology through a wide variety 
of means legal and illegal including buying from neutral coun 
tries, industrial espionage, and theft of trade secrets and equip 
ment.

They cull open literature, such as trade journals and Govern 
ment publications. They exploit the Western academic and scientif 
ic arena by student exchanges and seminars; plant visits; paying 
third-country nationals to illegally divert technology; setting up 
front organizations in free world countries; copying registered pat 
ents; and, I might add, very substantial use of our Freedom of In 
formation Act.

Many common U.S. business practices are also vulnerable to 
Soviet penetration. For example, transfers of proprietary informa 
tion among affiliated companies; the hiring of foreign technical, sci 
entific personnel for research and development efforts; and the 
filing of patents abroad, as well as the transmission of sensitive in 
formation through unencrypted communication channels.

Of all the methods for acquiring technology, industrial theft and 
espionage are the most productive areas for Soviet and East Euro 
pean intelligence services. In Grafting an export control approach 
that would effectively stem the flow of sensitive technologies, this 
administration has carefully considered all factors that is, foreign 
availability; the variety of Soviet acquisition methods; weaknesses 
in the current export control system.

To design an effective system, we have to define, first, what to 
control, how to control it and how best to enforce the controls.

Our export control efforts both unilaterally and multilaterally, 
have followed a path set forth by the Bucy report nearly a decade 
ago which recommended a dramatic redirection of U.S. and allied 
controls in order to maintain our technological lead and stem the 
tide of the technology transfer problem.

Specifically the report recommended streamlining export con 
trols to catch only militarily critical technology, critical materials 
and keystone equipment while decontrolling products at the lower 
end of the technology spectrum. That approach has had strong 
backing by U.S. industry, by the Congress; and all pertinent Feder 
al agencies.
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It also meets the CoCom's strategic criteria for the imposition of 
CoCom controls.

As Congressman Ed Zschau so aptly stated at a May 5 hearing of 
the Committee on Foreign Affairs: "Unless we focus the attention 
on the really critical technology, we are not only inhibiting ex 
ports, but we are not going to control those things that would con 
tribute to the military might of our adversaries."

Because of widespread availability and the global nature of tech 
nology leakage, we know without any doubt that unilateral action 
by the United States is not enough.

We therefore evaluated the effectiveness of the coordinating com 
mittee or CoCom. We determined that CoCom controls, except in 
certain areas such as computers, have been far from effective. We 
have identified problems as inconsistencies in the licensing proce 
dures among various countries in CoCom, weaknesses in multilat 
eral enforcement, and the availability of commodities and technol 
ogy from non-CoCom countries.

The Reagan administration is also committed to solving the prob 
lem of foreign availablity which has been a distinct, I would say, 
"bone in the throat of the business community."

We will pursue the matter with the Governments of those coun 
tries where availability exists, and make every effort to eliminate 
the sources of availability.

As the result of some of our recent efforts, we have had two high- 
level CoCom meetings in the last 18 months. These two were the 
first in a generation, and out of those meetings we have gained im 
portant commitments from our CoCom partners to strengthen the 
process of multilateral controls and enforcement efforts.

The administration has carefully reviewed the Export Adminis 
tration Act of 1979 to identify those sections which, in our judg 
ment, require change to give us the tools to make the system more 
effective.

In cooperation with the President's Council, the Department held 
sixpublic hearings around the country on the EAA.

The hearings provided the administration with important infor 
mation which was considered by all pertinent agencies of Govern 
ment during the deliberation process.

We have worked carefully with the Department of Defensw and 
State. The administration bill, which has been presented to Con 
gress, we think, as the result of our combined efforts, is a well-bal 
anced approach to the problem of export controls.

I would like to briefly highlight the national security portion of 
our bill. We do not propose to decontrol trade between Western 
countries in goods and technology; nor to decontrol items which are 
controlled only by the United States.

On the other hand, the bill does not significantly broaden the 
scope of national security controls, nor create a new agency respon 
sible for administering national security controls.

Nor do we propose to adopt a stricter standard for foreign avail 
ability.

The bill would require the Department of Commerce to tighten 
strategic controls at the top of the technology spectrum, and to 
reduce the control of products of that technology. That is consistent 
with policy for the last several years.
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The administration bill also emphasizes that enforcement re 
quires multilateral cooperation. We simply cannot do it alone. Ac 
cordingly, we stress the need to strengthen and improve the effec 
tiveness of CoCom.

We emphasize the importance of bilateral and multilateral nego 
tiations' to eliminate, wherever possible, foreign availability.

The bill also contains provisions requiring negotiations with our 
CoCom partners and with other foreign nations to achieve that 
purpose.

We further propose to establish new statutory crimes for conspir 
ing to and attempting to violate the Export Administration Act. 
That could stop an unlawful export before it occurs.

The bill also contains a new criminal forfeiture provision. The 
addition of that provision would equip prosecutors with the valua 
ble tool to reach the proceeds of illegal transactions.

The bill would further authorize the President to impose import 
controls on offenders of the national security provisions of the 
Export Administration Act.

The House Foreign Affairs Committee recently reported out a 
bill to extend and amend the EAA. There are certain aspects of 
that proposal which are of concern to the administration, some of 
which I would like, at this point, to draw attention to.

Section 106(b) of H.R. 3231 states that a validated license cannot 
be required for exports to CoCom countries, but that such a license 
can be required for export to end users identified by regulations, 
presumably to be issued by the Department of Commerce.

This provision would significantly weaken the effectiveness of na 
tional security export controls. Even as amended, the provision is 
administratively impractical because it would require an end-user 
list to be published. At present, the legitimacy of end users is 
checked on a case-by-case basis in a transaction context.

For example, does a particular item and a particular quantity 
seem out of line with the end-user's business? What is known about 
the company?

Having to establish the legitimacy of all potential end users in 
advance, and against the whole spectrum of controlled items would 
divert scarce resources, be of limited effectiveness, and generate 
controversy over the apparent blacklisting of companies.

Furthermore, virtually all other CoCom countries have licensing 
requirements for transfers among themselves. At the very time the 
United States is seeking to harmonize our licensing procedures, it 
would be taking a unilateral step away from the harmonization 
effort if that provision were to be adopted.

Section 106(f) states that unilaterally controlled items which 
have been approved to a country group for a 1-year period must be 
decontrolled as to that country group, but that licenses can be re 
quired for exports of those items to end users identified by regula 
tions, again presumably to be issued by the Department of Com 
merce.

This provision, even as amended in markup, raises many of the 
same problems with respect to national security and administrative 
effectiveness as the elimination of CoCom licensing.

It would require compiling a list of proscribed end users within 
that country group. More importantly, there would be no way ad-
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ministratively to assure that a product decontrolled for one coun 
try group would not be diverted to another country group for 
which controls on that product continue to apply.

We would also lose the ability in particular transactions to moni 
tor end users and end uses in decontrolled country groups. The ef 
fectiveness of the licensing system, in our judgment, would thus be 
severely undercut.

Section 108 states that negotiations must he conducted to elimi 
nate the availability of foreign sources of items controlled for na 
tional security purposes and if the availability is not eliminated 
within 6 months, the item must be decontrolled.

We agree completely that fair and effective controls require mul 
tilateral cooperation and we are committed to making every effort 
to eliminate foreign availability. Requiring negotiations to accom 
plish that end is entirely appropriate, but mandating that national 
security controls on such items be lifted if foreign availability is 
not eliminated within 6 months would indeed have very serious 
ramifications.

We might be required to unilaterally decontrol items on the 
CoCom control list which are available from other foreign sources.

It would damage our position in CoCom.
In addition, although we appreciate the concern that U.S. busi 

nesses should not be precluded in selling their products overseas if 
foreign competitors are not similarly restricted, our discretion to 
maintain U.S. controls on such items should not be eliminated.

I urge that the Congress support the administration's positions 
which seek to maintain the delicate balance between export con 
trols, to protect U.S. national security while encouraging legitimate 
civilian trade so vital to the Nation's economic performance and its 
national security interest.

The balance is sensitive. Unchecked technology transfer clearly 
hurts U.S. national security, while overly restrictive controls will 
hurt U.S. industry and, ultimately, our defense effort to the benefit 
of foreign competition.

Clearly, in our view the path lies between these extremes. Judi 
cious streamlined controls on strategic items will minimize the 
impact on U.S. commercial trade, yet hold the promise of protect 
ing the Nation's security interests.

The approach will also result in greater agreement and support 
from our friends and our allies; and I could not emphasize enough 
how vital that is.

The United States cannot by itself stop strategic technology 
transfers to our adversaries no matter how stringent an export con 
trol system we may have.

Therefore, the administration is committed to not only improving 
the internal U.S. export control program, but is looking beyond the 
boundaries of our country for the solution to the problem that 
clearly transcends national borders.

hank you very much, Mr. Chairman.
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WRITTEN STATEMENT OF HON. LIONEL H, OLMER

Mr. Chairman, I am pleased to be here today to discuss with you the 

issue of East/West technology transfer. My presentation will be 

primarily focused on a broad overview of the transfer of militarily 

critical technology to adversary countries, particularly the USSR, 

the many ways it occurs, and the steps taken by the Reagan 

Administration to stem such transfers.

Today, faced with the rapid global proliferation of high technology, 

we clearly face a dilemma. On the one hand, we want to protect 

sensitive technology from flowing to our adversaries and 

contributing to their military strength. But on the other hand, we 

don't went to inhibit legitimate commercial trade, which is so vital 

to our economic health. A strong economy is, after all, a basic 

foundation of our national security. Moreover, these dual 

objectives must be met in our free and open society. This very 

freedom and exchange of ideas is a major contributor to the position 

of the United states as a world leader in high technology, 

we believe that our export control system must balance the two vital 

goals of stemming harmful technology transfers while minimizing 

unnecessary, adverse impact on legitimate trade. Achieving this 

balance is no easy task, however, in light of the complexity of the 

problem of maintaining effective export controls.

Let me illustrate some of the intricacies of the problem. Leading 

edge technology is now most often developed in the civilian, rather 

than the military sector. Most of the technology is so-called dual 

use technology; that is, it has both civilian and possible military 

application. Its control, therefore, requires careful evaluation 

and balancing. Moreover, the rate at which new technolgies are 

conceived and applied to industrial processes is accelerating, 

thereby making effective controls difficult. Even reaching 

agreement on defining the terra "militarily critical" has been a
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problem. A generally accepted definition of this term includes the 

industrial application of scientific knowledge; technical 

information; know-how; critical materials; Keystone manufacturing 

and test equipment; and end products which are essential to the 

research and development and the production of items which have 

military significance.

Also, the structure of business enterprises has created formidable 

new obstacles to effective export controls. The rise of 

multinational corporations, combined with the speed of modern 

comaunications and transportation, has intensified the proliferation 

of advanced tehchnology. Overseas corporate acquisitions, joint 

ventures, manufacturing associations, cross licensing, and 

multinational data transfers all make the task of national 

enforcement more difficult.

Other aajor components of the export control problem we face are 

illegal third-country diversions, and the widespread foreign 

availability of sensitive technology and commodities in countries 

which do not have export controls.

The Reagan Administration, upon assuming office, directed the 

intelligence community to study and report on the extent of 

technology transfer to our adversaries. One end product of this 

directive was the CZA's April 1982 report on Soviet acquisition of 

Western technology. This report, as well as other intelligence 

analyses, clearly highlighted the magnitude and severity of the 

technology transfer problem and its direct contribution to the 

enhancement of Soviet military capabilities. We now know that the 

Soviets devote vast amounts of their financial and manpower 

resources to acquire Western technology to enhance their military 

power and improve the efficiency of their military manufacturing 

capabilities.

27-827 O - 84 - 4
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The Soviets acquire Western technology through a variety of means, 

both legal and illegal, including buying from neutral countries; 

industrial espionage and theft of traJe secrets and equipment; 

culling open literature such aa trade journals and government 

publications; exploiting the Western academic and scientific arena 

via student exchanges and seminars; plant visits; paying third 

country nationals to illegally divert; setting up front 

organizations in Free World countries; and copying registered 

patents.

Many common U.S. business practices are also vulnerable to Soviet 

penetration. For example, transfers of proprietary information 

among affiliated companies; the hiring of foreign

technical/scientific personnel for research and development efforts; 

the filing of patents abroad; the training of foreigners to maintain 

and operate equipment; and the transmission of sensitive information 

through electronic system* such as satellite hook-ups (many O.S. 

firms transmit technical data in plain language rather than encoding 

it because of the extra expense and time entailed).

Of all the methods for acquiring technology, industrial theft and 

espionage are probably two of the most productive areas for Soviet 

and East European intelligence services. The commercial sector, 

which generally is not adequately protected against penetration by 

hostile intelligence services, is being targeted. Trade secrets, 

for example, upon which entire industries are established and 

competitively maintained, are acquired illegally by the Soviets, 

saving them invaluable time and expensive research and development 

costs. Unfortunately, the original documents, technical blueprints, 

etc., which constitute trade secrets can be easily copied by 

photographic or other means, without anything corporeal being 

taken. Because what is stolen is not a physical thing but, rather, 

an idea, such theft is difficult to detect.
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The Soviets have also benefitted substantially from outright theft 

of items. It is common knowledge that their major computtc 

series the RYAD is based entirely on the IBM 360 computer, a 

computer they stole (since they could not acquire it legally) and 

then successfully reverse-engineered. It is interesting to note 

that their copying of the IBM 350 is so precise that IBM parts are 

completely interchangeable with the RYAD.

Let me point out that although the Soviets have the capability to 

produce computers such as the RYAD, this capability is limited since 

they are unable to mas* produce trouble-free RVAOs in any 

significant number, lacking necessary Western technology and quality 

control. Their weakness in this area is due primarily to the 

effectiveness of COCON controls on computers, which has prevented 

them from acquiring much of the necessary manufacturing know-how. 

As a result of these controls, the Soviet Onion today has much less 

overall computer capability than the Western countries. Had the 

Soviets been able to legally purchase Western know-how and equipment 

to manufacture computers, circumstances would have been Ear 

different.

The Soviet Onion gives top priority to acquiring technology because 

its basic policy is to become self-sufficient in its high priority, 

i.e., military areas. The Soviets want the capability to produce on 

their own. We learned from our experiences with detente that high 

technology trade with the OSSR is primarily a one-way street. It 

does not lead to Soviet interdependence with the West.

In Grafting an export control approach that would effectively stem 

the flow of sensitive technologies, fhe Reagan Administration 

carefully considered all factors   foreign availability, Soviet 

acquisition methods, weaknesses in the current export control 

system. To design an effective export control system we must 

carefully define what to control, how to control, and how best to 

enforce those controls.
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Our «xpoct control efforts, both unilaterally and multilaterally, 

have followed the path set forth by the Bucy Report which 

recommended a dramatic redirection of a.S. and allied controls in 

order to maintain our technological lead and stem the tide of 

East/West technology transfer. Specifically, the report recommended 

streamlining export controls to catch only militarily critical 

technology and keystone equipment, while decontrolling some products 

at the lower technological spectrum.

This approach has strong backing by U.S. industry, Congress, and all 

pertinent Federal agencies. It also meets the COCOM strategic 

criteria for imposition of COCOM controls. As Congressman Zschau so 

aptly stated at the May 5th hearing of the Committee on Foreign 

Affairs, "unless ve focus the attention on the really critical 

technology, we are 'X5t only inhibiting exports, but we are not going 

to be controlling th^se things that would contribute to the military 

might of our adversaries.' Let me assure you that the 

Administration is in total agreement with Mr. Z*chau, and our export 

control efforts will ctrtainly continue on identification and 

control of critical technologies and keystone equipment.

Because of widespread foreign availability and the global nature of 

technology leakage, we know that unilateral 0,3. action is not 

enough. He therefore evaluated the effectiveness of COCOM 

multilateral controls. COCOM membership, as you know, is comprised 

of the NATO allies minus Iceland and Spain, plus Japan. We 

determined that COCOM controls, except in certain areas such as 

computers, had been far from effective. We identified such problem 

areas as inconsistencies in licensing procedures among COCOM 

countries, weaknesses in multilateral enforcement, and availability 

of commodities and technology from non-COCOM countries.

Since identification of those problems, the Reagan Administration 

has been successful in calling for two COCOM High Level meetings. 

Prior to this Administration, no Sigh Level Meeting had been held in



49

over twenty-five years. As a result of these meetings, we have 

gained important commitments i!com our COCOM allies to strengthen 

multilateral controls and enforcement efforts.

The Reagan Administration is also committed to solving the problem 

of foreign availability. We shall pursue the matter with the 

governments of those countries whir« availability exists, and make 

every effort to eliminate those sources of availability.

Mr. Chairman, I would now like to discuss with the Committee tho 

specific steps taken by the Department of Commerce to stem the flow 

of harmful technology transfers to our adversaries.

Commerce is playing a major role in ongoing meetings and 

negotiations at COCOM. Our efforts can be breifly summarized as 

follows:

(1) 1982-83 COCOM List Review, commerce technical staff is actively 

participating in this review, which is Cocussed on streamlining 

the International Control List to make COCOM a more effective 

mechanism for controlling transfers of keystone equipment, 

materials and technical data to the USSR. Lower level, less 

sensitive items will be decontrolled so that the final Control 

List will be more manageable and, hence, more enforceable.

(2) Harmonization. Commerce staff is leading the effort to 

institute licensing procedures that will insure adequate, 

individual COCOM member country review of proposed transactions 

prior to licensing. Harmonizing licensing procedures will also 

remove the disadvantage U.S. businesses currently face with 

their foreign competitors, whose transactions do not undergo the 

same careful scrutiny by their respective governments.

(3) Enforcement. We are working with our COCOM partners to

strengthen both national and multilateral control enforcement
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efforts, in February and March of this year, Commerce led an 

inter<igency delegation to several COCOM countries for 

enforcement bilateral discussions, and obtained their agreement 

to support a meeting of the COCOM Subcommittee. This agreement 

was unanimously adopted by the High Level Meeting in April of 

this year. The Office of Export Enforcement has also just 

recently conducted a program with the British Government whereby 

a delegation of representatives from several British agencies 

with export control responsibilities came to Washington and 

participated in a one-week export control orientation briefing. 

He are continuing with this exchange program.

Besides actively participating in these efforts at COCOM, the 

Department of Commerce is also taking a number of steps to improve 

the internal administration and enforcement of U.S. export 

controls. For example, to offset the losses which occurred during 

detente, when export controls were de-emphasized, we have increased 

the budget and manpower of the Office of Export Administration 

(OEA) , which administers Commerce's export control *>rogram. 

Specifically, OEA's budget has been increased by 86 percent, from 

$4.5 million in 1980 to $8.4 million in 1984; twenty-five full-time 

engineers axe being hired to augment our current technical licensing 

staff.

Substantial funding has also been allocated to enhance OEA's 

computer system. With the help of U.S. industry, which was aware of 

the inadequacy of OEA's previous computer resources, OEA has 

acquired a new, more powerful computer jystem of its own to 

effectively process the approximately f,0,000 license applications we 

receive per year. The capabilities of the present prototype system 

include;

o data entry for all new license applications 

o data on 300,000 already processed applications
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o 53 terminals to th« system, of which 8 are allocated to the 

Exporters' Service Staff for accessing information, to 

efficiently answer exporters' enquiries

o access into the system for enforcement purposes from three 

reacte sites   the New York, LOS Angeles, and San 

Francisco Export Enforcement offices

o an on-line tracking system for all cases to proscribed

countries, and certain exports, such as computers, to Free 

world countries

With this new system, data such as application approvals, denials, 

those returned without action, number of exports approved or denied 

for each country by CCL or special program, and the dollar amount of 

such exports, is now readily available. The data base OEA has built 

up with this computer system supports not only Commerce's licensing 

function and our own Enforcement Office's investigations, but also 

provides invaluable information to help the FBI, Customs, and the 

CIA.

By next year, the system will be expanded to:

o enable Commerce's District Offices co access the system to 

check the status of cases

o integrate intelligence data to perform profile/link

analyses for enforcement use, and automate the screening of 

license applications for problem end-users

o include information on foreign availability

To complement our efforts in strengthening Commerce's export control 

responsibilities, we have also substantially strengthened Conur.erce' a 

enforcement capability. Specifically:
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o We have created a separate Office of Export Enforcement

headed by a new Deputy Assistant Secretary, who is a former 

Assistant U.S. Attorney with extensive experience in export 

control enforcement and criminal prosecution of export 

control violators.

o We have increased the enforcement buaget from SI. 7 million 

in 1980 to nearly S3.3 million in 1984, an increase of 124 

percent.

o We have increased the number of highly trained criminal 

investigators, intelligence analysts, and enforcement 

specialists in the Office of Export Enforcement from 20 to 

65. We expe'"- to further increase enforcement professional 

staff to 75 by end of this summer.

o We have opened two new enforcement field offices and are 

continuing to procure vehicles, communication^ and 

surveillance equipment. Since August 1983, in fact, we 

have committed $350,010 to equip our agents with 

state-of the-art investigative equipment.

o We have allocated over $300,000 for specialized export 

control enforcement training Cor our agents this fiscal 

year.

o We are developing memoranda of understanding with other 

pertinent agencies regarding intelligence information 

exchange procedures pertaining to export control 

enforcement, and

o We are engaged in a program of public presentations, in 

conjunction with a separate series of lectures by OEA, 

designed to acquaint the private sector with the Export
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Administration Regulations. We believe improved private 

sector understanding of the export concrol program will 

reduce inadvertent, unlicensed exports of controlled and 

permit us to concentrate our enforcement resources on 

deliberate attempts to circumvent controls.

The Comnerce Department emphasis on qualitative export enforcement 

has produced a large increase in the number of cases referred to the 

Department of Justice. From an average of 4 cases per ysar in 1980 

and 1981, Commerce case referrals have increased to 8 in 1982 and 25 

in 1983. We expect this fijure to increase even further in the 

future as the Office of Export Enforcement continues its unique 

relationship with Commerce's Office of Export Administration, 

sharing, analyzing and using all available licensing and 

intelligence information in implementing U.S. expert controls.

The Administration has also carefully reviewed the Export 

Administration Act to identify those sections which, in our opinion, 

required change in <  ler to give us the tools to make the O.S. 

export control system more effective. In cooperation with the 

President's Export Council, the Department of Commerce held six 

public hearing around the country on the EAA. Those hearings 

provided the Administration with important information which was 

carefully considered by all pertinent agencies during the 

deliberation process.. Mr. Chairman, the Department of Commerce 

worked closely with the Department of Defense and other agencies 

during this process. The Administration bill which has been 

presented to Congress is the result of our combined efforts and is, 

we believe, a well balanced approach to export controls.

I would like to briefly highlight for your the national security 

portions of our bill:

The Administration's bill does not propose to decontrol trade
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between the West in goods and technology, nor to decontrol those 

items which are controlled only by the United States, so-called 

unilateral controls.

On the other hand, it does not signif icar.tly broaden the scope of 

national security controls or create a new agency responsible foe 

administering national security export controls, nor does it propose 

to adopt a stricter standard for assessing foreign availability. 

These approaches, I believe, were they to be taken, would deviate 

from the balance which is required.

The Administration's bill requires the Department of Commerce to 

tighten strategic controls at the top of the technology spectrum and 

to reduce in a suitable manner the control of certain products of 

that technology.

The Administration's bill also emphasizes that effective and fair 

enforcemnt of the export of critical commodities and technology 

requires multilateral cooperation. We cannot do it alone. 

Accordingly, we stress the need to strengthen and improve the 

effectiveness of COCOM, the international organization committed to 

our common goals in this respect. We emphasize the importance of 

bilateral and tnultilatera 1 negotiations to eliminate, where 

possible, foreign availability. Our bill also contains provisions 

requiring negotiations with COCOM partners and other foreign nations 

to achieve that purpose.

Mr. Chairman, the Administration' bill also propo ^s amendments to 

strengthen significantly enforcement of the EAA.-We believe that 

this is critical to stem the unlawful flow of critical goods and 

technology to the USSR. We propose to establish new statutory 

crimes for conspiring to and attempting to violate the Export 

Administration Act. This would stop an unlawful export before it 

occurs.
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The Administration's bill contains a new criminal forfeiture 

provision. The addition of this provision will equip prosecutors 

with a valuable tool to reach the proceeds of illegal transactions. 

The Administration bill further authorizes the President to impose 

import controls on offenders of the national security provisions of 

the EAA. This provision provides a strong, new penalty to deter 

export control violations.

The House Foraign Affairs Committee recently reported out a bill, 

H.R. 3231, to extend and amend the EAA. There are certain aspects 

of that proposal which are of concern to the Administration, some of 

which I would like to briefly discuss with you. The Administration 

believes these specific amendments would undercut our efforts to 

reduce East/West technology transfer:

Section 106(b) states that a validated license cannot be required 

Cor exports to COCOM countries, but such a license can be required 

for export to end-users- identified by regulat ins. This provision 

significantly weakens the effectiveness of national security export 

controls. Even as amended, the provision is administratively 

infeasible because it would require an end-user list to be 

published. At present, the legitimacy of end-users is checked on a 

case-by-case basis in a transaction context does a particular item 

in a particular quantity seem out of line for the end-users' 

business? what is known about the company? Having to establish the 

legitimacy of all potential end-users in advance and against the 

whole spectrum of controlled items would divert resources, be of 

limited effectiveness and generate controversy over the 

"blacklisting" of companies. Furthermore, virtually all other COCOM 

countries have licensing requirements for transfers among 

themselves. At the very time the united States is seeking to 

harmonize the licensing procedures within COCOM, it would be taking 

a unilateral step away from harmonization if this provision is 

adopted.
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Section 106(£) states that unilateral!/ controlled items which havt 

been approved to a country group Cor a one-year period must be 

decontrolled as to that country group, but licenses can be required 

tot expoits of those items to end-users identified by regulations. 

This provision, ev»n as amended in mark-up, raises many of the same 

problems with respect to national security and administrative 

effectiveness as the elimination of COCOM licensing. It would 

require compiling a list of proscribed end-users within that country 

group. More importantly, there would b« no way administratively to 

assure that a product decontrolled 2or one country group would not 

be diverted to another country group for which controls on that 

product continue to apply. He would also lose the ability in 

particular transactions to monitor end-users ana end-uses in 

decontrolled country groups. The effectiveness of the licensing 

system would therefore be severely undercut.

Section 108 states that negotiations must be conducted to eliminate 

the availability from foreign sources of items controlled for 

national security purposes; if the availability is not eliminated 

within six months the item must be decontrolled. He agree that fair 

and effective controls require multilateral cooperation, and we are 

committed to making every effort to eliminate foreign availability. 

Requiring negotiations to do this is entirely appropriate. But 

mandating that national security controls on such items be lifted if 

foreign availability is not eliminated within six months could have 

serious ramifications, we might, as a consequence, be required to 

unilaterally decontrol items on the COCOM control list which are 

available from other foreign sources. This would damage our 

position in COCOM. In addition, although we appreciate the concern 

that U.S. businesses should not be precluded from selling their 

products overseas if foreign competitors are not similarly 

restricted, our discretion to maintain U.S. controls on such items 

under certain circumstances should not be eliminated.
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I urge that Congress support the Administration bill, which seeks to 

maintain the delicate balance between export controls to protect 

U.S. national security, while encouraging legitimate civilian trade 

which is so vital to the D.S.'s economic performance. The balance 

is extremely sensitive. Unchecked technology transfer will clearly 

hurt U.S. national security, while overly restrictive controls will 

hurt U.S. industry to the benefit of foreign competitors.

Clearly, our path lies between these two extremes. Judicious, 

streamlined controls on strategic items will minimize the impact on 

U.S. commercial trade, yet adequately protect this nation's security 

interests. This approach will also result in greater agreement and 

support from our friends and allies, which is vital. The United 

States cannot, by itself, stop strategic technology transfers to our 

adversaries. No matter how stringent an export control system we 

may have, we will fail in achieving our objective as long as other 

countries can freely export'-what we deny our own exporters. 

Therefore, this Administration is committed to not only improving 

our internal export control program, but is also looking beyond the 

boundaries of our country for the solution to a problem that, in 

truth, also transcends boundary lines.

Thank you.

Mr. HUTTO. Mr. Secretary, thank you for a very fine statement.
I notice that you use a quote that I had in my opening statement: 

"hemorrhage of strategic technology."
Did you coin that phrase?
Mr. OLMER. Success has a thousand fathers, and it seems to have 

been popularized in the last year. I suppose I am one of the thou 
sands.

Mr. HUTTO. Well, how do you measure the transfer of technology 
in order to know whether there is a hemorrhage or not, or if cer 
tain policies have a substantial impact or whatever the level of the 
transfer is.

Mr. OLMER. Very shortly after the administration came into 
office in January 1981, we asked the Central Intelligence Agency to 
undertake an interagency study on the question of technology 
transfer.
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An unclassified version of a more sensitive piece of work was 
published, whicli documented the fact that the Soviets have in 
many weapons systems duplicated U.S. technology, in some cases, 
copying it down to incoirectly lettering the product designation.

We know that the Soviets have done that. We have through, I 
think it is widely known now, Major Levchenko who defected in 
Tokyo a couple of years ago, revealed the extent and the massive 
character of Soviet espionage efforts.

The more significant question in the context of this hearing, 
however, is what percentage of the technology which the Soviets 
acquire do they get through limitations or weaknesses in the 
export control system that we employ, that is the Export Adminis 
tration Act largely.

That is a far more difficult question to answer. My own assess 
ment of that, and this is subjective, because there is simply no way 
of calculating it with any great precision, is that the Export Ad 
ministration Act and the control system that it represents is one of 
the lower ends of the means by which the Soviets acquire technol 
ogy that is, open sources, active recruitment of agents, and I have 
to underscore the open sources because there are a variety of them. 
They are numerically far more significant. In fact, I think you will 
be getting a briefing from the Defense Department which will iden 
tify the various weapons systems. You ought to ask the question: 
By what means did thay learn how to build that troop carrier or 
that cargo plane?

The answer, I think in large measure, will be for asking for the 
blueprints through either the Freedom of Information Act or writ 
ing to the National Technical Information Service in our Govern 
ment, which freely provides it.

That is not to say that the loss of technology through an export 
control system not properly administered is not serious. It is indeed 
serious.

Mr. HUTTO. Your Department controls the CCL, the commodity 
control list. It is about 800 pages and several thousand items. Do 
you know how many thousand items are on that list?

Mr. OLMER. Oh, perhaps close to 200,000; but your use of the 
word "controls" the "Department controls" is very interesting, 
and I would that it were so.

If we did control it, it would not be 200,000 items.
Mr. HUTTO. But I was referring to the fact that it is your list; you 

control it.
Mr. OLMER. Well, we maintain it, only sort of performing an ad- 

ministerial function.
Mr. HUTTO. Well, who puts the names on the list? I mean the 

items on the list?
Mr. OLMER. The items on the list are placed there by the Com 

merce Department after interagency coordination.
Mr. HUTTO. And that interagency coordination includes?
Mr. OLMER. The Defense Department, most assuredly.
Mr. HUTTO. OK. Is it your opinion that the list could be refined?
Mr. OLMER. Sir, it is not only my opinion, it is my absolute con 

viction that the list is bloated beyond all proportion.
Mr. HUTTO. OK. Now, how can we do that?
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Mr. OLMER. Well, we are trying to do it. We have been trying to 
do it, and I hope that  

Mr. HUTTO. Do you know how long? Just during your tenure?
Mr. OLMER. Oh, no, there is—I think it is called a triennial proc 

ess that lasts 18 to 24 months, within CoCpm. The argument now 
would be, well, you shouldn't take any unilateral action to elimi 
nate items from the list even if they are ridiculous.

Mr. HUTTO. Does CoCom have something to do with the  
Mr. OLMER. Oh, sure  
Mr. HUTTO [continuing]. With your list? The CCL?
Mr. OLMER. The vast majority  
Mr. HUTTO. The CCL?
Mr. OLMER. Oh, absolutely.
The vast majority of the  
Mr. HUTTO. Well, how can they do that when they don't really 

have staff? I think you know in the Commerce Department you 
have probably got several thousand I don't know how many you 
have under your jurisdiction quite a number, but CoCom has 
one one American? Is that right, Mr. Chase?

Mr. CHASE. Well, they have one permanent American assigned 
but on these annual lists they do bring in people from the Govern 
ment, a multiagency team.

Mr. OLMER. The the  
Mr. HUTTO. But you are telling me the list that you have  
Mr. OLMER. Yes.
Mr. HUTTO. Commodity control list comes from CoCom.
Mr. OLMER. Yes.
Mr. HUTTO. I mean, their approval to put it in the CCL?
Mr. OLMER. It is a multilateral process to construct a commodity 

control list.
That is to say, to add to it, and delete from it; and that process, 

the multilateral process to determine what items for national secu 
rity purposes need to be controlled is a triennial affair that lasts 18 
to 24 months, as I say.

It is being done by a large number of people in the United States 
and within CoCom. There are regular meetings in CoCom by sub 
stantial numbers of technically qualified people going through the 
various product categories.

That is the short answer, Mr. Chairman.
The longer answer is that it is an arduous, very slow process, and 

that, in part, it is a bargaining session.
I mean, it is not unlike a poker game.
Mr. HUTTO. Well, how different is your list than the CoCom list? 

Is it the same?
Mr. OLMER. Oh, absolutely, with the exception that the United 

States unilaterally controls some items, but the percentage of uni 
laterally controlled items from that aggregate of, say, 150,000 indi 
vidual items is miniscule. I mean, I don't think we unilaterally con 
trol we certainly unilaterally control under 10,000 items. I can 
assure you of that.

And it depends on how you count the items. You identify a prod 
uct category; you may not even be aware yet that new products 
within that category yet to be defined as such would fall within it.
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So, my answer is the commodity control list the 800 pages are 
by and large a multilateral consensus.

Mr. HUTTO. Mrs. Byron.
Mrs. BYRON. Thank you, Mr. Chairman.
Let me follow along a little bit on that same issue. It is my un 

derstanding that earlier this year the Department of Defense and 
the Department of Commerce were in the process of drafting up a 
memorandum of understanding to resolve some of the problems 
with license review and the West-to-West exports.

It is also my understanding that this process has been aban- 
 doned. What sidetracked this process? Were there too many points 
that cannot be resolved, or just one or two?

Mr. OLMER. Mrs. Byron, your understanding is not correct.
The Commerce Department and the Defense Department jointly 

worked together to develop a memorandum of understanding, and 
a memorandum of understanding has been with the Office of the 
Under Secretary for Policy, Mr. Ikle, for a couple of months.

It is my understanding that they are still considering whether it 
is acceptable to them, but I would not characterize this as an aban 
doned process.

Mrs. BYRON. OK.
I think the figure has been that 6,000 export requests that the 

Department of Defense had the authority and were to review; how 
ever, I think the Department of Defense has only seen 2,000 of 
those requests. What happened to the other 4,000 applications that 
should have been reviewed but were never seen?

Mr. OLMER. Again, Mrs. Byron, your understanding is not cor 
rect.

There were 1,799 applications, which the Defense Department re 
viewed. They did not chcose to review the balance between that 
and the total number of export applications to so-called proscribed 
destinations which is all that, in our judgment, they have the stat 
utory right to review.

The balance between those two were not reviewed by them at 
their request under what is known as a delegation of authority, 
which they give to the Department of Commerce, and which they 
say, in these kinds of areas, to these kinds of countries, "we don t 
want to see them." So, they don't see them. They have the right to 
see all cases in the national security area going to proscribed desti 
nations, but they have, as I say, in previous years formulated 
DOA's not "dead on arrival" but "delegations of authority."

The interesting thing is that in this administration there have 
been no new delegations of authority issued; nor have any been re 
scinded, so we are where the Government was pre-1981.

Mrs. BYRON. OK, also, for the record, would you provide the 
panel with a concise or specific statement on what this administra 
tion's national security control policy is in regards to exports? I 
was rather interested to note, on the last witness, that there were 
some fairly dramatic changes after Afghanistan; and the previous 
administration made some tightening up after that.

So, if you could submit that for the record, we would appreciate 
that.

Mr. OLMER. I would be happy to.
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Mrs. BYRON. We also are focusing primarily on the controls and 
the process by which we address issues of technology transfer. 
What type of laws and regulations exist in nations that don't 
belong to CoCom? Are they fairly on the same basis as CoCom?

Mr. OLMER. Oh, no, by and large, if you put aside the CoCom 
countries, you would find a situation in which countries pay abso 
lutely no heed to  

Mrs. BYRON. Not even lip service?
Mr. OLMER. None at all.
No.
Mrs. BYRON. OK.
Mr. OLMER. Exactly. And that is the process that we are engaged 

in on a bilateral basis. That is to say, with countries that have 
demonstrated the ability to manufacture and to use technology, 
you are seeing in this technological revolution that everybody talks 
about it; you are seeing a small island off the coast of mainland 
China, Hong Kong, which has got very, very advanced technologi 
cal capabilities, or Singapore, or Malaysia.

I am told I don't have it on absolute authority, but I am told 
that 50 percent or more of the value of all semiconductors ship 
ments in the United States are now produced offshore.

Mrs. BYRON. Fifty percent?
Mr. OLMER. Fifty percent.
And that is a very substantial sum of money and people.
And offshore means that they are being done largely in underde 

veloped countries. So, what happens is, underdeveloped countries 
have technology which the Defense Department does not use in its 
deployed weapons systems. And that is a fact.

Mr. HUTTO. Thank you.
Mrs. BYRON. I have a few more questions.
Mr. HUTTO. Well, you may proceed.
Mrs. BYRON. Well, the bell went off.
Mr. HUTTO. Well, by unanimous consent.
Mrs. BYRON. OK, 111 take a few more minutes. Thank you, Mr. 

Chairman.
The Soviets acquired technology through, as we have discussed 

today, various means. Can you give an estimate in your idea of the 
relative flow, whether through each of these means legally  

Mr. OLMER. Well, I think if you wanted to do one thing and you 
had only one thing you could do, it would be to repeal the Freedom 
of Information Act.

Now, I would not advance that. I think there is another instance 
of a conflict in our objectives; both are legitimate objectives. Both 
maybe even are essential objectives.

But if I had one thing to do, and one thing only it would be that 
act; and my answer ig as regards the amount of the total spectrum 
of technology which the Soviets acquire, a relatively small percent 
age comes through the export the weaknesses of the export con 
trol process.

Mr. HUTTO. Will the lady yield on that point?
Mrs. BYRON. I will be glad to, Mr. Chairman.
Mr. HUTTO. I would like to ask: Under the Freedom of Informa 

tion Act, do the Soviets do that directly, or through a third party?
Mr. OLMER. Both.

27-827 0-84-5
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Mr. HUTTO. Both? Both ways.
Mr. OLMER. To my knowledge, both. It has been a while cince I 

have been engaged in that. I spent a number of years in the intelli 
gence system. It has been a while since I looked at it personally, 
but I know that they have used both.

I know that they have used East Bloc countries quite extensively, 
through trading companies.

Mrs. BYRON. But do you feel that the largest percentage is ac 
quired legally?

Mr. OLMER. Not legally, but through agents, through theft, 
through espionage.

Those are things beyond the reach of the Export Administration 
Act.

The Export Administration Act you know, the business commu 
nity would shoot me for saying this, but it looks at a rather 
narrow part of the whole problem. The business community looks 
at the Export Administration Act and sees it as an enormous 
anchor on their efforts to be competitive worldwide; but in terms of 
the flow of technology and the effort to stop it, it really is a small 
part of what needs to be done, a relatively small part.

Mrs. BYRON. Within the context of legal and illegal means, you 
don't really have an idea of the portion of technology flow that re 
sults from methods that are used; but you would say that the ma 
jority of the flow to the Soviet Union is by illegal means or ques 
tionable means?

Mr. OLMER. Through open sources; and that is not illegal. It is 
not illegal for the Soviets or one of their supernumeraries to make 
a request through the Freedom of Information Act.

Mrs. BYRON. So, it really isn't illegal means?
Mr. OLMER. That is not an illegal means. That is it exactly.
You know, there have been examples in the era of d6tente when 

Soviet technicians marched through aircraft manufacturing facili 
ties with magnetic shoes in order to pick up metallic filings of su- 
peralloys which they were not capable of making.

I happen to know that very shortly after one such visit, the head, 
not a piddling little bureaucrat, but the head of a major intelli 
gence agency made a similar visit, and he was required to put on 
cloth booties.

Mrs. BYRON. We are learning.
Are resources directed at each of these means of acquisition in 

proportion to the flow of technology, or do we sort of have a  
Mr. OLMER. Well, we, to a certain extent, Mrs. Byron, I think I 

ought to reserve on that for a closed session, because I think part 
of it goes to a rather larger effort of the whole Government, to 
assess the problem, and more precisely define where our weakness 
es lie.

I can tell you that we do not, Mr. Chairman, have several thou 
sand people on this effort, although, again, the business community 
thinks that we probably do.

Mrs. BYRON. Would you submit that for the record?
Mr. OLMER. I will be happy to.
Mrs. BYRON. All right, thank you very much,
Mr. Chairman, I have no further questions.
Mr. HUTTO. Thank you, Mrs. Byron.
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A moment ago, Mr. Olmer, you indicated that the business com 
munity sees the Export Administration Control Act as, I guess, you 
didn't put it in these words, but "somewhat of an obstacle," but is 
it your opinion that we can reduce, refine, the control list, and do 
you support one list?

You do, do you not?
Air. OLMER. Oh, yes, sir, one list.
Mr. HUTTO. Ana could it be brought down to the very critical 

technologies so that WP could relieve the industry and the business 
community of ail the bureaucracy and redtape involved in export 
ing. Is that your thought?

Mr. OLMER. It is certainly our objective to do that; and I think it 
is one of those things that we will never reach, not in this adminis 
tration or even in future administrations because to a business 
man, less than 100 percent of the market is still not totally accept 
able, so no matter how much you do, you are going to get some 
crabbing that you haven't done enough.

For example, we eliminated the backlog of pending cases -in 
other words some 2,000 of them in existence when the administra 
tion took office 2,000 that were in excess of statutory deadline.

The licensing deadline set by the Congress was not met in 2,179 
of them, I think, and within some 4Vfe months of cooperative 
effort I would want to underscore  v/ith the Defense Department, 
working in some cases around the clock for about 4 months, we 
eliminated that. For about 2 weeks, we got nothing but praise from 
the business community, and then that was something they sort of 
expected, and they wanted to move on from there.

I don't blame them, because there is enough to be pointed at, 
critically, that needs to be done, but I do support one list; it is my 
utter conviction that the list is bloated beyond reasonable propor 
tion. We are making an effort to reduce it. I think it could be 
faster, and we are doing what we can to speed it up.

Mr. HUTTO. How soon could we come up with one list, without 
just  

Mr. OLMER. You mean a reduced list. There is one list, sir; or do 
you mean a list  

Mr. HUTTO. I mean the military control technology list and the 
commodity control list.

Mr. OLMER. Well, the conversion from the  
Mr. HUTTO. In their CoCom?
Mr. OLMER. That is another huge question.
If I might take just one moment. Right now, what we are en 

gaged in is a review of the commodity control list.
It is our expectation that we have a fair chance of concluding 

that review process, say, within the next 6 to 8 months. Put that 
aside for a minute. That review will result in some deletions and 
some additions. The process next of constructing a militarily criti 
cal technologies list that would replace the CCL is years away.

Mr. HUTTO. Why?
Mr. OLMER. Because of the complexity of constructing the MCTL; 

the complexity of reaching an agreement on what is militarily 
critical.

You know, 4 years ago, an effort was made to define a militarily 
critical list; and as soon as it was done it was classified, and the
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business community which was supposed to live by its tenets 
wasn't permitted to see it.

That effort has been replaced by a current effort, which I think 
in some respects is going well, but only in certain areas. Our prog 
ress has not been great in most areas.

So, I wouid view the process of converting the CCL to an 
MCTL and I apologize for the use of those abbreviations——

Mr. HUTTO. Oh, we hear it all the time.
Mr. OLMER [continuing]. Is years away. Just years away.
Mr. HUTTO. Well, does that mean the business community and 

the Nation, for that matter, is going to have to continue to suffer 
an imbalance of trade because of all the democracy, and all that?

Mr. OLMER. Yes. Yes, sir.
Mr. FuTTO. How many years are you talking about?
Mr. OLMER. I would say that it could not be done in less than 4 

years, even with the best intentions and the most sincere efforts of 
all the agencies concerned, and the business community.

You know, that I might add just a moment, that the ability to 
construct a militarily critical list is, first and foremost, dependent 
upon cooperation in the business community. Look at advanced 
and emerging technologies; as I just indicated a few moments ago, 
in most cases, leading edge technology is readily available first in 
the private sector, and is not being used as part and parcel of our 
deployed weapons systems.

Therefore, we need experts in the business community to help us 
construct a truly militarily critical list. The business community 
was soured by the experience in 1977-78, and 1979, in an aborted 
effort to construct such a list. Since then we have made progress in 
a couple of areas. We have made some excellent progress in the 
semiconductor area.

We really almost are at the point of having an MCTL devoted to 
semiconductors and that has been because of the industry's cooper 
ation with Defense, and with Congress on that.

Mr. HUTTO. As far as cooperation is concerned, isn't there a sort 
of feuding between Commerce and Defense?

Mr. OLMER. Oh, no, sir.
In fact  
Mr. HUTTO. Well, isn't it true  
Mr. OLMER. Not on that score.
Mr. HUTTO [continuing]. That Defense has asked for a greater 

role in reviewing even the West-to-West licensing applications, and 
that you have been reluctant to grant that DOD request?

Mr. OLMER. Well, with all due respect, sir, that is mixing apples 
and oranges.

If you are talking about the development of militarily critical 
technologies list, that is one set of problems. The question of the 
Defense Department's desire to review pending cases proposed for 
transfer between the United States and its Western European 
Allies, for example, is a whole other matter.

I am not sure I understand the relevance of the two, the relation 
ship of the two.

Mr. HUTTO. But, isn't it true that this is dual technology and 
that it goes to someone, whether ally or foe, and that there is a



65

possibility that it could be transferred to the Soviet Union or 
Warsaw Pact, or anyone else?

Mr. OLMER. Well, the question  
Mr. HUTTO. It would be relevant.
Mr. OLMER. Why would it be well, I don't think it would be rel 

evant to the question of constructing a military a list that is sup 
posed to be composed of technologies which are militarily critical.

What we are talking about now is a largely scientific and techni 
cal effort to define a spectrum of technologies which shouldn't be 
transferred. That process was the charge of the Defense Depart 
ment in the Export Administration Act of 1979. Congress said, "Do it."

Mr. HUTTO. OK, but the Defense Department having the respon 
sibility, I think, as far as the military is concerned, needs to see 
license applications; otherwise, how would Defense know on the 
East to West, I mean, West-to-West trade, if they don't have the 
opportunity to review licenses?

Mr. OLMER. But their desire in that respect relates not to the 
question of what is supersensitive technology and what is emerging 
technology; it relates to the question of  

Mr. HUTTO. A trade, though, I mean, you know  
Mr. OLMER. No, no, but their interest in it, the desire relates to 

the question of whether or not that product or technology might be 
diverted, as for example from a CoCom member to a proscribed 
destination; and I do not see a special expertise resident in the De 
fense Department regarding the prospect of diversion from, say, 
France, to the Soviet Union or Bulgaria.

That is a question largely based on the bona fides of the end- 
user; the bona fides of the country; the question of intelligence in 
formation, all of which we have devoted substantial resources to.

That does not say we do not give the Defense Department the au 
thorization to review a selected number of West-to-West cases; we 
do.

And there is a rather elaborate and highly technical memoran 
dum on the subject of computers, in which we have worldwide, free 
world included, of course, given to Defense, under established char 
acteristics, performance characteristics of given computers we 
have given them that right to review.

But that has got nothing whatever to do with the responsibility 
to develop a militarily critical technologies Hst. That is a whole 
other area, and it is a critically important area, sir.

Mr. HUTTO. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman.
I have a couple of questions.
On page 6, you state that the Bucy report y-ecornmended stream 

lining export controls to catch militarily critical technology and 
keystone equipment, while decontrolling products at the lower 
technological spectrum.

And I have understood that in the San Diego area, some of our 
exporters who export products that they consider to be at the ex 
treme lower end of the spectrum have suffered some extreme 
delays, and have had contracts that they had to fill in a certain 
number of weeks or months, and because of the Department of 
Commerce's increased interest in this area have been unable to ful-
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fill those. One thing I would like you to comment on is that this 
indicates to me that we may be having a problem of simply inject 
ing a great deal of redtape into the system which does not neces 
sarily block the critical military components, and the military tech 
nologies, but basically serves to slow down the entire system of 
exports.

Could you comment on it? How can we do the one, reach the one 
goal without simply tossing a lot of redtape in the entire system?

Mr. OLMER. I think, Mr. Hunter, your comments are apt, and 
they are accurate even with respect to the Commerce De^i tment'o 
increased interest being one cause of the delay.

In some respects, as I indicated earlier to the chairman, we are 
performing a ministerial function; and, that is, by interagency 
agreement, certain products are on the list.

And that list has got to be adhered to.
The best answer the best short answer I can give you, and per 

haps at some time, we could have a rather more lengthy discussion 
on the subject because it deserves elaboration, is that we have to 
work better within the executive branch of Government to more 
precisely define that narrow band of what is militarily critical.

I don t think urinalysis machines and dialysis machines and a 
whole variety of some other 2,000 medical instruments and scientif 
ic instruments that have, in my view, no likelihood or absolutely 
marginal likelihood of military application should be controlled, 
only for the reason that they have a semiconductor, a microproces 
sor imbedded within them; and yet, we do, unilaterally.

No one else in the world controls them but the United States. 
The same instrument is available in half a dozen countries I can 
tick off in 5 seconds; but we do.

Mr. HUNTER. I know that that is a major  
Mr. OLMER. It is a major area of contention, and we have made 

proposals for some period of time to eliminate that, but I mean, 
that sounds like, and it is, a criticism of a sister agency; but on the 
other hand, they have got a constituency, and I wouldn't for a 
minute change the role that they play. That is the process; and un 
fortunately the process takes time. It takes time for them to devel 
op an argument as to why it needs to be done, and for us to at 
tempt to counter it.

That is why I think the balance that we have is a very good one. 
It is a good one not unlike our system of justice which says that in 
an adversarial context the truth may emerge, or is more likely to.

And I think that is sort of what we have now.
Mr. HUNTER. Let me ask you one other question on it. You men 

tioned the IBM computer the 360 that was stolen, on page 5.
As I recall that is a computer that embraced approximately 

1960 mid-1960'8 technology, which was obsolete around 1970, or so.
I ask you when was the computer stolen? Is that still the basis 

for the Soviet RYAD system?
Mr. OLMER. It is still the basis for the Soviet RYAD, and it was 

stolen rny recollection is, in the mid to late sixties, but obsolete by 
whose standards? For example, it is assessed that the Soviets pres 
ently have the capability for manufacturing 100 percent manufac 
turing within the Soviet Union, 100 percent of their military re-
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quirements for semiconductors. That is a lot of semiconductors; and 
maybe  

Mr. HUNTER. Would you say, in pursuing that a little bit further 
that Mr. Chairman, one thing that appears to me, from your testi 
mony, and the previous testimony is that a great deal of this trans 
fer is not something that can be controlled by laws because a great 
deal of it, 70 percent of the militarily critical technology transfers 
have been illegal transfers?

Mr. OLMER. Yes.
Mr. HUNTER. That perhaps part of our problem, and perhaps one 

of the goals of this committee should be to possibly see what we 
can do to tighten the system? And not necessarily tighten the laws 
but tighten the execution and the protection that are supposed to 
be derived from those laws?

Do you think that we can do that? Do you think it is something 
that can be tightened up?

Mr. OLMER. I do, and I would submit that in some particular re 
spects the administration's proposal argues in that direction.

There have been a number of suggestions made to get us to do a 
more efficient job, and I think they get away from to me, the im 
portant word, and that is "effective" job.

I said in what I hope was accepted for its the candid nature of 
the response to the chairman our competitive position is going to 
suffer. If you want an effective system, that is just the way if is 
going to have to be. We will lose exports.

That is just it. But we can do a better job, in and indeed I think 
we have got to do a better job, in not preventing legitimate exports 
or exports which either do not contribute or the chances of contri 
bution by that method are marginal; and there are a lot of those 
examples.

Mr. HUNTER. I have one last question, Mr. Chairman. The staff 
asked me to make if I could.

Secretary Olmer, last year, Edward O'Malley, the Assistant Di 
rector of the Intelligence Division of the FBI, testified before the 
Senate Permanent Subcommittee on Investigations, that the FBI 
had not received any criminal refenals from Commerce, relating to 
technology transfer in the past few years.

However, he said further that the FBI has received a number of 
crump fl referrals from Customs. How is it that Customs generates 
criminal referrals and Commerce does not, and has that situation 
changed since last year?

Mr. OLMER. I am going to reveal my intelligence background and 
suggest to you that was a question posed by the Customs Service of 
the United States.

I suppose that doesn't make me an intelligence whiz, but I am 
sure, further, that the information that the question presumes is 
wholly inaccurate; but I will provide the answer for the record.

Mr. HUNTER. Thank >ou. Thank you, Mr. Chairman.
Mr. HUTTO. Thank you, Mr. Hunter.
Well, we appreciate very much, Mr. Olmer, your arranging to be 

with us today. It has been very interesting and we hope to continue 
to work with you. We have a knotty problem; I don't think we can 
tolerate a lot of feuding between two departments, and I am not
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accusing you of that, but I know it is inherent in Government that 
you have this problem.

I think we have got to get together, and I think we need to expe 
dite it. I don't think we can wait around the years before we start 
doing it. We need to start now, and so we look forward to working 
with you on that, and there are a number of questions that we did 
not have time to propound to you; but without objection, we are 
going to submit these for the record, and ask you to provide an 
swers for us.

Mr. OLMER. I look forward to it, Mr. Chairman. I might add that 
the most important thing in the interagency process is that there 
be an mteragency process. That is, I think, in hand presently.

There is no lack of regular, low-level, mid-level, senior-level com 
munication between all pertinent agencies. That is the most impor 
tant ingredient.

Mr. HUTTO. Thank you very much for being with us.
Without objection, the opening statement of the gentleman from 

New Jersey, Mr. Courter, will be placed in the record.
WRITTEN STATEMENT OF HON. JAMES A. COURTER, A REPRESENTATIVE FROM NEW 

JERSEY, RANKING MINORITY MEMBER, TECHNOLOGY TRANSFER PANEL
I would like to thank the Chairman for allowing me the opportunity to express 

my appreciation for being able to serve on this panel. In some circles, the issue of 
technology transfer is probably relatively unknown. However, I know that for us it 
is a subject of particular interest. I look forward to being able to work with the 
other members of the panel as we address this issue in detail.

As the members know, one of the critical issues we face is the determination of a 
fair balance between controls and trade. Clearly, we must recognize that fewer con 
trols will facilitate trade. But, it is equally important to note that this facility is 
accomplished at some considerable cost. As the Chairman indicated, R&D expendi 
tures by the United States would need to increase. As the Soviet force becomes more 
effective, it is conceivable that we must respond with more weapons. Consequently, 
one of the impacts of technology transfer in addition to increased R&D expendi 
tures is increased procurement cost. The Soviets, too, can increase procurement by 
using the resources they would otherwise have had to devote to R&D. The net result 
is decreased .effectiveness, reduced deterrence and increased defense costs which 
may, depending on the circumstances, offset the economic benefit resulting from in 
creased international trade.

On the other hand, clearly we do not want to control too much. This would be 
economically inefficient. Further, the more complex the restriction the more diffi 
cult the administering.

I would hope during the hearing that we could focus on the ways in which we 
could modify the current list of militarily critical technologies. We must, in my 
view, develop a definition of military significance that permits an explicit trade-off 
between direct economic benefits and national security considerations. We must ask 
the questions, "Where do we draw the line?" and "What is best within the context 
of the United States as a whole?" I would hope that we could develop criteria that 
allow us to reduce the size of current lists and assist in adding and deleting items 
from that list in view of future changing circumstances.

I recognize that many have focused on these issues before. The fact that generally 
accepted solutions have not been found attests to its difficulty. I hope we can take a 
fresh look at the problem primarily from the perspective of its impact on national 
security.

In conclusion, Mr. Chairman, I would just like to note that technology can not be 
controlled. We can only have an impact on the control of its results. Technology 
takes many forms ranging from information and data to components and end prod 
ucts. This multi-faceted problem is complicated by many factors referred to earlier.

Clearly, we can not legislate specific controls. We must establish the direction and 
the priorities used for administering any control program.

I am especially concerned about our ability to control the outflow of technology 
and, in that regrrd, interested in the working relationships among Commerce, tne 
FBI, DOD and other government agencies. Testimony received last year by the
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other body indicated less than satisfactory progress in that area. For example, the 
FBI witness stated that to his knowledge the FBI had never received a criminal re 
ferral from Commerce.

I am also aware of problems between Commerce and DOD regarding control of 
trade between the U.S. and other friendly western countries. I want this panel to 
examine these problems.

I look forward to receiving the views of the witnesses and hope they can provide 
further guidance in this effort.

Mr. HUTTO. And with that the panel will stand in recess until 2 
o'clock this afternoon.

[Whereupon, at 12:34 p.m., the hearing was recessed to be recon 
vened at 2 p.m., that same day.]

AFTERNOON SESSION
Mr. HUTTO. The panel will come to order.
The witness this afternoon is Hon. Richard N. Perle, the Secre 

tary for International Security Policy of the Department of De 
fense.

On behalf of the other members of the committee and some of 
them will be showing up shortly, I think, following the vote, I 
would like to welcome you to the panel; and Mr. Secretary, you 
may proceed in any fashion that you see fit.

STATEMENT OF HON. RICHARD N. PERLE, ASSISTANT SECRE 
TARY FOR INTERNATIONAL SECURITY POLICY, DEPARTMENT 
OF DEFENSE

. Secretary PERLE. Thank you very much.
Mr. Chairman, I am especially grateful for this opportunity to 

bring to the attention of the committee, issues that are normally 
dealt with elsewhere in the Congress, but that have extremely im 
portant national security dimensions.

We are now in a situation, Mr. Chairman, in which every new 
Soviet weapons system that we see is produced at least in part, and 
in some cases in significant part with the aid of modern technol 
ogy, equipment, know-how, expertise, acquired in the West.

Indeed, the Soviets have become almost arrogant in the ease 
with which they assert both their access to and the utility they 
make of Western technical solutions to their military problems.

We in the West are facing a well-organized, orchestrated and 
dedicated effort by the Soviets to acquire our technology with the 
specific purpose of altering the balance of power in their favor.

If I can leave you with one thought today, it is that there are 
very real and dangerous military consequences that stem from the 
continuing loss of our technology to the East.

There is no doubt that the alliance of free nations bears a greatly 
increased burden in defending itself as a consequence of the Soviet 
ability to build their military forces with our technology.

Over the last couple of years, this administration has made 
major efforts at home and internationally with respect to enforce 
ment as well as judgments about what should and should not be 
made available legally to the Soviets, to curb what until now has 
been a virtual hemorrhage of strategic technology to the Soviet 
Bloc countries.
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To a degree that I find alarming, those efforts are now threat 
ened by certain legislative proposals that would modify the Export 
Administration Act and strike at the core of our enforcement ef 
forts against illegal diversions of high technology and equipment to 
Soviet and Warsaw Pact countries.

The effect of these proposals, if they are unmodified before they 
become law would be to undermine much of the good work that we 
have done in the last couple of years to curb the illegal flow of 
technology transfer.

As you may know, the Soviet Union and its allies have consider 
ably improved over time the already significant quantitative ad 
vantage that they have in a wide variety of weapons systems.

They have outnumbered us for a long time, and they are now 
rapidly involved in upgrading the quality of weapons systems to a 
point where the combination of technology parity and numerical 
superiority will significantly worsen our security situation.

They have managed to save many hundreds of millions I would 
say billions of dollars in research and development for their mili 
tary purposes by taking the advantage of proven designs and devel 
opments developed in the West.

And as a result, we and our allies have been compelled to spend 
far more each year on defense in order to counter the effect of our 
own technologies than would otherwise be the case.

I can't think of a more cost-effective way to pull down the de 
fense budget than to take appropriate action to halt the flow of 
Western technology to the East.

You take a simple example we have had to develop a new gen 
eration of ballistic missiles, antiaircraft defenses, and other costly 
systems, years earlier than would otherwise have been the case be 
cause of Soviet success in acquiring and redeploying our own tech 
nology against us.

In the case of modern tanks, we have had to increase our outlays 
per vehicle by 400 percent to cope with Soviet advances, which 
have been derived in significant measure from Western technologi 
cal strides with respect to armor and armor-piercing shells and the 
like.

Mr. Chairman, I have brought some charts that dramatize a few 
specific instances of Soviet application of Western designs and tech 
nology in goods for their military.

This chart, Mr. Chairman, picks two very similar air-to-air mis 
siles, the Soviet SA-7 and the U.S. Redeye, and another pair, the 
U.S. Sidewinder, and the Soviet Atoll.

Many of the features of the Soviet SA-7 have come from the U.S. 
Redeye. And the Atoll is virtually a carbon copy of the U.S. Side 
winder missile.

I might mention, in passing, that the Sidewinder in its various 
versions is the mainstay of America's ability to cope with Soviet 
aircraft in the air.

The SA-7, by the way, in addition to its role in the battlefield, 
has been used and constantly presents the threat of being used by 
terrorists who receive these handheld weapons from the Soviets.

This next chart illustrates two aircraft, the C-141 and the Aleu 
tian 76, the Candid.
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Again, the Soviet aircraft uses many of the features that were 
obtained from the open literature about the U.S. C-141 Starlifter.

Now, the Soviets use this aircraft as a transport; they also use 
the main airframe for their version of the AW ACS.

What is significant in both of the cases that we have discussed 
and the others that we will be discussing is that the Soviets have 
been able to obtain through espionage, through the relative ease 
with which we publish material in the open literature.

A great deal of data about American weapons systems and mili 
tary systems generally, and together with equipment that they are 
able to purchase legally, and equipment that they are able to ac 
quire illegally, they have put together the critical combination and 
design information, manufacturing technology and know-how, that 
has enabled them to produce various sophisticated military equip 
ment that benefits significantly from our own Western designs and 
equipment.

This next chart illustrates the YC-14, the American aircraft that 
was developed in the United States but never actually deployed. 
We simply couldn't afford the funds required in the budget to go 
ahead and put the YC-14 into production.

However, the development process did make it possible for the 
Soviets to bring into being the Antonov 72, which you will notice 
bears a striking resemblance to the YC-14.

I believe this to be a case where the Soviets essentially copied 
our design but because they had the resources to go ahead and 
build the aircraft, they now nave it in the field, and we do not.

Mr. HUTTO. How did they get the design?
Secretary PERLE. A significant amount of material, in this case, 

and in others, was supplied in the open literature, in professional 
publications.

They may also have received some of the technology involved 
through various exchange programs.

That is such a funny-looking aircraft that it is hard to believe 
that even two geniuses working at widely separated distances 
would come up with precisely the same design.

This next photograph is an illustration, in fact, of an actual pho 
tograph, for classification reasons, depicting a Japanese built float 
ing drydock, which is now in use with the Soviet Navy.

And the last time I looked at the relevant photography there was 
a Soviet Kiev-class carrier under construction in a drydock built by 
Japan and sold by the Japanese to the Soviet Union, ostensibly for 
commercial ship construction only, although it is an extremely 
large floating drydock, large enough to carry an 80,000-ton lining 
capacity, and large enough for a Kiev-class carrier.

I know you are familiar with the Kama River truck plant. This 
chart illustrates some of the U.S. automatic engine assembly-line 
equipment, and Japanese equipment that is presently in operation 
in that plant.

You know something about the output of the plant, in which you 
see down below, are trucks produced in that plant deployed in Af 
ghanistan by the Soviet military.

If I might enlarge, just briefly, I can recall 8 or 10 years ago 
when it was a source of some significant comfort to the NATO Alli 
ance that the Soviets lacked the road mobility to move forward
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rapidly, and to turn their quick mobilization capability into an 
ability to move second echelon forces quickly to the front.

And the source of that comfort was the shortage of trucks of the 
type that we now coming off the assembly line at Kama River, and 
the Soviets, with significant help from the West, have essentially 
solved the problem of the ability to move their forces rapidly for 
ward in Europe and indeed elsewhere in the world, as illustrated 
by these photographs from Afghanistan.

I apologize for the detail, which is a little bit difficult to see, but 
we are talking about very small objects, and that is what makes 
them so terribly important in the case of the microprocessor?

These photos show a comparison of the Soviet 8-bit microproces 
sor with the U.S. equivalent, illustrating similarities that can come 
only from a deliberate copy based on reverse engineering.

For a very long time, we believe that reverse engineering was 
beyond the capacity of Soviet industry and indeed for a while it 
was what we have now discovered to our regret is that the Soviet 
capacity to reverse engineer, utilizing Western production enquip- 
ment and know-how is vastly greater than we believed it was.

The Soviets are seeking to acquire U.S. technology, ranging from 
state-of-the-art precision manufacturing and testing equipment to 
high quality production materials.

We know of at least eight Soviet microprocessors which use var 
ious technologies copied from U.S. microprocessors manufactured 
by Intel, Western Digital, and Texas Instruments.

Three East German microcomputers are based on microprocessor 
designs copied from U.S. microprocessors, manufactured by Intel 
and Zilog Corps.

In addition to reverse engineering of microprocessors in the copy 
ing of computers, we have identified other major technology losses, 
such as magnetic bubble memory technology used in U.S. military 
computers, acquired by the Hungarians and passed to the Soviets.

I think from these examples, Mr. Chairman, it can be seen that 
the Soviet Union has sought, and continues to seek dual use tech 
nology, which readily can be applied both by civilian and military 
uses.

Mr. HUTTO. While we are on that subject, could you tell us some 
thing about the impact of our sale of ball-bearing grinding ma 
chines to the Soviet Union.

Were they used to improve the accuracy of the Soviet ICBM's? 
They seem to be getting better with their circle of error probability 
and improving their accuracy. Did this have a part in it?

Secretary PERLE. They are indeed getting more accurate, Mr. 
Chairman. The unhappy fact is that the most accurate interconti 
nental ballistic missile warhead in the world today sits not on an 
American but on a Soviet ICBM, and we believe that the supply of 
the Bryant grinding equipment enabled them to produce with the 
extremely high precision that one requires for inertial guidance 
systems essential ball bearings that have gone into ICBM guidance.

Mr. HUTTO. If I may pursue this point a little further, this was 
an actual sale to the Soviet Union?

Secretary PERLE. That is correrl.
This was a piece of equipment, actually, a number of pieces of 

equipment that the Soviets had sought for many years.
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Mr. HUTTO. So, this was a dual-use product?
Secretary PERLE. ThatV correct, and it was sold on the basis that 

it had civilian applic. tion as well as potential military application.
As a matter of fact, there is quite a dramatic story associated 

with the sale of that equipment. When John Kennedy was Presi 
dent in 1961, a license was issued for the sale of that equipment, 
and it was brought to the President's attention while the machines 
in question were actually on the pier, about to be loaded by steve 
dores, on board a vessel bound for the Soviet Union.

And when then President Kennedy was made aware of the impli 
cations of the sale of that equipment, the license was withdrawn 
and the equipment was withdrawn, and the equipment was never 
shipped.

It took some 11 years for the Soviets finally to acquire it, and 
they did acquire it in the 1970's, in the early days of the detente.

Mr. HUTTO. Well, in 1961, or whenever it was, and President 
Kennedy was notified that there was a possibility that this could be 
ased for military purposes, how did that change in 11 years?

Secretary PERLE. I don't believe it did change, and I think the 
evidence is that the Soviets made very good use of it, for military 
purposes.

One tends to hear the argument in cases like this, that equip 
ment about which controversy sometimes arises is obsolete, and 
precision grinding machines that have been around for many years 
may well have been regarded as obsolete by the officials who made 
the decision to permit it to go forward; and I think this illustrates 
one of the problems we have in the administering of export con 
trols, that is, that the relative newness of the equipment is not the 
critical issue; the critical issue is what contribution that equipment 
will make to Soviet military capability.

And if it has the effect of improving the accuracy of their mis 
siles to the point where they acquire the capacity to destroy our 
Minuteman missile force, and I believe that is what has happened 
in this case, then clearly the cost to the United States in having to 
find an alternative to Minuteman is enormous and greatly in 
excess to any benefit gained by the sale.

So, we have had a tendency to look at the wrong thing, that is, 
how new a piece cf equipment or a technology is rather than what 
contribution it can make to Soviet military capability.

Mr. HUTTO. I apologize for interrupting your prepared statement.
You may continue with that.
Secretary PERLE. The military critical equipment and technology 

that we at «he Defense Department are most concerned about cen 
ters arourid computers, microelectronics communications systems, 
lasers, guidance, and navigation systems.

In addition, the critical technology in goods about which we are 
concerned includes structural materials, especially for submarine 
construction, jet engine fabrication technology, acoustical sensors, 
and radar.

For example, Soviet acquisition of Western computer and micro 
electronic technology over the past decade has allowed the Soviets 
effectively to reduce the U.S. lead in these technologies from 10 to 
12 years in the midsixties to the present 3 to 5 years.
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And yet, we need to be aware that NATO forces depend exten 
sively on microelectronics and computers from everything from 
smart weapons to command and control.

The Soviets have obtained key technical and industrial elements 
to give them a similar capability.

In the city of Zelongrad, which is the Soviet equivalent to our 
Silicon Valley one might even say it is our Silicon Valley trans 
ferred piecemeal the Soviets have an impressive microelectronics 
establishment that is based substantially on equipment acquired in 
the West.

They have a number- of production lines turning out integrated 
circuits and microprocessors, and pieces of equipment that make 
up these production lines come from the United States, Germany, 
France, Switzerland, the United Kingdom, and Japan.

Without this massive inflow of equipment, some of it obtained le 
gally, some of it obtained illegally, the Soviets would not be in a 
position to incorporate microelectronic advances in their weapons 
systems.

Indeed, they are sometimes ahead of us in weaponizing these 
particular technologies because with the sort of command economy 
that they have, the military takes the cream of the crop, whereas 
in our own commercial economy, industry is very often ahead of 
the military with respect to innovative microelectronics.

In the case of Soviet computers, we are caught up in the ironic 
position of approving now exports which support the Soviet RYAD 
computer systems, systems that were copied entirely from the U.S. 
designs just a few years ago.

The argument now becomes, we should approve support equip 
ment for the RYAD, since the Soviets have the RYAD, and there is 
nothing much that we can do about that; and yet the RYAD was 
acquired from the United States; and, indeed, we believe the Sovi 
ets chose to copy a main frame Western computer precisely so that 
the peripheral equipment and software and other associated tech 
nologies could be applied to their own computers, thus easing the 
burden on them to develop and innovate with respect to peripher 
als and associated equipment.

By exporting advanced Western computers, we have helped the 
Soviets build an infrastructure and the means for indigenous devel 
opment of advanced computers and other Soviet computers series 
such as their new SM-3.

Now, this indigenous capability when coupled with legally and il 
legally acquired Western computational capabilities now supports a 
broad array of strategically important activities ranging from nu 
clear weapons designed to the automation of engineering design 
and manufacturing processes.

Further, the computer technology acquired supports significant 
improvements in Soviet command, control, and communications 
systems, something that for a long time was a major weakness 
among Soviet forces. And, I must say, presents us with a lot of very 
difficult problems for our forces as well.

We know that the dual use technologies are not evenly divided 
between the civilian and military sectors when they arrived in the 
Soviet Union. They mainline right into the Soviet military estab 
lishment, which is where the Soviets place their priority.
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The diversion of control technologies often occurs through illegal 
trade channels, of third countries, and principally through free 
world destinations.

We have a serious problem here. Equipment that the Soviets 
know will not be licensed directly for sale to the Soviet Union, is 
licensed to intermediate destinations. It eventually finds its way to 
the Soviet Union. Hence, this represents the depth of our concern 
about maintaining an adequate system of licensing even where the 
initial point of sale is on the territory of the Western allied or 
other friendly nation.

There have been a lot of diversions, and they occur through U.S. 
and foreign firms that are willing to engage in profitable impropri 
ety, if we can call it that. In addition, these diversions occur 
through agents in place in the United States, or with foreign firms 
or through foreign subsidiaries and licensees of American firms.

Diversion also occurs through Soviet and East European owned 
firms that are locally chartered in the West and through foreign 
purchasing agents including munitions dealers.

For example, a former Soviet intelligence officer has revealed 
how the acquisition of Western technology is assigned the highest 
priority for collection by local residents, illegal agents in key West 
European countries, because of the relatively easy access to much 
of the U.S. and Western technology that is routinely found in 
Europe.

There was intense competition, we have learned, between the 
Soviet intelligence services, to see who could do the better job of 
acquiring Western technology from allied countries.

In this case of particular need, weapons designers, was the 
knowledge of special materials, including the weaving of carbon 
filaments to produce heat shields for high velocity reentry vehicles, 
such as warhead parts for intercontinental ballistic missiles. I 
submit, Mr. Chairman, that you can't get much more military than 
with the specialized carbon filaments that have their use in the 
nose cones of the intercontinental ballistic missiles. Let us hope 
that we never get back from the Soviets what the Soviets have ac 
quired from us, at least not in that form.

Now, our effort to inhibit the flow of Western technology to the 
Warsaw Pact is an important part of our role as the political, eco 
nomic, and military leader of the Western Alliance.

Protecting our technology is crucial to the preservation of the 
freedom of our allies, our close friends, and even those neutral na 
tions. The security is assured by a balance of power between East 
and West, and whose security would be fundamentally threatened 
did that balance not exist.

We are, in effect, the guarantors of Western security; but to be 
effective in restraining the flow of technology to the Soviet Union, 
we and our CoCom partners have to cooperate. We have to engage 
in a mutually accommodating system of controls that have the 
effect of supporting our common interests.

The technology that is involved is a small fraction of the total 
trade between East and West is almost insignificant in monetary 
terms.

We need the cooperation of our friends and our allies, but first 
we have to show restraint and discipline ourselves. I might say in
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passing that historically the United States has been the country 
that has requested the largest number of exceptions to the list of 
proscribed equipment that is agreed upon between us and our 
CoCom partners.

This administration is attempting to reverse that tendency to go 
so frequently to our allies for permission to sell things that are oth 
erwise on the embargo list.

Where we have the will to implement a comprehensive program 
at home, and to coordinate an enforcement program with our allies 
against third-country diversion in particular, we believe that those 
efforts are threatened by pending legislation.

The effect of that legislation could bring our enforcement efforts 
at home and our efforts with our allies in CoCom to a grinding 
halt. I am referring specifically to three proposals in H.R. 3231, leg 
islation that was recently reported by the House Foreign Affairs 
Committee. If left unchanged, this legislation would do away with 
national security controls in trade with countries in CoCom. It 
would automatically eliminate national security controls over U.S. 
strategic technology if the efforts we do make to constrain the 
availability of those technologies from foreign sources are unavail 
ing after only 6 months. A related concern here is a provision that 
would decontrol U.S. unilateral controls if all licenses have been 
approved for a 1-year period.

In short, we are saying that to countries that refuse to cooper 
ate with us that if they can get past the first 6 months, they are 
home free. I think that virtually guarantees that our negotiating 
efforts will not succeed.

Third, the legislation as it now exists does not include import 
penalties on violators of U.S. national security controls as now pro 
posed in the administration and Senate bills.

And, Mr. Chairman, if there were one issue of importance to em 
phasize this morning, this would be it. We believe that if we had 
the authority to impose controls on exports to the United States 
originating with companies who knowingly violate both the CoCom 
and U.S. regulations, we think that would lead to a much different 
attitude on the part of companies that have been all too willing to 
engage in this sort of trade because they would know that in order 
to make a fast buck and to deal with the Soviets, they were putting 
their American market at risk.

And I think without ever having to resort to the implementation 
of that sanction, the mere fact that it was authorized in law would 
be a very powerful incentive to end the practice of illegal diver 
sions and improper technology transfers where the sole benefici 
aries are the individuals who profit from it. They do so at the ex 
pense of American companies who play by the rules as well as 
other European allied countries who play by the rules.

Section 105 of H.R. 3231 poses a major threat to national secu 
rity, in our judgment, by removing national security controls to 
those countries that maintain multilateral controls over technology 
and equipment with the United States.

Many of the West European countries, whether or not they are 
members of CoCom, have increasingly become conduits for, the re 
export of strategic technology to the Sovk-t Bloc.
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This provision ignores our mounting concern over the diversion 
of U.S. strategic technologies throughout Western Europe to 
Warsaw Pact countries.

The provision would virtually destroy any audit trail now availa 
ble through the current validated license procedure over technol 
ogy and goods which may be reexported to the Warsaw Pact coun 
tries, thereby jeopardizing major U.S. defense programs in the 
process.

It would also considerably weaken our export control program 
and undercut the current U.S. initiative to strengthen enforcement 
in CoCom countries.

Currently, there are cases in CoCom countries where sensitive 
U.S. goods form part of the exports to the Soviet Union that we 
regard as harmful to national security.

The United States now has the legal authority to block such re 
exports, thereby rendering the proposed export from the CoCom 
country ineffective.

Enactment of H.R. 3231 in its present form would strip the 
United States of this crucial right to control high-risk reexports.

Where there is no validated license, no audit trail intended for 
diversion would be consigned to a fictitious or a shell company des 
ignated as an end user. The documents it filed would be deposited 
by common carriers at the moment of shipment. Within hours the 
technology would be diverted to the Soviet Bloc.

If the requirement for validating licenses were relaxed, efforts by 
American authorities to investigate export violations would be few.

In addition, we would be unable to obtain foreign cooperation 
without the concrete demonstration that an item has been trans 
shipped through the foreign country.

In short, it would cripple our efforts to try to retain control over 
the illegal reexport of the technology that leaves the United States 
for what we believe to be benign consignees.

Mr. Chairman, an increasing number of investigations have been 
initiated because precisely because of the existence of the validat 
ed license.

I would like to place in the record a list of some of the more no 
table investigations conducted over the past couple of years into 
technology diversions to CoCom countries.

In addition, I would like to provide for the record a list of a 
number of seizures involving diversions to CoCom countries during 
fiscal year 1982 and so far into fiscal year 1983.

Please note that the seizures almost doubled from fiscal year 
1982 to fiscal year 1983. This would not have been possible had 
H.R. 3231 been in effect.

Mr. Chairman, the largest number of cases involve technology di 
versions destined to good friends and allies such as Great Britain, 
followed by diversions through West Germany, France, Italy, and 
Japan.

We have no desire in fact we think it would be damaging to 
inhibit trade between the United States and its allies particularly 
the sort of trade that enables all of us to provide more effective de 
fenses at lower costs.

At the same time, we believe we have to redouble our efforts to 
protect those technologies. I see no alternative if we are unable to

27-827 O - 84 - 6
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protect the onward flow of that technology from having to re-exam 
ine the extent to which it was wise for us to permit the most so 
phisticated technologies to flow even to quite good friends and 
allies.

Another section of the legislation that concerns us is section 106, 
which would remove security controls if after 6 months the Presi 
dent was unsuccessful in eliminating the availability from foreign 
sources of the technology and goods protected.

As I indicated earlier, Mr. Chairman, I think this would virtually 
assure 6 months of dilatory tactics followed by a general free-for-all 
in the rush to export that proscribed equipment to the Soviet 
Union.

Another section of H.R. 3231 would not include import sanctions 
against violators of U.S. national security controls in the CoCom 
controls that the administration and the Senate bills now reflect.

Suspending import privileges to the United States, in our judg 
ment, would give us a club in the closet with which we could dis 
courage the kind of illegal behavior that has proved so detrimental 
and costly to all the nations of the Alliance.

Omission of this provision would deprive the President of a 
major enforcement tool, particularly against companies in a 
number of countries, many of which lack effective export control, 
and are retransfer points to the Soviet Union and other Warsaw 
Pact countries.

Jjet me say, finally, in connection with this, Mr. Chairman, that I 
believe that it is quite right to regard the President's proposal to 
have authority to limit imports from countries which violate the 
rules would be very much in the interest of American industry, 
since American industry by and large does play by the rules. U.S. 
businesses are simply placed in a disadvantage when companies 
abroad are permitted to profit at the expense of those who abide by 
the law.

I honestly can't understand why the House Foreign Affairs Com 
mittee has deemed it inappropriate to give the administration an 
enforcement device of this kind and which would only protect 
American industry and give it a fair shot in competing with compa 
nies abroad that don't play by the rules.

Let me conclude, Mr. Chairman, by saying that we have attempt 
ed to pursue cooperation with our allies in stemming the loss of 
technology to the Warsaw Pact. We have received encouraging 
signs of a mutual recognition of the problem from our CoCom part 
ners, most of whom are our NATO Allies. They recognize that we 
bear the largest share of the burden of underwriting research and 
development for high technology to Western defense systems, and 
it is an unnecessary burden to support the development of Soviet 
high technology as well.

We inherited the situation, when we came into office in which 
the basis of our defense, that high technology was being compro 
mised. We have tried to establish a framework to reverse this trend 
and put in place a coherent strategy to counter Soviet efforts to 
compromise that technology.

The elements of that strategy are contained in the administra 
tion proposals to revise the Export Administration Act. Counter
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proposals which are now reflected in th3 markup of the House bill 
would do great damage.

I would hope that the members of the Armed Services Commit 
tee and the Members of the House generally would take a close 
look at the piece of legislation that doesn't normally draw a great 
deel of attention except from interested parts of the business com 
munity and ask whether an effective balance has been struck be 
tween commercial concerns and the requirements of our national 
security.

I think it is clear from everything that I have said up until now 
that there is no balance in this legislation. It tilts entirely in one 
direction, toward the commercial side, and would leave our nation 
al security dangerously exposed.

I thank you for your patience. That was a long statement.
WRITTEN STATEMENT OF HON. RICHARD N. PERLE

Mr. Chairman, members of the panel, it is indeed a pleasure to be invited here 
today to discuss with you some of the concerns we see with the transfer of critical 
technology to Warsaw Pact countries.

At the outset, however, I want to congratulate you, Mr. Chairman, on being se 
lected to head the Technology Transfer Panel. In the months ahead, I look forward 
to working with you and the other members of the Panel on this extremely impor 
tant and complex issue.

The issue surrounding technology transfers has taken on a new significance be 
cause of the threat Soviet technology acqusitions over the years can mean to our 
strategic balance.

The United States had been lulled into believing that with Soviet quantitative su 
periority, we and our allies could count directly on the technological superiority we 
possessed to respond to any military threat offered by the Soviet Union and its 
Warsaw Pact allies.

We had basked in the comfort of thinking we could maintain the balance of power 
with fewer, qualitatively superior weapons. Over the past decade, however, we have 
seen legal and illegal Soviet technology acquisitions applied to their military to the 
point where our technological superiority has been seriously eroded.

It has come to the point that virtually every new Soviet weapons system is pro 
duced, at least in part, with the aid of modern technology or equipment acquired 
from the West. Indeed, the Soviets have become arrogant in their reliance on West 
ern technological solutions to their military problems.

We are facing a well-organized, orchestrated and dedicated effort by Moscow to 
acquire our technology with a specific purpose of altering the balance of power to its 
favor. If I can leave the panel one thought today it is that there are very real and 
dangerous military consequences that stem from the loss of our technology to the 
east. These consequences will be an expensive burden to our defense and threaten 
the cohesion of the western alliance.

Over the past two years, however, the administration has made major efforts at 
home and internationally through major enforcement efforts to curb what until re 
cently was a virtual hemorrhage of strategic technology to Soviet bloc countries.

Now, those efforts are threatened because of certain legislative proposals which 
would modify the export administration act and strike at the core of our enforce 
ment efforts against illegal diversions of high technology and equipment to the 
Warsaw Pact members.

The effect of those proposals, if left unchallenged, would undermine all the good 
work we have done to date to curb this illegal flow of technology transfers.

As you may know, Mr. Chairman and members of panel, the Soviet Union and its 
allies have considerably improved the quality of their already adequate and numer 
ous weapons systems.

In the process, they have saved hundreds of millions and perhaps billions-^-of 
dollars in research and development for their military machine by implementing 
proven designs developed by the West.

This fact nas forced the United States and its allies to spend hundreds of millions 
of dollars a year in added money for defense by developing newer technologies to 
maintain that lead. For example, we have had to develop new generations of ballis 
tic missiles, anti-aircraft defenses and other costly systems years earlier than we
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planned because of Soviet success in acquiring and redeploying our own technology 
against us. In the case of modern tanks, we have had to increase our outlays per 
vehicle by 400 percent to cope with Soviet advances which were derived from West 
ern technological strides in armor.

Mr. Chairman, I have brought with me chares which show Soviet application of 
Western designs and the application of Western technology and goods for their mili 
tary.

This chart reveals the striking similarities between the Soviet SA-7 surface-to-air 
Grail heatseeking missile and the U.S. Redeye hand-held antiaircraft missile.

It also shows how the Soviet AA-2 Atoll family of air-to-air missiles are based 
almost entirely on the U.S. AIM-9 Sidewinder family of missiles.

Mr. Chairmin, I would add that the Soviet weapons development program has 
benefit-ted substantially from already acquired technology. While many examples 
are classified, we know that the Soviet bloc has obtained knowledge of our F-15 
look-down-ehoot-down radar system, the radar system for the B-l and Stealth bomb 
ers, the Improved Hawk surface-to-air-missile and a NATO air defense system.

Soviet ballistic missile systems in particular have over the past decade demon 
strated qualitative improvements that would not have been achieved without west 
ern acquisitions of ballistic missile guidance and control technology, such as small 
on-board computers.

In heavy transport aircraf*, this time from open literature, the Soviet IL-76 is 
very similar in appearance to the U.S. C-141 Starlifter. Production of the U,S. C- 
141 heavy transport began in the mid-1960's. The Soviet IL-76 entered service in 
early to mid-1970's.

In addition, the Soviets used the design of the II.S. B-l bomber for their Black 
jack bomber. The U.S. B-l began flight testing in the mid-1970's. The Soviet Black 
jack bomber is only now entering flight testing. The Scviet Blackjack bomber is only 
now entering flight testing. Both aircraft are designed to operate at supersonic 
speed and use variable wing technology.

The Soviet AN-72 Coaler STOL transport was first exhibited at the Paris air 
show in 1979. The similar U.S. YC-14 was developed in the early 1970's. While the 
aircraft was never placed in U.S. production, it was used to pioneer the use of 
upper-fiuiface blowing engines.

Under the control of the Soviet Navy are two floating dry-docks legally acquired 
from Japar and Sweden. The drydocks, among the largest and most technically ad 
vanced in the wc'id, are capable of providing out-of-the-water repairs to the largest 
ships in u.j Soviet Navy. These include Kiev-class aircraft carriers and the new Ty 
phoon and Oscar classes of missile-carrying nuclear-powered submarines.

The Kama River truck factory is the largest capacity truck plant in the Soviet 
Union. It is designed to annually produce 150,000 trucks. A large share of the Kama 
River plant's production is being diverted tc the Soviet mi'itary.

The computers, machinery and the financing to produce Kama trucks the cast 
ing equipment for foundries, automatic engine assembly lines, machine tool lines, 
and truck assembly lines were obtained from the United States and other Western 
countries. While the Soviets legally acquired the technology and machinery from 
the West, the Soviets diverted a large portion of the trucks to their military. As you 
may know, Mr. Chairman, a number of the trucks were used in the Soviet invasion 
of Afghanistan. The Kama plant is now employing this Western technology to pro 
duce a new line of trucks to military specifications.

These photos show a comparison of a Soviet 8-BIT Micro-processor with its U.S. 
equivalent, illustrating imilarities that can only come from deliberate copying 
based on reverse engineering. The Soviets are seeking to acquire U.S. technology 
ranging from, state-of-the art precision manufacturing and testing equipment to 
high quality production materials.

Mr. Chairman, we know of at least eight Soviet microprocessors which use various 
technologies copied from U.S. microprocessors manufactured by Inter, Western Digi 
tal, and Texas Instruments.

Throe East. Qerman microcomputers are based on microprocessor designs copied 
from U.S. microprocessors manufactured by Intel and Zilog Corporations.

In addition to reverse engineering of microprocessors and the copying of comput- 
eiB, we have identified other major technology losses, such as magnetic bubble 
memory technology used in U.S. ruggized military computers, acquired by the Hun 
garians and passed to the Soviets.

From these examples, Mr. Chairman, we see that the Soviet Union has sought  
and continues to seek dual-use technology which readily can be applied to both ci 
vilian and military uses. This includes manufacturing know-how, keystone produc 
tion and test equipment.
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The militarily critical equipment and technology we at Defense are most con 
cerned about center around computers, microelectronics, communication, laser, 
guidance and navigation systems.

In addition, the critical technology and goods include structural materials, espe 
cially for submarine construction, jet engine fabrication technology, acoustical sen 
sors, and radar.

For example, Soviet acquisition . Western computer and microelectronic technol 
ogy over the past decade has allowed the Soviets effectively to reduce the U.S. lead 
in these technologies from 10 to 12 years in the mid-1960's to the present 3 to 5 
years.

Yet, aware that NATO forces depend extenpively on microelectronics and comput 
ers for everything from smart weapons to command and control, the Soviets sought 
have obtained key technical and industrial elements to give them a similar capabili 
ty.

In the case of Soviet computers, we are caught up in the ironic position of approv 
ing exports which support Soviet RYAD computer systems entirely copied from U.S. 
designs just a few years ago.

By exporting advanced Western computers, we have helped the Soviets build a 
knr vledgeable infrastructure and means for the indigenous development of ad- 
van^ed RYAD computers and other Soviet computer series, such as the SM-3.

Thie indigenous capability, coupled with legally and illegally acquired Western 
computational capabilities, now supports an array of strategically important activi 
ties ranging from nuclear weapons design to ths automation of engineering design 
and manufacturing processes.

Further, the computer technology acquired supports significant improvements in 
Soviet command, control, and communications system a major weakness among 
Soviet forces.

As dual-use technologies, the items of concern when legally exported are meant 
for civilian use but almost always find their way first into the military industries of 
the V'^rsaw Pact nations.

More importantly, diversion of controlled tachnologies occur through illegal trade 
channels of third countries, principally through certain "free world" destinations.

These diversions often occur through U.S. and foreign firms wiling to engage in 
profitable impropriety, agents-in-place in the United States or foreign firms, or 
through foreign subsidiaries and licensees of U.S. firms.

In addition, diversion can occur through Soviet and East European-owned firms 
locally chartered in the West and through foreign purchasing agents, including 
arms dealers.

For example, a former Soviet intelligence officer revealed how the acquisition of 
Western technology was assigned the highest priority for collection by local residen 
cies in key West European countries because of the relatively easy access to much of 
the U.S. and Western technology in Europe. There was intense competition between 
the intelligence services to acquire the Western technology needed for weapons de 
velopment programs.

In this case of particular need to Soviet weapons designers was the knowledge of 
special materials, including the weaving of carbon filaments to produce heat shields 
for high velocity reentry vehicles, such as the warhead parts of intercontinental bal 
listic missiles. We now know that at least 30 percent of the known integrated cir 
cuits used by the Soviets are direct copies of U.S. designs.

Our effort to inhibit the flow of Western tKhnology to the Warsaw Pact is part 
and parcel of our role as the political, economic, and military leader of the free 
world. Protecting the technological patrimony, of the West is crucial to the preserva 
tion of the freedom of both our formal allies, our close friends, and even those neu 
tral nations which benefit from our open trading system, we are, in effect, the guar 
antors of Western security Bu* to be effective, we need the cooperation of our allies, 
our CoCom partners and other non-CoCom members with whom we engage in a mu 
tually beneficial system of trade.

The technology that concerns us is but a small part of that trade, but the stakes 
involved are high. We need the cooperation of our friends. But first, we must show 
some self-restraint and discipline.

The problem of Soviet bloc use of strategic technology is complex and difficult. 
However, it is within our reach to substantially limit Soviet penetration of our in 
dustrial system.

While we have the will to implement a comprehensive program at home and co 
ordinate an enforcement program with our allies against third country diversion, 
we now see our efforts threatened by pending legislation. The effect of that legisla-
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tion could bring our enforcement efforts at home and with our allies in the Interna 
tional Coordinating Committee (CoCom) to a grinding halt.

What I referring to are three specific proposals in H.R. 3231, legislation recently 
reported by the House Foreign Affairs Committee.

If unchallenged, the legislation could  
Do away with national security controls in West-West trade.
Automatically eliminate national security controls over U.S. strategic technol 

ogies if efforts are unsuccessful after six months in eliminating foreign availability. 
A related concern is a provision which would decontrol U.S. unilateral controls if all 
licenses had been approved for a one-year period.

In addition, it would not include import penalities to violators of U.S. national 
security controls, as how proposed in the administration and Senate bills.

Section 105 of H.R. 3231 poses a major threat to national security, by removing 
national security controls to those countries which maintain multilateral controls 
over technology and equipment with the United States. Many of the West European 
countries whether or not they are members of CoCom, have increasingly become 
reexport conduits of U.S. strategic technology to the bloc.

The provision ignores the mounting U.S. concern over diversions of U.S. strategic 
technologies throughout West Europe to Warsaw Pact countries.

This provision would destroy any audit trail now available through the validated 
license procedure over technology and goods which may be reexported to the 
Warsaw Pact countries, thereby jeopardizing major U.S. defense programs.

It also would considerably weaken the U.S. export control program and undercut 
the current U.S. initiative to strengthen enforcement in CoCom countries.

Currently, there are cases in CoCom countries where sensitive U.S. goods form 
part of exports to the U.S.S.R. which we regard as harmful to national security. The 
United States now has the legal authority to block such reexports, thereby render 
ing the proposed export from the CoCom country effective. Enactment of H.R. 3231 
in its present form would strip the U.S. of this crucial right to control high risk 
reexports.

Where there is no validated license and audit trail, technology intended for diver 
sion would be consigned to a nctitous or shell company designated as an end-user. 
Documents, if filed, would be deposited by common carries at the moment of ship 
ment. Within hours, the technology would be diverted to the Soviet Bloc.

If validated licenses were relaxed, efforts by U.S. authorities to investigate export 
violations would be few. In addition, we would be unable to obtain foreign coopera 
tion without the concrete demonstration that an item has been transhipped through 
the foreign territory.

Mr. Chairman, an increasing number of investigations have been initiated be 
cause of the existence of the validated license. I would like to have placed in the 
record a list of some of the more notable investigations conducted over the past two 
years into technology diversions through CoCom countries. In addition, I would like 
to provide for the record a list of a number of seizures involving diversions from 
CoCom countries during fiscal year 1982 and so far into fiscal year 1983. Please 
note, Mr. Chairman, that seizures almost doubled from fiscal year 1982 to fiscal 
year 1983. This would not have been possible had H.R. 3231 been in effect.

Mr. Chairman, the largest number of cases involved technology diversions des 
tined for Great Britian, followed by diversions through West Germany, France, 
Italy, and Japan.

Another section which concerns us is section 106, which would remove security 
controls if, after six months, the President was unsuccessful in eliminating foreign 
availability of technology and goods.

This provision, Mr. Chairmen, would eliminate the existing Presidential discre 
tionary powers to retain export security controls where their absence would be to 
prove nighly detrimental to U.S. national security.

Another section of H.R. 3231 would not include import sanctions against violators 
of U.S. national security controls, as proposed by the administration and Senate 
bills.

Suspending import privileges to the U.S. against our judgment that with strong 
provisions against foreign violators of U.S. export control laws, most companies will 
not frivolously embark on shady transfers of U.S. technology to proscribed coun 
tries.

Omission of this provision wouli deprive the President of a major enforcement 
tool, particularly against companies in a number of non-CoCom countries, many of 
which lack export controls and are retransfer points to the Soviet Union and ether 
Warsaw Pact countries.



83

In conclusion, Mr. Chairman, we have attempted to pursue cooperation with our 
allies in stemming the loss of technology to the Warsaw Pact, a loss which threatens 
the security of the entire free world.

We have received encouraging signs of a mutual recognition of the problem from 
our CoCom partners and our NATO allies. They recognize that while we must un 
derwrite the cost of research and development of high technology for the Western 
defense systems, it is shocking that we support the development of the Soviet mili 
tary machine which threatens us all.

We inherited a situation when we took office in which the basis of our defense 
was being compromised. We believe that we have established a framework to re 
verse this trend and have put in place a coherent strategy to counter the Soviet ef 
forts to compromise our technology. The elements of that strategy are contained ; n 
the administration proposals to revise the Export Administration Act.

Unfortunately, counterproposals have been put forward that threaten the credibil 
ity and integrity of our efforts. If these were to be adopted, we would see a perfect 
example of the triumph of a few special interests at the expense of the security and 
well-being of the whole. The question I leave this panel is whether special pleading 
shall be allowed to undermine the defense of the free world?

Mr. Chairman, this conlcudes my statement, I would be pleased to respond to 
questions of the panel.

Mr. Hurro. Thank you, Mr. Secretary.
That was a very good statement.
Are you also supportive as others hold to be of reducing the 

number of items on the Military Control Technology List and the 
Commodity Control List. Consolidating them, making only the criti 
cal technologies subject to the licensing procedures and the bureau 
cratic redtape that industries and businesses have to go through?

Secretary PERLE. Yes, I am sympathetic to the frustration of the 
business community. In the Department of Defense, we have 
moveH aggressively to shorten the contribution we make to the 
delays. We have added, with the help of the Congress through addi 
tional funds, some 30-odd places for people to work these problems 
so that we can expedite our own analysis of the security implica 
tions of proposed transfers. Clearly, one of the things that we ought 
to be doing is dropping from the list those technologies of second 
ary importance to enable us to concentrate our efforts on those 
technologies of the principal importance.

Mr. HUTTO. Why hasn't that been done?
Secretary PERLE. Well, it is being done. The list is very much 

smaller today than it was 10 or 20 years ago. We will continue to 
find ways to reduce the list. We are, as you know, involved now in 
negotiations with our partners in CoCom to develop a revised list. 
It will be a shorter list in important respects than its predecessors.

At the same time, it is possible to make quite serious mistakes by 
premature decontrol, and I would give you only one example. A 
few years ago without recognizing the importance it has for a wide 
variety of military systems, we and our allies decontrolled the tech 
nology for the pn/auction of printed circuit boards.

We have now come to our regret to learn how vitally important 
printed circuit board technology is to the production of military 
systems. It is entirely possible that we will end up reestablishing 
controls on that technology in recognition of that mistake.

So, we want to proceed carefully and cautiously, but in the direc 
tion that you suggest.

Mr. HUTTO. Do you have any problems in dealing with the Com 
merce Department on the issue of technology transfer?

Secretary PERLE. Of course we do.
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Mr. Hurro. What is the problem?
Secretary PERLE. Well, the problem, in part, is that we have fun 

damental missions fundamentally different missions and objec 
tives, and it would be extraordinary if we didn't have difficulty.

The principal concern of the Department of Defense is to be sure 
that technology and know-how that would compromise our national 
security is not made available to our principal adversaries.

The Department of Commerce shares some of that responsibility, 
but it is also responsible for promoting trade abroad, for increasing 
the level of export activity, and I think it inevitable that we will 
disagree on specific cases and even on some broad questions of 
policy.

In fact, the number of instances with respect to licenses in which 
we end up disagreeing is really quite small. It is a tiny fraction of 
the total, but there are clearly different institutional perspectives 
on this, and we regard ourselves as the guarantor of national secu 
rity. The Commerce Department in addition regards itself as an ex 
ponent of commerce and industry and the export trade in particu 
lar.

Mr. HUTTO. I understand that you have been denied an overview 
of some West-to-Wesc technology and trading. Is that correct? And 
why is that important. Mr. Olmer seemed to feel that this was the 
prerogative of Commerce, because I guess it was going to friendly 
nations, maybe; I don't know.

Secretary PERLE. The existing legislation, that is, the Export Ad 
ministration Act that will expire in September grants certain au 
thority to the Secretary of Defense, and I believe it to be quite 
broadly extensive authority.

In particular, it authorizes the Secretary of Defense indeed, re 
quires him to examine proposed exports to countries to which ex 
ports are controlled for national security purposes I believe that 
is the exact language, but in any case, it is a paraphrase of the ex 
isting legislation.

All of the Western Allies are countries to which exports are con 
trolled for national security purposes for precisely the reason that 
we wish to continue in effect the validated license requirements so 
that we can reduce to a minimum the likelihood of diversion from 
allied countries to the Soviet Union and its allies.

The Department of Commerce has taken a narrow legal view of 
the authority granted to the Secretary of Defense. It is a legal view 
with which we disagree. We think it is inconsistant with the histo 
ry of the legislation, and the intent of the sponsors of the legisla 
tion.

By an ironic twist, I happened to be working at the time for the 
Senator who proposed that section of the act, and I know exactly 
what he had in mind, and what he argued to his colleagues.

And the end result of fhis is that we have not been permitted by 
the Department of Commerce to see the documentation on a 
number of cases and in some of the instances in which we were not 
permitted to see that documentation diversions have resulted, and 
some of them have been exceedingly damaging to our national se 
curity.

And I believe that the Secretary of Defense cannot properly 
come before the Congress and state that he is meeting the statu-
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tory responsibilities if he is unable even to look at the cases that 
could constitute a significant threat.

Mr. HUTTO. Mr. Courter.
Mr. COURTER, Thank you very much.
I found your testimony very interesting.
I would like to ask a couple of questions that are broad-based and 

one specific one.
It has been said before in fact, this morning before this commit 

tee, that approximately 70 percent of the Western technology that 
the Soviet Union has used was gained illegally, by implying that 
what we are dealing with by either loosening or tightening up the 
law and the standards is the balance which is 30 percent.

And my question is: Do you agree with the assumption that ap 
proximately 70 percent of this technology is illegally or clandes 
tinely received by the Soviet Union?

Secretary PERLE. I would want to study the statistics carefully, 
but I can tell you this, that if we are unwise in the extent to which 
we make additional technology available legally, then that percent 
age figure will go down. We will relieve the Soviets of the burden 
of stealing by permitting to buy freely at the lower price that you 
get when you don't have to go to the elaborate lengths they do to 
acquire technology illegally,

I think there is no question, a great deal is acquired illegally  
whether it is 70/30,1 don't know.

I am sorry to say that I think our knowledge in this area is im 
perfect to say the least. I believe that the Soviets acquire far more 
than we are aware of because it is very difficult to find out exactly 
what they have acquired.

The cases we learn about are the ones where something went 
wrong. Where nothing went wrong, we will never know that a 
piece of equipment that we think is sitting somewhere in Europe 
and the Far East, or Latin America, is, in fact, in Moscow.

It is impossible to keep track of the tens of thousands of cases; 
and, by the way, if the current House legislation prevails, we will 
losf track of a vast number of cases and the extent of the equip 
ment obtained illegally will rise accordingly.

Mr. COUNTER. I can understand your argument that 6 months is 
a timeframe that is far too short, that perhaps even defining the 
timeframe, your perspective, perhaps, is impossible; but I wonder if 
you would answer the basic question then, if there is a fundamen 
tal difference between foreign policy, the policy of the United 
States and the policy of Japan and Western Europe West Ger 
many and France, as to whether something should be withheld, 
whether it is a critical technology to the defense of the Western 
Hemisphere. There comes a time, I suppose when we are faced 
with the choice of going along with that and participating in the 
benefits and fruits of exporting, or just obviously imposing a self- 
inflicting wound.

Where do we draw the line? You don't like the line drawn the 
way it is drawn in the proposed legislation. Where and how would 
you draw it?

Secretary PERLE. You know, what troubles me the most about 
the legislation is not the 6 months rather than a year. It is the un 
derlying psychology that it seems to represent.
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It says you go to the Japanese, to take an arbitrary example, and 
try to persuade them not to sell something. If you haven't persuad 
ed them in 180 days, then you sell it too; and you get in there and 
you compete with them.

I would much prefer to have seen the House committee say, we 
are so concerned that you persuade the Japanese that we are going 
to give you some rules to do it, and we expect you to go out and 
make a vigorous effort to persuade the Japanese or the Germans or 
the British or whoever.

And that would strike me as a very different orientation toward 
solving this problem.

My own view is that wo do far too little to persuade. There are 
always diplomatic reasons, political reasons, commercial reasons 
for not pressing the matter too hard, and it does seem to me, espe 
cially with respect to countries the burden of whose defense falls 
largely to the United States, countries that are not doing very 
much to provide for their own defense for them to turn around 
and make sales to the Soviet Union, that we are unable to prevent 
because we are unable to persuade them is unconscionable and out 
rageous, and I wish you would tell us to go after them and not to 
give up after 180 days.

Mr. COURTER. Mr. Chairman, might I have just one followup 
question. I know that my time has expired.

I would imagine that the tools you speak of are sanctions of some 
sort or another.

Would you articulate what types of tools you have in mind?
Secretary PERLE. Well, the one that I think that is likely to have 

the most immediate effect and because of its great deterrent value 
is unlikely tc be used with any frequency, if at all, is the proposal 
that we have the authority to deny imports into the United States 
from companies that have violated the rules.

So, if you have had a company in Japan that insisted on doing 
business wHH the Soviets with dual-use technologies that were 
making their way into the Soviet military machine, we would stop 
importing their television sets, or whatever it happened to be, or 
components, or what have you.

Now, because the Soviet trade is relatively small in relation to 
trade with the United States with respect to most of the places 
where these problems are occurring, I think these problems would 
very quickly alter the balance of interest and good businessmen 
being sensible about these things, we would see a change in behav 
ior.

Mr. HUTTO. Mr. Kramer.
Mr. KRAMER. Thank you, Mr. Chairman.
I appreciate your comments, It seems to me that working within 

a background in which, I must admit, I did not understand all the 
nuances of the existing system, but it seems to me that several 
points do emerge. One, that for us to attempt to enact legislation 
from a unilateral perspective to resolve the problem seems like a 
losing proposition.

It seems to me that this kind of a matter ought to be approached 
by a treaty, rather than by statute; and perhaps it has, but maybe 
you would like to comment on it.



87

I think your testimony shows your charts show that perhaps de 
spite the effort of the last several years, the job that is being done 
presently is really probably not a satisfactory one in light of what 
is happening; and I infer from what you say that there will be 
some forms of the legislation that we are going to be considering 
that are going to compound that problem and make it worse rather 
than better.

Does that mean that you are for the present law as it exists; and, 
if not, what changes would you recommend in the present law? I 
see that you have made some recommendations about provisions 
that you are opposed to, and you mentioned to Mr. Courter, I 
think, several recommendations of things that you would be in 
favor of including in the law; but from the perspective of both the 
interest of world trade for this country and protection of national 
defense matters, where should we start legislatively?

It seems to me that one of the problems that perhaps is not ad 
dressed in either piece of legislation, either in the existing law or 
the ones that are under consideration, are there working relation 
ships betv/een the various players involved not only externally 
among the various countries but internally among the various de 
partments and agencies?

I have read some background material, and I get the impression 
that there are a number of governmental agencies involved in this 
process that go simply beyond just Commerce and the Department 
of Defense, and the Trade Representative, and perhaps a number of 
others.

Should we not be attempting to put into this legislation ^eme co 
herent process that resembles some system of one stop or line step 
permitting where all sides would have an opportunity to partici 
pate, but where you would remove some of tv-*> bureaucratic in 
fighting and eternal struggles that take place within the various 
agencies, I think, aboat which industry is most concerned?

So, I would think I have said enough, and if you can respond to 
that.

Secretary PERLE. Sure. Well, to take your first concern first, 
which in the internationalization of this matter.

I quite agree with you that attempting unilaterally to control 
things that are beyond our reach would not make much sense, and 
for that reason we are working very closely with our CoCom part 
ners to update, as we do eveny 4 years, the list of technology that 
will be constrained with respect to the Soviet Union, and the East 
ern bloc; and I am optimistic that with patience and perseverance 
we ivill produce a list that will protect most of pur interests despite 
the pressures which I think are inevitable t 'ndividual firms and 
companies within  

Mr. KRAMER. Would it not make sense to employ a system using 
common procedures?

Secretary PERLE. Yes. One of the things that we are attempting 
to do at CoCom is to harmonize procedures. I wish I could hold our 
own procedures up as a model, but this gets to your last point.

But I think we are making progress internationally, let me say 
that; and the tendency of this administration's approach despite 
the one issue of the pipeline, which was a very separate issue witii 
a separate and special history, the tendency of this administration
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have come forward with proposals strengthening that institution, 
and we are pressing those proposals this very moment.

With respect to our own internal procedures, I think there are 
inevitably different institutional points of view. In my earlier com 
ments about difficulties with the Department of Commerce, I didn't 
mean to reflect adversely on the Department of Commerce. They 
conceive of their function different than we conceive of ours, and I 
suspect that we can both take pride :n what we do within our own 
individual departments.

I can give you a personal view, and that is that the study man 
dated in the Senate bill, whether it would be wise to establish an 
Office of Strategic Trade is an important study. The administration 
didn't ask for it. This was on the initiative of the Senate. And I 
think the issue deserves a close look. I realize it let me distin 
guish between a personal view and the administration's view here.

The administration is content with the existing arrangement. I 
don't think it is opposed to a study of different alternative arrange 
ments.

And having a one-stop process, as you say, would, in my personal 
judgment, make a great deal of sense. It would certainly disen 
cumber the current procedures.

Finally, with respect to what legislation we would support, I am 
loath to say that we prefer the bill that originated in the other 
body, but we do; and the Senate bill preserves much of what the 
administration has sought. It was worked out after considerable 
discussion and debate with Senator Heinz who is hardly an unvar 
nished opponent of the Defense Department's point of view on 
these issues. We think it is a balanced and reflective piece of legis 
lation, and it looks awfully good alongside what has come out of 
the House committee.

Mr. HUTTO. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman.
I like the approach and the philosophy that you display and 

manifest in your opening statement, Mr. Secretary.
What I want to ask you about is that you indicate that for up- 

gradevd efficiency and to allow us to focus on the extremely impor 
tant military technology that is presently being transferred that 
we should drop secondarily important areas; and my question to 
you is why can't we dedicate, if in fact we view the technology that 
is being transferred as the lifeblood of the Western democracies  
and I think it is why can't we increase our resources and try to 
hold up what we would consider, perhaps not absolutely vital, but 
secondarily important strategic technology as well?

Secretary PERLE. Well, we can indeed; and I think we should. 
History speaks for itself. The Department responsible has not 
sought the increases over the years. It has in the last year or two; 
but I can recall back in the seventies when the number of officials 
of the Department of Commerce assigned to export administra 
tion  

Mr. HUNTER. You say you haven't sought the increases or de 
creases?

Secretary PERLE. Increases.
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I can recall a few years ago when the Commerce Department 
took roughly half the people working on these licenses and trans 
ferred them to trade promotion, to promoting East-West trade.

Now, that was in another administration, and this administra 
tion is taking quite a different view of it.

But any department of the Government that shared the concern 
of ours would have developed sufficient resources to deal with the 
problem.

Mr. HUNTER. Didn't you say, in answer to an earlier question, 
that we have taken items off our list that we believe are strategic 
or critical; we have shortened the list?

Secretary PERLE. That is correct.
Mr. HUNTER. So, we can better concentrate on a few things and 

do them right than to have a whole lot.
Secretary PERLE. That is right.
Mr. HUNTER. My question is why can't we concentrate on the 

whole list and simply dedicate what resources this great Nation 
needs to cut off this flow with the idea in mind that even the sec 
ondarily important technologies do in fact make the Soviets' sys 
tems more effective, and ultimately accrue to our detriment?

Secretary PERLE. I think, we have been responsible in the way we 
have had the list, and I don't think that we have dropped from the 
list, setting aside the occasional error in judgment, technologies 
that we would be effective in controlling further.

For the most part, we have tended to drop technologies that have 
become so widely diffused that as a practical matter we can't 
expect to continue effective controls, but, of course, you can do 
both. You can shorten the list and add personnel, which would give 
you a more efficient hopefully, more efficient control of an even 
shorter list.

We don't have enough, in my .,udgrnent, resources devoted to this 
anywhere in the Government, including  

Mr. HUNTER. Well, that is whai;! am getting at that we should 
really treat this as a tremendous problem and put a lot of re 
sources into it. And perhaps you know, you spoke of we do have 
a few institutional problems, especially when we have institutions 
that have different goals, different things that they are working 
toward, that sometimes work in conflict.

Now, I, for one, think perhaps we have to make this a people 
problem rather than an institutional problem. What would you 
think of the idea of having some of our absolutely top people work 
ing as czars, if you will, in certain areas, export areas; where they 
can react quickly? Institutions cannot react quickly.

Secretary PERLE. These are the sorts of issues when you get down 
to specific licenses that are no one's favorite, We depend, for exam 
ple, in the Department of Defense, to a significant degree, on mili 
tary services and people who are actively involved in the military 
research and development to advise us as to whether a particular 
license should be approved or disapproved.

And if you are a program manager trying to bring the cruise 
missile in on time and on budget, and along comes a request to do 
an analysis of whether a widget could conceivably be part of a 
Soviet cruise missile as important to control or not, there is no
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question on how you are going to earn your star and how you are 
going to spend your time.

And one of your problems throughout the Government is that 
this is considered one of those miserable little issues that always 
seems to be at the bottom of the in-basket.

So, elevating, raising the level of bureaucratic attention paid to 
it, would, I think, pay dividends.

Mr. HUNTER. Thank you.
Thank you, Mr. Chairman Madam Chairman, excuse me.
Mrs. BYRON [presiding]. Mr. Perle, let me address a couple of 

questions. First of all, let me thank you again for being here today. 
I always enjoy your presentations. You always keep everybody 
awake.

When I testified before the House Foreign Affairs Committee, I 
was told that ytu had testified previously, and that the Depart 
ment of Defense had adequate authority for export review.

I think your specific comment, and I quote here:
We believe that the authority given to the Secretary of Defense in the Export Ad 

ministration Act is adequate to assure that the National Security Administration is 
adequately administered.

Is this a proper interpretation of your testimony, that you do be 
lieve that DOD has the adequate authority in the review process?

Secretary PERLE. I am afraid that I have to answer that both Yes 
and No.

I believe the statute gives us adequate authority. I believe the in 
terpretation  

Mrs. BYRON. The interpretation  
Secretary PERLE [continuing]. Placed on the statute by the De 

partment of Commerce robs us of the authority granted in the stat 
ute, and when I made those remarks it was under the misappre 
hension that an agreement had virtually been reached between the 
two departments that better defined the relationship and I subse 
quently, to my regret, was forced to conclude that no such agree 
ment would be forthcoming, and that we would be left, if the cur 
rent interpretation of the Commerce Department places on the leg 
islation remains in effect without adequate authority.

Mrs. BYRON. I asked Mr. Olmer this morning the question I pre 
sented to him was that it wa«? my understanding that earlier this 
year the Department of Defense and the Department of Commerce 
were in the process of drafting a memorandum of understanding, 
to resolve some of the problems with license review on West-to- 
West exports.

It is also my understanding that that process had been aban 
doned. That was my question, and his answer was that this is not 
so, that the memorandum is on the desk to be reviewed.

Is DOD holding up that process?
Secretary PERLE. Not at all. I have reluctantly come to the con 

clusion that it will remain on the desk until after the legislation is 
passed, when there is no legislative recourse.

Mrs. BYRON. One of the other things that I think that  
Secretary PERLE. But they could prove me wrong by producing a 

memorandum of understanding, and I hope they will.
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Mrs. BYRON. Well, r>aybe you had better make your statement a 
little more in the affirmative, and then they will go to prove you 
wrong.

In the past, I have used the figures of 6,000 export requests that 
the Department of Defense has the authority to review, however, 
only 2,000 had been seen. What has happened to the other 4,000 
applications that have been reviewed?

I also asked this question of Mr. Olmer this morning who stated 
that 1,799 had been reviewed and the others were never presented.

Does DOD receive every consideration on these applications, or 
are we still having problems with that?

Secretary PERLE. Well, this is, in fact, the subject of the memo 
randum of understanding.

It is our view that we ought to see cases regardless of the desti 
nation, what may be the intermediate destination for equipment or 
technology where there is some reason to believe that a failure ade 
quately to control that technology could lead ultimately to Soviet 
acquisition of it.

In short, we think it is incumbent upon the Department of Com 
merce to recognize the interests of the Department of Defense in 
sharing in those judgments that bear on diversions, because diver 
sions are very important.

And in a large number of cases we do not see we are even un 
aware of the fact that a transfer has taken place until sometime 
later when we discover the equipment is in Moscow.

Mrs. BYRON. We then run into the question which usually come 
back on that proposal. The personnel available to review those re 
quests, the costs of setting up, of increasing personnel to handle 
those requests and then on the business side, the fact that the per 
sonnel is not there and the time constraints and the timeframe 
that we have an export held up.

Secretary PERLE. There are an awful lot of offices in this Govern 
ment involved in the export control process where you won't get 
anyone to answer the telephone at 5 o'clock; and we have institut 
ed a 24-hour -

Mrs. BYRON. How about 4:30?
Secretary PERLE. Well 4:30 part of our operation has now been 

put on a 24-hour basis, and we have done everything possible to ex 
pedite consideration, and what is at issue here really is not a con 
cern that we are going to delay the process further.

Mrs. BYRON. But the answer that I usually get back on that is, 
the fact that there is not the personnel available to handle this 
volume of requests.

Secretary PERLE. Partly to answer this concern, at a point at 
which we were earlier discussing the memorandum of understand 
ing, we were prepared to undertake 30-day responses.

Mrs. BYRON. Let me  
Secretary PERLE. That is faster, generally, than most other de 

partments of the Government.
Mrs. BYRON. Let me go into one other area, and that is that DOD 

has recently consolidated it into a technology transfer group.
Could you go into a little more detail on how this group is ex 

pected to work, and the impact that it will have on the licensing 
process, as it now stands?
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Secretary PERLE. We think it will streamline and expedite the 
handling of the licenses and in particular the difficult cases. There 
are many offices within the Department of Defense that have some 
responsibility for these issues.

We have got them pltogether now in a panel, an internal com 
mittee, and that committee has been meeting and very efficiently 
in, order to deal with both policy questions, and in some cases in 
specific licenses.

Recently, for example, it was necessary tc turn around a large 
number of controversial licenses in a short period of time, and the 
committee was convened and thus far it is working very well 
indeed.

It is the first time that all of the participants in the Department 
of Defense have been brought together under a single organization 
ior this purpose.

Mrs. BYRON. Was it the fact that it had been a chaotic situation 
befu.re that drove the DOD to consolidate into one group?

Secretary PERLE. It was concern about the disaggregation within 
the Defense Department and I believe it reflects the fact that this 
administration takes these issues far more seriously than its pred 
ecessors.

Mrs. BYRON. One more, for the record, if you would provide a 
concise and specific statement on what the administration's policy 
is concerning national security export controls, if you would do 
that.

I think I am interested basically in the national security policy 
only and not in the political or economic policy that we discussed 
this morning when we were reflecting on Afghanistan embargoes.

Secretary FEKLE. We would be pleased to do that.
Mrs. BYRON. OK.
If you will excuse me.
Mr. HUTTO (presiding]. Mr. Secretary, I would like to ask you if 

no one else has asked you about your thoughts on the Freedom of 
Information Act. Should it be changed? Appealed? What is your 
feeling?

Secretary PERLE. Well, I am not an expert on the Freedom of In 
formation Act. I fear I am in the process of becoming one, however.

I think it has become totally unworkable and cumbersome and 
being used for purposes that were never envisioned, I believe, by 
the authors of the Freedom of Information Act, who quite rightly, I 
believe, say the larger public interests in access to information that 
Governments often improperly keep from the public.

But I think if one looks at the use that is made of the act, it is 
really shocking, and a very large number of requests come from 
commercial concerns that are trying to get a better line on the 
competition, and the Government does collect enough information 
so that there is a fair shot of doing that if you cast the net broadly 
enough.

Law firms in great profusion put forward requests in order to ad 
vance the cause of litigants one way or another.

There are fishing expeditions by parts of the press, asking for 
full-scale delivery of documents, that they can then rummage 
through at their leisure with a view to finding a story to report.
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It has gone beyond, I believe, the public purpose that was origi 
nally intended, and I believe that it needs to be tightened up.

Beyond all of that, it is an enormous burden on the personnel in 
Government. The Freedom of Information Act requests are treated 
on a prioilty basis. They have to be responded to within a limited 
number of days. They frequently involve rather elaborate examina 
tion of files that ampunts to research; and I have encountered a 
number of instances in my office in which important work had 
been set aside in order to meet deadlines imposed by the Freedom 
of Information Act.

Dr. Stephen D. Bryen, Deputy Assistant Secretary of Defense for 
International Economic Trade and Security Policy, who chairs 
many of the meetings of the committee that I was describing earli 
er to Congresswoman Byron, has encountered problems with the 
Freedom of Information Act, in connection with controlling the 
transfer of technology; and I would like to ask him to elaborate a 
little bit.

Mr. HUTTO. Dr. Bryen.
Dr. BRYEN. Thank you, Mr. Chairman.
We do have now a special p.«.:v4 in the Department that is inves 

tigating the Freedom of Information Act with respect to the loss of 
high technology from the Department of Defense.

About 90 percent of most defense systems are not classified and 
therefore are subject to scrutiny under the Freedom of Information 
Act.

And this means access to design drawings, and much other very 
useful information for the design and construction of military 
weapons systems can be obtained at the present time at very low 
cost, really only the cost of xeroxing and assembling the material.

The current act in effect rises either in two directions, neither of 
which is good. It either drives us to give away at virtually no 
charge designs for materiel which cost the taxpayer billions of dol 
lars or it drives us in the other direction of asking to have it classi 
fied which produces an additional burden of cost on the taxpayer to 
protect that gear.

So, the act as it presently stands in relation to high technology is 
defective and ought to be revised. And we shall be making some 
suggestions.

Mr. HUTTO. Mr. Perle, earlier you made reference to the ex 
change program, in talking about the examples of how the Soviets 
had gained technology from the United States, and did you mean 
the exchange student program?

Secretary PERLE. In this particular case, I believe the exchange 
program involved one Government agency that had an exchange 
with a Soviet counterpart in the period, when that was deemed an 
advisable thing to do.

Mr. HUTTO. Is that program still ongoing?
Secretary PERLE. I think it if it is, it is greatly diminished in 

scope.
But there is no question that the very large number of foreign 

students in this country represent a means by which knowledge, 
know-how, and expertise is transferred.

I believe, as a personal judgment, that the most difficult area to 
get into is precisely that, where educational and scientific institu-
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tions are involved, because I attach great importance to the free 
flow of scientific communication and ideas, and I would be quite 
content to suffer the losses that occur in that domain if I thought 
we were doing an adequate job protecting against espionage and 
legal and illegal acquisition of technology that is necessary to take 
that knowledge and put it into military form.

In other words, if we could control the equipment and the ma 
chinery that is necessary to manufacture weapons systems, and to 
improve weapons systems, I think losses then from scientific ex 
change would be manageable.

The losses from scientific exchange are magnified when the Sovi 
ets also have the capability to turn what they leam into hardware.

Mr. HUTTO. You also mentioned other countries are getting our 
technology through publications, open publications. Do you have 
any thoughts on how we might attack this problem, or what can be 
done about it?

Secretary PERLB. Well, this is a very serious problem. I don't 
know of any way other than a voluntary restraint by the publica 
tions and the institutions involved to thinking twice before they 
publish something.

It is really quite extraordinary the extent of the detail that we 
make freely available to the world, in specialized publications.

If you look at trade publications, in particular, you see rather de 
tailed articles by the designers of weapons systems and components 
of weapons systems.

It is a serious matter and it is difficult to get hold of without 
greatly increasing the information that is classified, and that has, 
as Dr. Bryen indicated, its own high costs to the Government.

Mr. HUTTO. Mr. Secretary, please give us your personal opinion 
on the effectiveness of CoCom in preventing technology transfer to 
the East and specifically how effective is CoCom, and how could it 
be improved?

Does it need additional funding?
Secretary PERLE. It certainly does.
Let me describe the resources available to CoCom, which you can 

visit if you can find an annex of the American Embassy in Paris, 
where CoCom occupies a few rooms.

It has a couple of more rooms now that it had capital countries, 
the capital cities of the countries that are members, and some of 
that is now taking place with help from the United States.

And I think it needs something more.
CoCom now is a little more than the place where the delegates of 

15 different countries meet, to discuss how they will dispose of spe 
cific cases and how they will figure the list of embargoed items. 
And each one of these delegates comes presenting a national posi 
tion, which is only natural. So the Dutch representative who is 
there is speaking for the Dutch Government. The Dutch Govern 
ment, in turn, is mindful of the concerns of Dutch industry, as our 
Government is mindful of the concerns of our industry; and what 
results from this process is a kind of compromise in which the indi 
vidual and parochial national concerns of the member country are 
reflected in the decisions.
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There is nothing of a corporate nature, and there is very little 
expertise that we believe is vitally needed, that is relevant to mili 
tary research and development and technology.

So, we have proposed that CoCom establish a defense subcommit 
tee that would consist of experts who know something about mili 
tary research and development, because as things now stand the 
delegates are invaribly diplomats and they are diplomats in the 
commercial service of the Foreign Services of their countries, and 
they may or may not know something about high technology.

What they do know is what their national instructions are from 
capitals, and we think it would advance the purpose of the organi 
zation and minimize misunderstanding and disagreement among 
member countries if there were a military subcommittee that 
would enable experts to arrive at a common view that would not be 
binding on the Governments.

They would still have the authority to make their own decisions 
but would improve the data base that they all share in making 
these difficult judgments.

Mr. HUTTO. I think you will find agreement on this commiftee 
and on our Armed Services Committee, but what are the possibili 
ties?

You proTX)sed it. Who did you propose it to?
Secretary PERLE. Well, we have not been enormously successful 

on the Defense Subcommittee. Most of the CoCom members have 
shied away from it. We achieved something that was regarded by 
some as a compromise, which was the possibility for meetings at 
which an ad hoc group of military experts would be present, and 
there has been one such meeting since that agreement was reached 
about a year and a half ago.

I think we have to go further, and we have to press harder to 
achieve this objective.

Mr. HUTTO. But how is this done? Just on a nation to nation dip 
lomatic  

Secretary PERLE. Yes.
Mr. HUTTO [continuing]. Basis? Is it the State Department deal 

ing with other Governments? Is that how we would do it?
Secretary PERLE. That is correct.
Our delegate at CoCom, for example, who is expected to push 

these proposals between occasions when more senior officials get 
together is a Foreign Service Officer attached to the OECD, in 
Paris. And he does a good job, but I have to say that we would get 
a better result if a higher level of attention were paid to this issue 
and if it were pressed throughout the Government at a high level.

Mr. HUTTO. Has the State Department been involved, at all, in 
any kind of negotiations, or would the State Department be recep 
tive to pushing for these changes in CoCom?

Secretary PERLE. They have been involved. It is one of a very 
large number of issues in which they are interested, and it does not 
always get to the top of their priority list.

Mr. HUTTO. Mr. Perle, Dr. Bryen, we appreciate very much the 
testimony here today. It has been very good, very interesting for 
this panel.
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We look forward to working with you further on this issue, and 
we also would like to submit a number of questions to you to be 
submitted for the record.

Secretary PERLE. We will be glad to answer those, and thank you 
very much indeed for taking the time to hear us.

Mr. HUTTO. We appreciate very much your being here.
Thank you.
[Whereupon, at 3:44 p.m., the hearing was adjourned.]



TECHNOLOGY TRANSFER

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ARMED SERVICES,

TECHNOLOGY TRANSFER PANEL, 
Washington, D.C., Tuesday, June 21, 1983.

The panel met, pursuant to call, at 2:08 p.m., in room 2212, Ray- 
burn House Office Building, Hon. Earl Hutto (chairman of the 
panel) presiding.

Mr. HUTTO. The panel will please come to order.
The purpose of the hearing this afternoon is to receive testimony 

concerning the enforcement side of technology transfer. We have 
two witnesses, Mr. William von Raab, Commissioner of the U.S. 
Customs Service, and Mr. Theodore Wu, Deputy Assistant Secre 
tary for Export Enforcement, with the Department of Commerce.

I was just wondering, have you gentlemen met each other before 
now?

Mr. VON RAAB. Oh, yes. We have spent many happy hours to 
gether.

Mr. HUTTO. The reason I ask that question, I know this is a prob 
lem for law enforcement, not only at the national level but on the 
local level as well, of a cooperative attitude on the part of the var 
ious law enforcement agencies.

We are pleased to have you here. We will hear from Mr. von 
Raab first, put questions to him, and then we will follow with Mr. 
Wu.

STATEMENT OF WILLIAM von RAAB, COMMISSIONER, U.S. CUS 
TOMS SERVICE, ACCOMPANIED BY WILLIAM RUDMAN, DIREC 
TOR, OFFICE OF STRATEGIC INVESTIGATIONS, U.S. CUSTOMS 
SERVICE
Mr. VON RAAB. Thank you, Mr. Chairman, for inviting me here 

to tell you about the Customs Service's "Operation Exodus," a pro 
gram which is one of our major successes and enjoys the highest 
priority.

Let me begin by saying that to my mind there are few more im 
portant issues before the country today than that of technology 
transfer. It is a topic of growing importance in the news of the day. 
More and more Americans are thinking about it. There is plenty of 
evidence to show that the Soviet Government thinks about it, too, a 
lot, and they are doing their best to g t their hands on our technol 
ogy. At Customs, our aim is to see that they do not.

Just this morning, when my clock radio went off, I was sere 
naded by the local radio station about a recent publication by 
Jane's, called "Military Communications," in which they stated

(97)
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that it was easier for the Russians to obtain critical technology 
today than it has been in the past. Unfortunately, I have not been 
able to get a copy of this particular volume. I gather their concern 
is that technology is becoming much more condensed, smaller, and 
easier to acquire. So I cannot spend a night's sleep now without 
hearing about Operation Exodus.

But we are trying, and I am pleased to see that this hearing and 
others like it manifest a growing concern with this transfer of criti 
cal technology. But despite this issue's higher profile, its magnitude 
does bear repeating. The threat is real, the stakes are high, and 
failure would be costly to our national security in ways that do not 
fit neatly into a cost/benefit analysis.

For decades, the United States and its allies have opposed Soviet 
quantity with Western quality. Our technological superiority has 
made our defense policy credible. In so doing, that superiority has 
helped preserve the peace of the world. The Soviet? r>3cognize this 
technology gap, and we have seen them and their friends, unable 
to produce the needed technology themselves, send agents to the 
West particularly the United States with shopping lists of this 
wondrous technology and carry off the best products of the finest 
scientific talent in the world.

The Soviet Union has never been passive in the conduct of its re 
lations, and they are not now. They have aggressively sought, both 
legally and illegally, to obtain from the United States, Western 
Europe, and Japan, scientific information and dual purpose tech 
nology related directly or, in some cases, remotely to the refine 
ment of existing weapons systems, to the development of new sys 
tems, and to the improvement of Soviet military production.

Their success, until lately, has been alarming for us but certainly 
most gratifying for them. They have acquired computers, lasers, 
guidance and navigation systems, structural materials, and micro 
processors, just to name a few. But all their acquisitions have two 
things in common: They have military value, and they were ac 
quired with relative ease. Most of the details of the Soviet effort 
have been revealed to House and Senate committees, but there is 
one aspect that I think deserves emphasis.

The Soviet Union and its Eastern bloc allies are not simply seek 
ing out technological targets of opportunity. Obviously, they will 
pick those off should they present themselves. But KGB agents, 
students, and Soviet diplomatic personnel have very specific 
marching orders. They are to procure specific items items that 
the Soviets are either unable to produce or which they prefer, be 
cause of quality, to obtain from the West. We can assume that 
their efforts to acquire U.S. technology will continue and probably 
will increase in scope and intensity in the coming years as the com 
plexity, number, &rd sophistication of their new weapons systems 
grow.

One of the Federal Government's responses to this threat has 
been the Customs Service's enforcement of the Export Administra 
tion Act and the Arms Export Control Act. Our authority under 
these laws has been delegated to us by the Secretary of Commerce 
and the Secretary of State, respectively. They have determined the 
specific categories of civilian and military technology that require 
licensing. We enforce the law.
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Wo believe we do so effectively. We are effective because we have 
the manpower and the experience. We are a seasoned unit, a unit 
that has been tested for two centuries. The Customs Service, in ad 
ministering Operation Exodus, is like a veteran combat unit or 
dered into the field. The terrain may be slightly different, the 
enemy may be coming from another direction, but we have been in 
that situation before and we know how to handle it.

Our inspectional teams have cast a net around the country that 
is choking off many of the avenues through which our technology 
has been smuggled. We know that in an open society such as ours, 
it would be impossible to close the door to illegal trade completely, 
but we are confident that our inspectors are making a vast differ 
ence. They have been providing us with good information, and 
their presence is a visible deterrent to the law breaker.

The result of their activity has been an increased compliance 
with the Nation's export laws. Exporters are now more aware of 
their responsibility, particularly under the Export Administration 
Act. Though a few legitimate export shipments have been delayed 
as a result of this program, these delays should diminish substan 
tially in the near future. We have instituted a significant public 
outreach program, educating the public about its responsibilities, 
what we are trying to do, and how they can help us. This, in my 
opinion, is a particularly important part of Operation Exodus.

As our inspectors become more familiar with what is and is not 
critical technology, the detentions and seizures we make will be 
less and less what we call "traffic ticket" violations and more of 
the serious type. This will be the result of the refinement of our 
system, the development of good, solid investigative cases, both in 
the United States and overseas, and the training and experience of 
our inspectors.

Although exporters have experienced delays because of Exodus, 
we have become more knowledgeable as the program has gone on. 
A year ago, we were only seizing 30 percent of the shipments we 
detained. As our knowledge has grown with experience, we now 
seize 41 percent of what we detain. This means we have become 
better at knowing what should be seized, and we are detaining less 
of what should not be.

We are continuing to educate our inspectors so they can better 
recognize particular exports which may be in violation of our laws, 
and we are providing them with some of the same high technology 
which they are trained to stop in order to help them do their jobs 
more effectively. In fact, during the week of June 10, we tested four 
microcomputers in Los Angeles. These computers are programed 
with key information so that an inspector can immediately deter 
mine the licensing status of a commodity. This effort was complete 
ly successful in Los Angeles, and we ate now planning to purchase 
65 of them-j-one for each Exodus location.

To coordinate our activities and expedite them, we have estab 
lished an Exodus command center in Washington. It supports field 
examination teams by obtaining essential licensing and product 
identification information from the Departments of State and Com 
merce, and we are relaying it to the field. Most notable among the 
Federal agencies we cooperate with is the FBI.
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Another important law enforcement leg under Exodus is the de 
tection of export violations through investigation. Just as the drug 
smuggler uses more and more ingenious methods to deceive the 
Customs inspector, so too will the high-tech smuggler become more 
devious. That is why we depend so much on investigations and in 
telligence.

The vigilance of our inspectors has resulted in many critical 
technology seizures, but it has been the investigative work of the 
Customs special agent that has let us uncover a number of compli 
cated conspiracies that would have delivered some of America's 
most precious technology into the hands of the Soviets. That is 
where the key to preventing these crimes lie investigations de 
veloping information, studying data, knowing who is who and what 
is what, and that is right up our alley.

For over 100 years of investigating criminal conspiracies involv 
ing smuggling and fraud in the port cities, the Customs special 
agent is superbly equipped to investigate violations of the Export 
Administration Act and the Arms Control Act. They are well 
trained at detecting various smuggling techniques and deceptive 
cargo trafficking. Their investigation of import violations have led 
to numerous contacts in the importing community, which to a 
large degree is also the exporting community.

To develop our solid intelligence base, we rely heavily upon our 
foreign offices. Operation Exodus draws on the established exper 
tise of these offices to provide accurate and current intelligence 
and to investigate attempted diversions of controlled commodities. 
We have recently added four new Exodus investigators in overseas 
offices and are in the process of recruiting and training six more 
for foreign assignment. In addition, we have plans for opening five 
new overseas offices where investigators will concentrate on 
Exodus cases.

While obtaining foreign cooperation has traditionally been a 
great problem in the past in establishing effective U.S. and allied 
export controls, we have had little problem in obtaining the assist 
ance of foreign customs services. The customs service of almost 
every allied country with which we deal is responsible for the con 
trol of both exports from and imports into their respective coun 
tries. The cooperative agreements which we enjoy with the customs 
services of several foreign countries pive us liberal access to their 
corresponding paperwork, cargo examination, and surveillance ca 
pabilities. In addition, our foreign-based investigators are well 
versed in the languages and mores of the countries in which they 
work and live. But most importantly, we all speak the language of 
customs, which is universal.

With over 700 experienced, career, criminal investigators sta 
tioned both here and abroad, Customs has the people trained and 
in place to conduct any investigation of a violation of our export 
control laws.

Beyond inspection and investigation, there is a thirtf leg under 
Exodus. That is the collection and processing of both strategic and 
tactical intelligence. This is awfully important to the Exodus pro 
gram, and we have targeted the intelligence area as one that needs 
to be strengthened and enhanced.
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I have formed a new office within Customs, the Office of Enforce 
ment Support, that is tasked with devising and implementing a 
comprehensive system throughout the Customs Service for the col 
lection, analysis, dissemination, and utilization of intelligence data 
for use in all our law enforcement programs. Within the last 30 
days, I have authorized 66 dedicated positions to be added to this 
enhanced Customs intelligence collection effort.

By any criterion, the Customs Service's enforcement of the 
Export Administration Act and of the Arms Export Control Act 
has been a success. At least, that is the message we have received 
from the intelligence community. It is also evident from the record, 
a record that includes five documented cases of Soviet operatives 
caught diverting critical technology. We look forward to even 
greater successes in the future.

Everything we know and all that we can imagine tells us we 
must keep this technology out of the hands of those who would do 
us harm. It is our edge. As long as we have that edge, we can guar 
antee that our way of life will be safe in the world. That is why 
U.S. Customs has taken the challenge of stopping the Soviets from 
stealing our real strength. Operation Exodus represents what we at 
Customs are doing to ensure that we do not give our potential en 
emies the power to harm us or affect our safety.

Do we open wide the doors of export trade and risk losing the 
crown jewels of our. Nation's scientific achievements, or do we exer 
cise prudence? In my opinion, there is no question as to our course, 
and I have committed the Customs Service to do all it can to insure 
that legitimate exports are cleared rapidly but not at the high 
price of our national security.

Thank you very much. I would like to take this opportunity to 
introduce the gentleman at my right, Mr. William Rudman, who is 
the Director of our Office of Strategic Investigations, under whose 
responsibility falls the investigations aspect of our effort against 
the exportation of critical technology. Thank you very much.

PREPARED STATEMENT OF WILLIAM VON RAAB
Mr. Chairman, members of the panel, thank you for inviting me here to tell you 

about the Customs Service's Operation Exodus, a program that is one of our major 
successes and enjoys the highest priority.

Let me begin by saying that to my mind there are few more important issues 
before the country today than that of technology transfer. It is a topic of growing 
importance in the news of the day. More and more Americans are thinking about it. 
There is plenty of evidence to show that the Soviet government thinks about it, too, 
a lot. And they are doing their best to get their hands on our technology. At Cus 
toms, our aim is to see they don't.

This hearing and others like it manifest a growing concern with the transfer of 
critical technology. But despite the issue's higher profile, its magnitude and regency 
bear repeating.

The threat is real. The stakes are high. And failure would be costly to our nation 
al security in ways that do not fit neatly into a cost/benefit analysis.

For decades the United States and its allies have opposed Soviet quantity with 
western quality. Our technological superiority has made our defense policy credible. 
In so doing, that supta iority has helped preserve the peace of the world.

The Soviets recognize this technology gap. We have seen the Soviet Union and its 
friends, unable to produce the needed technology themselves, send agents to the 
west, particularly the United States, with shopping lists of this wondrous technology 
and carry off the best products of the finest scientific talent in the world.

The Soviet Union has never been passive in the conduct of its relations, and they 
are not now. They have aggressively sought both legally and illegally to obtain
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from the United States, Western Europe and Japan, scientific information and dual 
purpose technology related directly or even remotely to the refinement of exist 
ing weapons systems, to the development of new systems, and to the improvement 
of Soviet military production.

Their success until lately has been alarming for us, but certainly most gratifying 
for them. They have acquired computers, lasers, guidance and navigation systems, 
stiuctural materials and microprocessors to name just a few. But all their acquisi 
tions have two things in common: they have military value, and they were acquired 
with relative ease.

Most of the details of the Soviet effort have been revealed to House and Senate 
Committees, but there is one aspect that I think deserves emphasis.

The Soviet Union and its east bloc allies are not simply seeking out technological 
targets of opportunity. Obviously, they will pick those off should they present them 
selves.

But KGB agents, students, and Soviet diplomatic personnel have very specific 
marching orders; they are to procure specific items items that the Soviets are 
either unable to produce, or which they prefer because of quality to obtain from 
the west.

We can assume that their efforts to acquire U.S. technology will continue and will 
probably increase in scope and intensity in the coming years as the complexity, 
number and sophistication of their new weapons systems grow.

One of the Federal Government's responses to this threat has been the Customs 
Service's enforcement of the Export Administration Act and the Arms Export Con 
trol Act. Our authority under these laws has been delegated to us by the Secretary 
of Commerce and the Secretary of State respectively. They have determined the spe 
cific categories of civilian and military technology that require licensing; we enforce 
the law.

And we do so effectively. We are effective because we have the manpower and we 
have the experience. We are a seasoned unit a unit that has been tested for two 
centuries. The Customs Service in administering Operation Exodus is like a vet 
eran combat unit ordered into the field. The terrain may be slightly different, the 
enemy may be coming from another direction, but were been in that situation 
before, and we know how to handle it.

Our inspectional teams have cast a net around the country that is choking off 
many of the avenues through which our techology has been smuggled. We know 
that in an open society such as ours, it would be impossible to close the door to il 
legal trade completely, but we are confident that our inspectors are making a vast 
difference. They have been providing us with good information and their presence is 
a visible deterrent to the law breaker.

The result of their activity has been an increased compliance with the nation's 
export laws. Exporters are now more aware of thbii* responsibility, particularly 
under the Export Administration Act, and through a few legitimate export ship 
ments have been delayed as a result of this program, these delays should diminish 
substantially in the near future. We have instituted a significant public out-reach

Srogram, educating the public about its responsibilities and what we are trying to 
o and how they can help us. Thie in my opinion is a particularly important part of 

Operation Exodus.
As our inspectors become more familiar with what is and is not critical technol 

ogy the detentions and seizures we make will be less and less what we call "traffic 
ticket" violations and more of the serious violations. This is the result of refinement 
of our system, the development of good, solid investigative cases both in the U.S. 
and overseas, and the training and experience of our inspectors.

Although exporters have experienced delays because of Exodus, we have become 
more knowledgeable as the program has gone on. A year ago we were only sizing 30 
percent of the shipments we detained. As our knowledge has grown with experience, 
we now seize 41 percent of what we detain. This means we nave become better at 
knowing what should be seized, and we are detaining less of what shouldn't.

We are continuing to educate our inspectors, so they can better recognize particu 
lar exports which may be in violation of our laws, and we are providing them with 
some of the same high technology which they are trained to stop in order to help 
them dp their jobs more efficiently. In fact, during the week of June 10, we tested 
four micro-computers in Los Angeles. These computers are programmed with key 
information so that an inspector can immediately determine the licensing status of 
a commodity. The computers were completely successful in Los Angeles, and we are 
now planning to purchase 65 of them, one for each Exodus location.

To coordinate our activities and expedite them, we have established an Exodus 
command center in Washington. It supports field examination teams by obtaining



103

ential licensing and product identification information from the Department of 
State and Commerce, and relaying it to the field. Most notable among the Federal 
Agencies we cooperate with is the FBI.

Another important law enforcement leg under Exodus is the detection of export 
violations through investigation. Just as the drug smuggler uses more and more in 
genious methods to deceive the Customs inspector, so too will the high tech smug 
gler become more devious. That's why we depend so much on investigations and in 
telligence.

The vigilance of our inspectors has resulted in many critical technology seizures, 
but it has been the investigative work of the Customs special agent that has let us 
uncover a number of complicated conspiracies that would have delivered some of 
America's most precious technology into the hands of the Soviets. That is where the 
key to preventing these crimes lies investigations developing information, study- 
mi data, knowing who is who and what is what and that is right up pur alley.

From over a hundred years of investigating criminal conspiracies involving smug 
gling and fraud in the port cities, the Customs special agent is superbly equipped to 
investigate violations of the Export Administration Act and the Arms Control Act. 
They are well trained at detecting various smuggling techniques, and deceptive 
cargo trafficking. And their investigations of import violations have led to numerous 
contacts in the importing community, which to a large degree is also the exporting 
community.

To develop our solid intelligence base, we rely heavily upon our foreign offices. 
Operation Exodus draws on the established expertise of these offices to provide ac 
curate and current intelligence and to investigate attempted diversions of controlled 
commodities.

We have recently added four new Exodus investigators in overseas offices and are 
in the process of recruiting and training uix more for foreign assignment. In addi 
tion, we have plans for opening five new overseas offices where investigators will 
concentrate on Exodus cases.

While obtaining foreign cooperation has traditionally been a great problem in the 
past in establishing effective U.S. and allied export controls, we nave had little prob 
lem in obtaining the assistance of foreign Customs Services.

The Customs Service of almost every allied country with which we deal is respon 
sible for the control of both exports from and imports into their respective coun 
tries. The cooperative agreements which we enjoy with the Customs Services of sev 
eral foreign countries give us liberal access to their corresponding paperwork, cargo 
examination and surveillance capabilities. In addition, our foreign based investiga 
tors which are well versed in the languages and more of the countries in which they 
work and live. But most importantly, we all speak the language of Customs which 
is universal.

With over 700 experienced, career criminal investigators stationed both here and 
abroad, Customs has the people trained and in place to conduct any investigation of 
a violation of our export control laws.

Beyond inspection and investigation, there is a third leg under Exodus, that is the 
collection and processing of both strategic and tactical intelligence. This is awfully 
important to the Exodus program, and we have targeted the intelligence area as one 
that needs to be strengthened and enhanced.

I have formed a new office within Customs, the Office of Enforcement Support, 
that is tasked with devising and implementing a comprehensive system throughout 
the Customs Service for the collection, analysis, dissemination, and utilization of in 
telligence data for use in all our law enforcement programs. Within the last 30 days, 
I have authorized 66 dedicated positions to be added to this enhanced Customs Intel 
ligence collection effort.

By any criterion, the Customs Service's enforcement of the Export Adnunistration 
Act and of the Arms export Control Act has been a success. That's the message 
we've gotten from the intelligence community. It's also evident from the record--a 
record that includee five documented cases of Soviet operatives caught diverting 
critical technology. We look; forward to even greater successes in the future.

Everything weknow and all that we can imagine tells us we must keep this tech 
nology out of the hands of those who would do us harm. It is our edge. As long as 
we have that edge we can guarantee that our way of life will be safe in the world. 
That's why U.S. Customs has taken the challenge of stopping the Soviets from steal 
ing our real strength. Operation Exodus represents what we at Customs are doing to 
ensure that we do not give our potential enemies the power to harm us or affect our 
safety.

Do we open wide the doors of export trade and risk losing the crown jewels of our 
nation's scientific achievements, or do we exercise prudence? In my opinion there is
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no question as to our course, and I have committed the Customs Service to do all it 
can to ensure that legitimate exports are cleared rapidly, but not at the high price 
of our national security.

Mr. HUTTO. Thank you very much, Mr. von Raab. At the begin 
ning, I do not know if I mentioned Mr. Wu when I asked you that 
question. He was the gentleman I was referring to who is going to 
be on the program next.

About a year ago, when you testified before the Senate Perma 
nent Subcommittee on Investigations, Senator Nunn read to you a 
Customs memo from Mr. William Green, Deputy Assistant Com 
missioner of the Office of Border Operations. Mr. Green com 
plained of the Department of Commerce's continued action to 
impede cooperation in investigation. He accused Commerce opera 
tives of compromising U.S. Customs foreign government sources 
and damaging relations between U.S. Customs and their foreign 
counterparts.

In your response to Senator Nunn, you confirmed these accusa 
tions. This panel has received indications that this overseas inter 
ference by Commerce is continuing. Is this true, and if so, what are 
you and Mr. Wu doing to end this friction?

Mr. VON RAAB. I would not characterize the actions of either the 
Customs Service or the Commerce Department as interference, as 
such. I will say that it is my opinion as the Commissioner or Cus 
toms that there is a dysfunctional situation that has developed, and 
the resolution of this problem has not been reached at my level 
nor, for that matter, with certain levels within the executive 
branch. It has been referred up the ladder for resolution, and it re 
mains an open issue.

Mr. HUTTO. Ey that you mean, there is some discussion going on 
between the agencies now to try to resolve it?

Mr. VON RAAB. That is right.
Mr. HUTTO. Who is involved in the discussion?
Mr. VON RAAB. The discussions have involved everyone up to and 

including the Secretaries of Commerce and Treasury.
Mr. HUTTO. Is that something that has been started recently?
Mr. VON RAAB. The efforts to resolve these dysfunctional rela 

tionships between Customs and Commerce have been progressing 
now ever since the testimony that was given before Senator Nunn, 
if not before that.

Mr. HUTTO. In what way is Commerce impeding or failing to give 
cooperation?

Mr. VON RAAB. There basically are three issues that are the sub 
ject of disagreement between the Commerce Department and the 
Customs Service. There is one related to the issue of access by the 
Customs Service to information that the Commerce Department 
has with respect to certain licensing decisions and certain licensing 
information. The Commerce Department makes this information 
available to the Customs Service on a more or less ad-hoc basis. In 
other words, if we provide specific information with respect to an 
individual or firm or a particular event, we will receive whatever 
related information the Commerce Department has on that.

However, the Customs Service does not have, in its opinion and 
I only speak here for the Customs Service; I am sure the Commerce 
Department has equally good reasons, in their mind, for the posi-
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tion they are taking. But from our perspective, we would like to 
have more general and broader access to the information that the 
Commerce Department has. We do not have that, and Commerce 
feels that there are certain limitations on their ability, or they be 
lieve the better judgment is not to make this information generally 
available to Customs. That is with respect to the intelligence issue.

There is an issue related to foreign investigations, and it is basi 
cally a question as to whether the Foreign Commercial Service of 
the Commerce Department would do a better job of investigating 
critical technology, smuggling, or reverse smuggling efforts abroad, 
or whether the Customs special agents abroad would be doing it. 
The Customs posture is that its special agents are better 
equipped by virtue of having been trained as professional investi 
gators and by virtue of having longstanding relationships and, in 
some cases, actual mutual assistance agreements with foreign cus 
toms service?, as well as other foreign law enforcement organiza 
tions and would do a better job in that area.

Commerce, on the other hand, has its own reasons for feeling 
that its foreign commercial service, by virtue of its relationship 
with the business communities of the foreign countries and per 
haps other reasons, would do a better job.

The Customs Service's concern is that what we present to the 
foreign governments abroad are two organizations, each of whom 
in some cases appears to be acting on its own with respect to these 
investigations. There will be cases in which individuals will be 
questioned seriatim by Commerce and then Customs, and in some 
cases for example, in the case of Austria to fill you in, just last 
week I was at a meeting of the so-called Customs Cooperation 
Council, which is a sort of mini-U.N. of all the commissioners or 
heads of customs around the world 94 of them. They get together 
to discuss common problems and, we are hopeful, to reach common 
solutions. Many of those individuals are responsible for the import 
and export laws of their countries, and a number of them have in 
dicated to me that the confusion that exists with respect to who is 
responsible for these investigations abroad is causing them prob 
lems within their own organizations.

Of course, when they speak to me and I have to assume there is 
some sincerity there they all reflect a desire to have the U.S. Cus- 
tcntis Service officially designated to perform this responsibility. I 
would also go on to say, just by the way, that the deputy commis 
sioner of the U.S. Customs, Bob Dicker-son, was elected at that 
meeting as the secretary-general of the entire Customs Cooperation 
Council. So there is a tremendous affinity among Customs Services 
to work in this area.

This affinity, plus the mutual assistance agreements, plus the 
professional expertise that we believe our investigator have leads 
us to believe that we would be most effective abroad. The disfunc 
tion is that you just have two organizations tripping over each 
other and confusing the foreign agencies or enforcement groups.

The other issue basically is domestic investigations. I do not per 
sonally see that as a serious problem. I think that people in this 
country are used to dealing with any number of law enforcement 
agencies, and the involvement of both Commerce and the Customs 
Service in domestic investigations is probably perfectly all right, as
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long as we are well coordinated, and it is reasonably easy to coordi 
nate people in the United States. In foreign countries, it is a differ 
ent situation, and so the Customs Services, supported by the De 
partment of the Treasury, believes that the Customs Service should 
be designated as the prime point of contact for foreign investiga 
tions.

I am sorry to give you such a long answer, but I hope that it 
helps you with that question.

Mr. HUTTO. Thank you. Has there been any progress at all in the 
last year in resolving this, since your testimony in the Senate?

Mr. VON RAAB. No, there has not.
Mr. HUTTO. Why not?
Mr. VON RAAB. There is a basic disagreement between the two 

departments as to who should be responsible.
Mr. HUTTO. How many meetings have been held on this subject?
Mr. VON RAAB. I do not know.
Mr. HUTTO. Have you been involved in some of them?
Mr. VON RAAB. Yes. I believe that at one point one of the House 

committees requested and received correspondence that carried 
this issue up to a certain point. That was 4 or 5 months ago, I be 
lieve. Since that time, it has been carried out at a higher level 
within each of the departments.

Mr. HUTTO. You are talking about a letter to a House subcom 
mittee or something?

Mr. VON RAAB. I believe *^at Senator Nunn requested that we 
forward to him the exchar of correspondence between the Cus 
toms Service and the Comn_jx-ce Department some 5 or 6 months 
ago. We forwarded that. Since that time, communications have 
been carried out more or less between higher-level officials within 
each of the departments.

Mr. HUTTO. Could you provide us a copy of that correspondence?
Mr. VON RAAB. Yes.
Mr. HUTTO. You say no progress has been made. How long is it 

going to take to resolve this?
Mr. VON RAAB. I would expect that it would be resolved shortly.
Mr. HUTTO. We would hope so.
Mr. McCloskey.
Mr. MCCLOSKEY. Thank you, Mr. Hutto. Just following up on 

your line of questioning, does the administration have a position on 
this conflict as to how they would like to see it resolved?

Mr. VON RAAB. I believe the administration is developing a posi 
tion on this.

Mr. MCCLOSKEY. They have not, in effect, stated it even internal 
ly; is that right?

Mr. VON RAIB. That is correct.
Mr. MCCLOSKEY. What about dealing with the commodity control 

list, the day-to-day administration of all the items on that list? Are 
there any problems there, or anything you would like to see re 
vised?

Mr. VON RAAB. Well, Customs' perspective on the commodity con 
trol list necessarily is parochial in this sense. So there may be lots 
of reasons for items being on the commodity control list that I am 
not aware of, for policy or other enforcement reasons. I guess the 
feeling of the Customs Service is that the smaller the list the
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better, only because it is easier to manage enforcement over a 
smaller number of items than a larger number of items. We are 
not suggesting that we should decontrol anything, but just purely 
from an enforcement perspective, there are an awful lot of them. If 
you have ever seen the list and the paper it generates, it just 
makes for a more difficult enforcement problem.

Mr. McCLOSKEY. Could I ask you as far as legislative or budget 
ary support, is there anything you would advise us as to how we 
can help you better to do your job?

Mr. VON RAAB. On the budgetary side, the 1983 funding is ade 
quate, in terms of our efforts to staff up and to increase the re 
sources that we are devoting to this effort. However, the issue of 
the 1984 budget remains somewhat up in the air. The administra 
tion put forth a request for approximately $20 million for this 
effort. Although nothing has come out formally, a number of the 
subcommittee reports and committee reports I cannot detail them 
foryou have appeared to reduce these funds.

The reduction, I think, has been made in good faith by a number 
of congressmen who feel that somehow this adversely affects the 
ability of the United States to trade abroad. But what they have 
failed to realize is that the money that they have pulled from the 
budget will not result in goods leaving the country any easier or 
any more quickly because our inspectional forces are there, and the 
delays, if any, are taking place at the border. What they have done 
by reducing our resources is to reduce our ability to conduct better 
and more effective investigations which really have, if anything, a 
beneficial effect on getting goods out of the country. The better we 
get in investigations, the more we can withdraw from the inspec 
tional side. Inspectional efforts, as I indicated, are basically to 
throw up a deterrent to make sure that the unwary do not violate 
the law and also to provide us with some information on what is 
leaving.

So we are concerned over some of the modifications that have 
buen proposed in the administration's budget on the moneys availa 
ble for this program in 1984. As far as the legislative package is 
concerned, the revisions or the renewed of the Export Administra 
tion Act has been submitted, at least in part, by the administra 
tion. Of course, the Customs Service would support the package 
that the administration has submitted with respect to the renewal 
of the Export Administration Act.

Mr. MCCLOSKEY. Thank you, Mr. Chairman.
Mr. HUTTO. Mr. Courter.
Mr. COURTER. Thank you very much, Mr. Chairman. I just have 

one question, and it may be an unfair question. The question I 
have is whether you think the Customs Service has the capability 
of enforcing the Export Administration Act in-house now. If it were 
given that responsibility, and if not, how long would it take? Do 
you think they would be able to do it at a level that is necessary 
and consistent with the type of job we would want done?

Mr. VON RAAB. There are really two pieces to enforcing the 
Export Administration Act and, by the way, as well as with the 
Arms Control Act, because we view them as one and the same. So 
you should at least consider that when we think of Operation 
Exodus, it is not just the Export Administration Act. We apply the
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same procedures and practices and investigative tools from one to 
the other. The people who are attempting to get pure military 
equipment out are one and the same as those trying to get so-called 
dual-use items out. So I will address my answers to our ability to 
handle both of those.

On the inspectional side, the physical deterrent to military 
equipment or to critical technology or high technology leaving the 
country, I would say that as far as physical material of any consid 
erable size, we probably have a pretty good net to prevent that 
from leaving the country. The smaller it gets, the tougher it is. So 
as far as people putting microchips in their pocket, I do not think 
that in our society, which is based upon ordered liberty, we are 
ever going to be able to order it down to that level.

But we do feel that our 4,500 inspectors around the borders at 
this point of time, with maybe 6 months or more refinement of 
their practices, are going to provide you within the typical con 
straints on enforcement activities in the United States, which we 
all accept as being part of a free society, are going to be doing just 
about as good a job as you can in preventing the stuff from leaving 
and providing a deterrent. Past that, it is just a question of pouring 
more and more resources into inspections, and I am not quite sure 
that it really would be necessary.

So on the inspectional side, we are there, or we will be within 6 
months just to try and iron out some of the problems.

On the investigative side, the Customs Service has 700 investiga 
tors. In excess of 100 of them are devoted entirely to Operation 
Exodus. I believe that our investigative effort at this point is begin 
ning to crest in terms of its success. I would not at this point say 
that it is totally successful, but I would say that it is on its way 
within the next year to being probably one of the more successful 
investigative efforts that the Federal Government has underway.

We are extremely happy with the degree to which we have 
begun to identify the individuals and firms involved in this sort of 
activity. We are extremely happy with the degree to which we 
have, successfully in some cases, infiltrated some of their efforts. 
And we believe that we have developed a pretty good sense of the 
universe of the trade that is involved. So on the investigative side, 
I would say that we are very pleased we are doing a very good job. 
We have the resources we need, short of some physical resources 
and some moneys necessary, to conduct some of our efforts.

So I would say that the answer to your question is, on the inspec 
tional side, within 6 months unqualifiedly yes; on the investigative 
side, we are almost there, and within a year and with continued 
support from the Congress with respect to the resources we need, 
we will also be there.

Mr. COURIER. Thank you.
Mr. HUTTO. Mr. von Raab, H.R. 3231 is the proposed amend 

ments to the Export Administration Act. There are some signifi 
cant changes, and I would like to know how you feel the impact 
will be on Customs in enforcing the Export Administration Act. 
For example, if approved, this would prohibit the Customs Service 
from conducting random inspections and also limit your inspec- 
tirns to those in which you have received specific information. If 
this passes, what is going to be the impact on enforcement?
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Mr. VON RAAB. I would think that the KGB could probably have 
a dinner on the town. I think it would be a disaster.

Mr. HUTTO. It is not clear how many resources of the Customs 
Service are devoted to enforcement of the laws affecting technology 
transfer. Could you tell me something about how many personnel 
deal directly with the enforcement of the Export Administration 
Act or the Arms Export Control Act?

Mr. VON RAAB. In typical Government terms that is, if you were 
to look at job descriptions there are between 292 and 300 individ 
uals whose jobs include specific and direct responsibilities for Oper 
ation Exodus. In some cases, those jobs are entirely Operation 
Exodus. So we have, without question, total and complete commit 
ment of 300 individuals for their complete working day and work 
ing year.

Mr. HUTTO. This is full-time  
Mr. VON RAAB. Full time.
Mr. HUTTO [continuing]. Or do they have other duties?
Mr. VON RAAB. No. This would be 300 people, totally devoted to 

this effort.
Mr. HUTTO. And this is separate from drug enforcement and that 

sort of thing?
Mr. VON RAAB. There are 300 individuals who, if you pulled them 

out of the Customs Service, are working on nothing but Operation 
Exodus. In addition, there are 4,500 inspectors, all of whom at some 
point of time are working on Exodus, because most of our inspec 
tors are rotated through cargo examination, and all cargo examina 
tion manuals require some export checks. Our patrol officers are 
not particularly involved in Exodus. However, our 700 investiga 
tors, at any point of time, could find themselves involved in Exodus 
investigations. So we do not limit the number involved in Exodus 
to that 300; that is the minimum number, at any one point of time, 
who would be involved in it. It is always considerably greater than 
that.

Mr. HUTTO. When did Operation Exodus start?
Mr. VON RAAB. October 1981.
Mr. HUTTO. And you do feel that it has been very effective in cut 

ting down on technology transfer?
Mr. VON RAAB. It is hard for me to judge. The information we 

receive back from the intelligence community, which is really the 
best judge, is that it has been. The Soviets have had their supply 
lines disrupted. People often talk of the United States as being an 
unreliable supplier" or "a reliable supplier." We would like to 
think that we have turned the United States into an unreliable 
supplier of critical technology to the Russians. Senator Gam re 
ferred to trying "to reduce a hemorrhage to just a trickle." I am 
not sure that is down to a trickle but it certainly is no longer a 
hemorrhage.

Mr. HUTTO. Mrs. Byron.
Mrs. BYRON. Thank you, Mr. Chairman.
Let me touch on a point that you mentioned just a minute ago. 

That is the Customs aspect of random investigations. Basically, I 
think we think of Customs agents as you come in, and there is very 
little that would be transit-in to go back out again. On the exit

27-827 O - 84 - 8
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visas, we do not really have fairly stringent customs control there, 
do we?

Mr. VON RAAB. The answer is no. We have greater control today 
than we did before October 1981.

Mrs. BYRON. There are three pieces of legislation the adminis 
tration's bill, the Foreign Affairs bill, the Senate bill, and I have a 
bill. Would the bill as passed out of Foreign Affairs, which is basi 
cally the Bonker bill, limit your availability even to get into that 
area, would it not?

Mr. VON RAAB. As I understand it, it would prohibit us from 
making so-called random inspections.

Mrs. BYRON. Do we find a percentage of success on random in 
spections?

Mr. VON RAAB. It is hard to say what the percentage of success is 
on random inspections or, for that matter, what a random inspec 
tion is. As time goes on, I would suppose less and less of our inspec 
tions are random, because we are now more sophisticated or edu 
cated. That is what we are looking for.

Mrs. BYRON. Working with the upgrade of the intelligence com 
munity?

Mr. VON RAAB. No, it is not intelligence as much as iust experi 
ence. Is a random inspection a shipment of a particular kind of 
electronic equipment, leaving from a particular port, going to a 
particular city? When you look at that, is that a random inspec 
tion? You may not have specific information that it is a bad ship 
ment  

Mrs. BYRON. It mentally red-flags you?
Mr. VON RAAB. Exactly. That is more and more of what we are 

doing, but I would say that we do not get an awful lot from just 
pure random, nor do I hope our inspectors are just having random 
inspections. Necessarily, there is some of that because that is part 
of the deterrent.

Mrs. BYRON. I have no further questions, Mr. Chairman.
Mr. HUTTO. Mr. Courter, did you have further questions?
Mr. COURTER. Two questions, and the answers can be short. I ap 

preciate your coming back to me, Mr. Chairman.
One question is, if you know or if you can cite those sections of 

H.R. 3231 that you do not like in that particular proposal? What 
are the areas that  

Mr. VON RAAB. This is Congressman Bonker's bill?
Mr. COURTER. Yes.
Mr. VON RAAB. I do not have it in front of me.
Mr. COURTER. Can you recall?
Mr. VON RAAB. I regarded the bill as so awful that I really did 

not look at it very carefully.
Mr. COURTER. Do you know what areas? You do not have to be 

specific, but generally what disturbed you most about it in broad 
terms? You do not have to refer to section or title or anything.

Mr. VON RAAB. There are two aspects of it. One is inspection and 
one if investigation. On the one hand, it tied our hands in inspec 
tions, to the point that we felt whatever success we were having at 
the border and whatever value there is as a deterrent would be de 
stroyed. Second, with respect to investigations, I believe it attempt 
ed to move us out of investigations entirely. So if you assume that
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our program consists of inspections and investigations, and if you 
limit our inspections to those with specific information and we do 
not get any specific information from Commerce, we would not be 
able to do any inspections because we do not get any information. 
We would not be allowed to do investigations, so we could not de 
velop our own information.

What the bill effectively does is to remove the Customs Service 
totally from the effort.

Mr. COURIER. One followup question, if you can answer this in 
an open session. What or how do you use the intelligence that is 
provided to you by the intelligence community in assisting you in 
your effort?

Mr. RUDMAN. The intelligence we get from the intelligence com 
munity, under the stringent rules that they have, certain people 
have access to highly-classified information. We look at the infor 
mation, then we go back to the agency. We have to ask at each 
step if we can use the information, and how we can use it and 
report on it. We have had some successes in this area, with of 
course a view toward protecting their sources.

Mr. COURIER. Thank you.
Mr. HUTTO. Mr. Kramer.
Mr. KRAMER. Thank you, Mr. Chairman. I am sorry I was late. I 

had the military construction authorization up on the floor and 
could not leave because of that. I am just about half-way through a 
statement now, but Mr. Courier's questions and other comments 
have raised one question that I hope is not repetitive of what al 
ready has been covered.

Your opinion of the proposed Bonker bill being termed a disaster 
notwithstanding, what suggestions, if any, can you make about 
changes that you believe ought to be incorporated in the reauthor- 
ization of the statute we will be looking at in the fall, either in 
terms of tightening up something for national security purposes or 
to expedite legitimate business transactions that really do not have 
an adverse impact on our national security?

Mr. VON RAAB. As far as the changes that would be made, I 
think that it should be made clear as to the responsibilities of the 
respective enforcement agencies in the enforcement of the Export 
Administration Act. In terms of where that should go, as I indicat 
ed to Congressman McCloskey, that is a subject of some discussion 
within the administration now. So I do not want to preempt that 
sort of a decision. My personal opinion, obviously from having a 
great amount of pride in the Customs Service, is that the Customs 
Service is an extremely effective organization and should be used 
whenever possible.

As far as strengthening, there are some minimal changes that 
we would think would be helpful, one of which is to make unlawful 
an attempt to export in violation of the Export Administration Act. 
To some degree, it is necessary to show that either an exportation 
took place or that there was a conspiracy to export in violation. So 
we are a little short there, in terms of a more sophisticated en 
forcement tool of attempting to do something. You do not like to 
think that you have to let the shipment in some cases all but leave 
the country before you can take action.

Mr. Rudman would like to add to that.
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Mr. RUDMAN. If I may, sir, I would like to add also that we do 
not now have the equivalent of the inbound border search statu 
tory authority that is found in title 19, section 482 and 1581. Our 
authority to search inbound comes from dictum in the Supreme 
Court decision in California Bankers v. Schultz, from circuit deci- 
sionc in the second and ninth circuits, which have been universally 
applied, and from a seizure provision in title 22, section 401. We 
would like to see statutory authority for our border search no 
probable cause, no warrant required for inbound that we have, by 
court decision, in export matters.

In addition, right now, no officers have statutory authority to 
arrest for violations of either the Export Administration Act or the 
Arms Export Control Act. We would like to see that written in.

Mr. KRAMER. You are saying that you have power from court de 
cisions on imports or exports?

Mr. RUDMAN. On exports. On imports, we have both court deci 
sions and statutory authority. On exports, we have nothing in the 
Code, other than title 22, section 401, which is the seizure statute 
under the Arms Export Control Act, which has been applied at 
least by the second circuit in U.S. v. Ajlouny to encompass all ex 
ports, including the Export Administration Act, but we have no 
specific statutory authority to search and examine cargo and mer 
chandise, as we do on inbound shipments

Mr. KRAMER. Are there any changes that you would suggest that 
would expedite those transactions that might not involve national 
defense, sensitive kinds of technology?

Mr. VON RAAB. That is a little bit put of our area of responsibili 
ty. I am not trying to duck the question, but Mr. Wu might be able 
to answer you more directly on that. We are working with the 
Commerce Department, however, to try to work up some sort of im 
proved procedure for just that sort of violation, which is not a na 
tional security violation. That, by the way, is not a determination 
that Customs can make as to whether it is national security or 
not. Sometimes that is the difficulty.

We call those traffic ticket items, where someone is violating the 
law because they dp not have the proper documents, as the goods 
are leaving the United States. We are trying to work out with the 
Commerce Department a system whereby, instead of delaying the 
shipment of those goods, we would merely require a bond or some 
thing like that so that the goods can leave and the arguing over 
whether they should have left or not can take place after the ship 
ment has taken place. I do not know whether the law necessarily 
needs to be changed for that or not I do not know the answer to 
that or not because it is an Export Administration Act licensing 
issue rather than an enforcement issue.

Mr. KRAMER. Mr. Chairman, might I have permission to ask one 
additional question?

Mr. HUTTO. Without objection, you may.
Mr. KRAMER. Can you advise us if you are a member of these 

/arious interagency task forces that have been set up and are in 
existence to consider this overall problem?

Mr. VON RAAB. I believe you will find that both Customs and its 
parent agency, the Department of the Treasury, either of them  
are members of all of the material or significant interagency
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groups that discuss this issue. In some cases, Customs as such may 
not be a member, but at least the Treasury Department is. In 
many cases, we would attend with the Treasury representatives.

So we feel that in terms of having access to and providing advice 
to those groups, we do have access, if that is what you are asking.

Mr. KRAMER. Yes. Could you recommend, based on your experi 
ence, whether or not some kind of a one-stop permitting licensing 
methodology ought to be put into place, where you would not have 
overlapping, sometimes perhaps conflicting, kinds of decisions 
being made with respect to the exportation of specific items? In 
other words, there would be overall responsibility for the entire 
process vested in one place?

Mr. VON RAAB. You mean licensing and enforcement in one 
place?

Mr. KRAMER. Correct.
Mr. VON RAAB. Well, the conflicting issues do not come, in my 

opinion, from the lodging of enforcement in one area and licensing 
in another.

Mr. KRAMER. Also the conflict, as I understand it, that exists in 
certain lists being made.

Mr. VON RAAB. We do not have our own lists.
Mr. KRAMER. The Department of Defense, for example, is consid 

erably more all-inclusive than  
Mr. VON RAAB. Oh, I am sorrv. You are referring then to the al 

leged Defense Department and Commerce Department differences 
of opinion on these?

Mr. KRAMER. In part.
Mr. VON RAAB. I would rather not comment on that. It does not 

affect our particular responsibilities. So it is really a matter for the 
Defense Department and Commerce Department.

Mr. KRAMER. While it is not explicitly clear, it seems to me that 
one of the problems that might create so much frustration is that I 
think anybody I guess I cannot discuss at great length who was 
here for the briefing this morning, and some other facts that have 
been brought to bear over the other hearings that we have, had is 
that there is really a huge bureaucracy that administers this whole 
process, in which we have a multiplicity of agencies participating, 
each one with their own individual perspective that handles a part 
of the problem but not all the problem and sometimes, of course, 
obviously has a different perspective in mind on their own role.

Out of this, it seems to me, there does grow significant conflict 
and inconsistency in positions. So I am wondering, would it not be 
a better approach to totally vest responsibility for this whole sub 
ject perhaps in one central place and I do not know where that 
ought to be that in effect could look at the problem as a totality 
rather than simply one particular segment of the pie?

Mr. VON RAAB. I guess it depends on where you were to put it. I 
think that if you really get down to some of the real reasons for 
concern over where this 'S, it is a question of how tough someone is 
going to be on these controls. The positions basically, in many re 
spects, are that those who are involved with business development 
are internally inconsistent if they also allow themselves to be re 
sponsible for enforcement. So I am not sure that if you put it all in 
one, you are necessarily going to solve one thing or the other. I
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think that to bring all trade together is probably a good idea. I do 
not know that it will necessarily resolve the continuing and it 
will be that way forever concerns on the part of Defense to be 
very tough with respect to defense issues and the concerns on the 
part of business development efforts to make sure that our trade 
moves ahead as well as it can. Neither of those issues affect the 
purely police enforcement of this effort.

Mr. KRAMER. We were briefed a little this morning on the struc 
ture, and I note on page 11, for example, that we have an Office of 
Enforcement Support. It appeared to me from some of the flow 
charts that we saw, and so forth, that there seems to be a lot of 
parallel type organizations in various places. While I am not near 
enough to the area to make conclusions, it does appear that there 
is some vast overlap and, at worst, probably falling all over each 
other.

Mr. VON RAAB. I can see that, except that the Customs Service 
has many responsibilities. That Office of Enforcement Support sup 
ports the administration of 400 different laws, of which this is just 
one. There are 40 different agencies, of which Commerce and the 
State Department are just two. So as long as you do not think of 
the Office of Enforcement Support as being totally dedicated to this 
effort, that Office of Enforcement Support supports our commercial 
fraud programs, it supports our narcotics programs, it supports our 
financial investigations, it supports this as well as I suppose in 
some cases a parrot case.

The Customs Service does have a diverse responsibility at the 
border, so it would be difficult to say that you could eliminate the 
Office of Enforcement Support by moving the issue of critical tech 
nology or strategic trade somewhere else. I think that is a problem 
you have with all these organizations, by the way. They all have 
many responsibilities, and when you focus in on one or the other, it 
seems simple. But then you realize, it is a very complex organiza 
tion.

Mr. HUTTO. Are there any remedies available for commercial 
losses precipitated by Operation Exodus for example, erroneously 
detaining a shipment, subsequently causing penalties for late deliv 
ery, and so on?

Mr. VON RAAB. No; I am not aware of any remedies that are 
available. It is also often difficult, by the way, to  

Mr. HUTTO. Do you have a ballpark figure on the percentage that 
is detained when you make an erroneous detention?

Mr. VON RAAB. I would rather you did not use the word errone 
ous but a detention that turned out after the fact to be unneces 
sary because a decision was made tliat no license was necessary. In 
many cases, a genius could not have figured it out to start with, 
because additional documentation was necessary to make that de 
termination. But we feel that we are running approximately 40 
percent of our detentions. Ultimately we receive instructions from 
the Commerce Department to seize them, which means that 60 per 
cent after the fact were unnecessary. But in many cases, those 
were close calls.

Mr. HUTTO. Mr. McCloskey.
Mr. McCiXKKEY. We sort of spoke to it before, but I would like to 

ask for the record if we could get a written statement of your con-
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cerns about the Bonker bill and any other improvements or sup 
port you would see necessary. I envisage that we could have a very 
difficult time on the House floor on specific points.

Mr. VON RAAB. Yes, we would be happy to provide that.
Mr. HUTTO. Mrs. Byron, did you have further questions?
Mrs. BYRON. Yes, I have one area. We have talked about sei 

zures, but take that one step further, with prosecutions and finding 
that you have guilty parties. How successful have we been on pros 
ecutions in the random search area? If you want, you can submit 
that for the record.

Mr. VON RAAB. We have some information we would be happy to 
give you here. Let me just state that with any operation that you 
are starting up, the prosecutions necessarily follow. Just keep in 
mind as we give you these statistics of which we are proud, that 
there are many ongoing investigations and there will be subse 
quent prosecutions. So to some degree, these represent the first of a 
series of prosecutions that will be taking place rather than prosecu 
tions of an operation that has been in place for many years. They 
may not make the best test, but in any case we will be happy to 
give them to you.

Mr. RUDMAN. Since October 1, 1981, when Operation Exodus 
began, up through April 30, under Operation Exodus there have 
been 217 cases accepted by the Department of Justice at the var 
ious U.S. attorney's offices for prosecution. There have been 192 in 
dictments returned, 222 individuals have been arrested, and 155 in 
dividuals and corporate entities have been convicted. As the Com 
missioner said, many of the cases from the inspections are still in 
the investigative pipeline or in the prosecution stage, so we feel 
these figures do not tell the whole story.

Mrs. BYRON. What percentage of those would you guess from the 
record are random searches?

Mr. RUDMAN. I would have to get that.
Mrs. BYRON. If you could, submit that for the record.
Mr. VON RAAB. We will try, but it is going to be, at best, an edu 

cated guess, unless you can give us a definition of a random search. 
We had this little discussion before. It is sort of hard to say.

Mrs. BYRON. I will give you my definition.
Mr. VON RAAB. If you would permit me, we can use the Customs' 

term of a cold hit, which basically means no prior information on 
that specific shipment in other words, no one told us to look.

Mrs. BYRON. I would tighten that up a little bit to include an 
area where you have become suspicious but have not really had 
any cold hard facts from the intelligence community or from any 
body else.

Mr. VON RAAB. We will give you a couple of figures, and you can 
sort out what you would like from them, running from cold hits to 
better information.

Mrs. BYRON. I have no further questions.
Mr. HUTTO. Let me ask you one question in relation to the indict 

ment. How many of those were American, and how many were 
other nationalities?

Mr. RUDMAN. I do not have the exact figures. I can, again, get 
those very quickly for you. The majority are Americans.

Mr. HUTTO. Any further questions from any of the members?
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If not, thank you very much. We may have some more questions 
to submit to you.

Mr. VON RAAB. We would be happy to answer any questions. If 
any of you would like us to come up to your offices to brief you in 
any more depth, if your staff is interested in any more information, 
please feel free to contact Mr. Rudman, because he has responsibil 
ity for all of this. We would be happy to give you whatever infor 
mation you would like on our whole effort.

Mr. HUTTO. Thank you very much, Mr. von Raab and Mr. 
Rudman, for being with us. I hope the next time you are up here 
you can tell us that you do not have much friction between Cus 
toms and Commerce. We in Congress have a tough time getting 
agencies to work together sometimes, and when they do not it is 
not in the best interest of the Nation. Maybe we can get that 
worked on. Thank you very much.

Mr. Wu, would you come forward, please?

STATEMENT OF THEODORE WAI WU, DEPUTY ASSISTANT SECRE 
TARY FOR EXPORT ENFORCEMENT, U.S. DEPARTMENT OF COM 
MERCE
Mr. Wu. Mr. Chairman, distinguished members of the panel, I 

am pleased to have the opportunity to appear before you today and 
to share with you what experience I have acquired at the Com 
merce Department, what commitments have been made by the De 
partment, the efforts we are pursuing, and the progress we have 
attained to date.

I have previously lodged with the panel a prepared statement, 
and I would like to have permission to make that a part of the 
record.

Mr. HUTTO. Without objection, so ordered.
Mr. Wu. Under the Export Administration Act of 1979, the Com 

merce Department has primary export control enforcement author 
ity. Up until the last few years, export control enforcement was not 
given the type of emphasis within the Government that it de 
served. Under the Reagan administration, however, there has been 
a dramatic change. Because of this administration's concern with 
sensitive technology transfers, Commerce's export control and en 
forcement functions have received substantial increases. I think it 
is fair to say that we cannot pass a week without hearing in the 
media what the various agencies of the Government are doing with 
respect to export control enforcement.

With respect to the Commerce Department's commitment, I 
think it is most crucial for me to note that this enforcement effort 
has the strongest backing from top-level officials from Mr. Bal- 
drige; Under Secretary Olmer, from whom you have heard testimo 
ny just recently; and my immediate supervisor or superior, Assist 
ant Secretary Lawrence J. Brady. Indeed, I must note that it was 
their commitment that sounded so persuasive to me that it enticed 
me to delay my plans to return to the private sector from the U.S. 
attorney's office last year, and to accept the invitation to come 
here to assist with the country's effort in stemming the illegal leak 
of high technology.
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I would like to recite very briefly what we have been doing at 
the Commerce Department. Last summer, the Department's export 
enforcement role was considerably upgraded by the creation of a 
separate Office of Export Enforcement, placed under the supervi 
sion of a Deputy Assistant Secretary for Export Enforcement. I 
happen to have the honor of holding that position today.

The Department's export enforcement function was elevated to 
match its export control function. Indeed, effective controls are in 
terdependent with effective export enforcement. "You can have all 
the controls you want, but if you do not enforce the controls, they 
are virtually meaningless.

Our enhanced intelligence collection and analysis activity is un 
covering, in greater frequency, new sophisticated diversion plans, 
such as purchases by front organizations, third-country nationals, 
and outright theft for the purpose of subsequent diversion. Proper 
investigation of these cases requires extensive enforcement man 
power and resources.

By way of illustration, if I may, the infamous Bruchhausen case, 
also going under the name of U.S. v. Maluta, a sophisticated export 
conspiracy and technology transfer scheme that spanned a period 
of 3 to 4 years, actually took 1.7 man-years of criminal investiga 
tion time by an especially dedicated commerce export control spe 
cial agent, assisted by several Customs special agents and inspec 
tors. We are now finding an increasing number of cases that ap 
proach the Bruchhausen level.

The timely interdiction of illegal exports and successful resolu 
tion of cases frequently require long, painstaking efforts, involving 
the analysis of intelligence leads from both the private sector and 
the intelligence community. This effort includes the review of li 
censing data, exporter transactional history, and technical informa 
tion, as well as the employment of traditional law enforcement in 
vestigative techniques and the diligent and thorough application of 
the laws and regulations that are directed to address these prob 
lems.

Permit me to say, Mr. Chairman, that our major cases, at least 
in our experience, have not been the result of random inspection of 
cargo at international ports. While cargo inspection playa a materi 
al role in our export control enforcement program, it is only one 
aspect of our overall enforcement approach. My experience, work 
ing in the field for over 8 years with Customs investigators and 
Commerce Department export control officers, leading investiga 
tions, conducting grand jury investigations, personal witness inter 
views both here in the United States and abroad, lead me to the 
conclusion that well-planned and methodically executed investiga 
tive activities, concentrated as far upstream as possible, produce 
the best enforcement results. I have called this an approach that 
turns on upstream targeting of intelligence-guided enforcement re 
sources. In this connection, it is illustrative that none of the major 
arms export control cases or strategic export control cases that I 
have recently investigated and prosecuted involve leads picked up 
from random inspection. They were leads provided by the private 
sector, a role which they the private sector play with great suc 
cess because they are a key source of intelligence for our export 
control enforcement activity.
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Because of the extensive investigations necessary to track and 
prevent illegal exports, it is critical that the Office of Export En 
forcement has immediate access to the major sources of informa 
tion and leads. The Office of Export Enforcement, being a part of 
the Commerce Department, brings significant benefit to the en 
forcement of the Export Administration Act.

For example, the Office of Export Administration (OEA), which 
is the licensing arm of the Commerce Department, and the Office 
of Export Enforcement (OEE) work closely with one another and 
are mutually supportive. Export enforcement provides export ad 
ministration with intelligence information on cases posing poten 
tial national security concerns to prevent the issuance of export li 
censes. This is crucial because one of the basic objectives of effec 
tive strategic export control enforcement is the denial of access by 
our potential adversaries to sensitive American technology.

The OEE also assists OEA in ascertaining whether the provisions 
and conditions of the licenses are adhered to once the licenses are 
issued. This historical relationship between export enforcement 
and export control staffs have resulted in familiarity and experi 
ence on the part of our OEE special agents with the Export Admin 
istration regulations, the licensing process, and with the commod 
ities and the technologies that require a validated export license.

This is something that might be said: It is not enough just to 
study the recipe; you have to use the recipe and gain the experi 
ence from applying the recipe.

To underscore this, I would just quickly mention that just last 
week, we received a letter from Deputy Assistant Secretary of De 
fense Steve Bryen, commending and recognizing the significant 
contribution the Office of Export Enforcement and the Office of 
Export Administration made to a very important and critical li 
censing issue involving another country. Coming from my col 
league, Steve Bryan, this is nothing to cast aside a compliment 
from Dr. Bryan of the Department of Defense recognizing the im 
portance of this effort. It should be highly regarded.

In addition, Commerce is unique in that it alone can impose cer 
tain administrative sanctions as an important aspect of the en 
forcement of the act. The chairman asked earlier how many of the 
indictments alleged by my Customs colleagues involved foreign na 
tionals. Let me address that in passing by simply saying that while 
there may be indictments lodged against foreign nationals, t^ some 
of the members know, the reach of the American criminal process 
does not extend beyond our borders in the areas of export control 
enforcement. You can indict foreign nationals all you want, but if 
they do not come within the reach of the American criminal proc 
ess, what good is it?

But there is an answer. The administrative process involving the 
denial of the right to receive American exports. Many foreign na 
tionals, many foreign companies who have violated Export Admin 
istration regulations are afraid to be placed on the denial list. Be 
cause once they are on the list, U.S. companies cannot legitimately 
trade with them or export to them.

Our criminal investigators, in the course of their investigating 
potential violations of the act here and abroad, are mindful of this 
unique instrument available to the Commerce Department. Again,
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I refer you back to the earlier statement. What good is it if we suc 
ceed in all our prosecutive effort but failed in our denial emphasis.

Finally, most export control cases generally involve information 
supplied by the trade sector and concerned citizens. Commerce's 
close working relationship with the trade sector have thus far pro 
duced significant investigative leads. Earlier I mentioned the Edler 
case, which involved arms export control; in the Bruchhausen case; 
and in the U.S. v. Spawr case, which involved illegal diversion of 
mirrors for high-energy lasers to the Soviet Union. Those leads ini 
tially came from the private sector.

When I was appointed Deputy Assistant Secretary on June 13, 
1982,1 was charged with the responsibility of insuring that the de 
partment maintain a professional export control enforcement arm, 
consistent with the legislative intent of Congress. Our congression 
al mandate has been that we must administer and enforce export 
controls effectively and in a manner that does not unnecessarily in 
hibit legitimate trade. Guided by the belief that our national secu 
rity depends on both a strong military posture and national eco 
nomic prosperity, we have formulated a two-pronged enforcement 
strategy.

One prong emphasizes preventive enforcement. That is, the 
denial of access to controlled U.S. technology and commodities to 
our potential adversaries.

Effective overall enforcement is dependent on private sector co 
operation and compliance. Therefore, we are working with the pri 
vate sector through various fora to achieve greater awareness of 
export control regulations. Commerce's export enforcement person 
nel and I, myself have, over the past 8 months, made numerous 
public presentations and appearances across the country and in 
Europe, including television appearances. We have spoken to repr*>- 
sentatives from over 400 exporting firms and manufacture 
Through these efforts, we expect to significantly reduce inadvt. 
tent illegal exports.

We have also made substantial gains in other areas. For exam 
ple, to further enhance our intelligence analysis capabilities, we 
are actively procuring an advanced automated data processing 
system. We now have two new, fully operational field offices, in Los 
Angeles and in San Francisco. The New York field office and the 
Washington staff of criminal investigators and intelligence officers 
have been upgraded. We hope to open additional field offices in the 
next 18 months.

Since I came on board, we have hired more than 35 criminal in 
vestigators, intelligence analysts, and program professionals. This 
is an upgrade or improvement of over 300 percent from the early 
part of 1982. Recruitment of additional personnel is continuing. We 
have committed over $383,000 just this year alone to provide these 
agents with state-of-the-art investigative equipment, including com 
puters, surveillance equipment, and communications systems. We 
have increased our operational travel, which is essential to success 
ful investigative performance.

I would say this, Mr. Chairman. Our special agents are highly 
trained; I would emphasize that. They are experienced criminal in 
vestigators who, for the most part, came from other Federal agen 
cies. We are also developing a specialized training program unique
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to strategic export control enforcement. Why is this important? 
Based on my personal experience, I would say that strategic export 
control enforcement is much unlike the enforcement of common 
law crimes and other violations, because strategic export control 
enforcement is a highly-specialized and sophisticated discipline. We 
want to do this well, do it in a professional manner, and safeguard 
the Nation's security interest without impeding legitimate exports. 
The export control officer must be a special breed.

Revitalization efforts are far from complete. Nevertheless, our 
initial steps are producing tangible results. We are in fact, con 
ducting investigations of the type and magnitude which could not 
have been pursued in the past and which in fact were not pursued 
in the past, due to detente philosophy and due to the deemphasiz- 
ing of export control enforcement and the redirection and minimi 
zation of export control enforcement resources. We are now able to 
do that. We have been able to do that since June 1982.

Since our revamping of the Commerce Department's export con 
trol enforcement effort, we have emphasized and devoted more ef 
forts to field investigations, the area which I call "conspiracy 
strikes," interdiction of illegal exports, the development of informa 
tion sources, and assessment of intelligence. We have initiated 
many important national security control investigations. Some of 
these are being conducted in conjunction with the FBI, and others 
with the Customs Service, and still others with both those named 
agencies, and on others we proceed independently, depending on 
needs and requirements.

Our force is lean, to be sure. We do not have a standing army of 
inspectors or investigators. We are going through a revitalization 
process. Our force is specialized, and one thing that I would call an 
equalizing factor is that we are a single-mission force. The Office of 
Export Enforcement criminal investigators and intelligence ana 
lysts devote their time and their efforts to enforce only one law- 
strategic export control. Therefore, regardless of political whims 
and the change in enforcement priorities which are commonly ex 
perienced in a number of other agencies, we are not subject to such 
changes. If the country believes that strategic export control en 
forcement is sufficiently important a mission, then it must have a 
dedicated force so that in varying times that agency can continue 
to perform that single mission.

Quickly, let me refer to some results. In the Office of Export En 
forcement, our mission involves the referral of cases to the Justice 
Department, as well as referral of cases to our Office of General 
Counsel for the imposition of administrative process i.e., the 
denial sanction and to the Justice Department for possible crimi 
nal prosecution. I can say mat according to Lowell Jensen, Assist 
ant Attorney General for the Criminal Division, in his testimony 
on March 1, 1983, if I may refer to that This was the testimony 
given before the Subcommittee on International Economic Policy 
and Trade of the Foreign Affairs Committee and the Subcommittee 
on Trade of the Ways and Means Committee.

Mr. Jensen states in his testimony:
In calendar year 1982 and the first two months of this year, we have seen a sig 

nificant increase in the number of investigations initiated under the export control 
law and related statutes. Commerce, Customs, and the FBI have all stepped up their
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activities in this area. Referrals from these three agencies during the past 14 
months total in excess of 100 export cases.

Mr. Jensen went on to delineate the agency's contribution:
Approximately 75 from Customs, of which 44 were referred under the Arms 

Export Control Act, and 31 under ths Export Administration Act, 20 from the Com 
merce Department, and the remainder from the FBI. Forty-five of these cases have 
significant national security implications. Indictments have been returned in 13 of 
theso cases, eight of which have resulted in convictions thus far. The remaining 32 
sismiiicant cases have been actively pursued by this division, the U.S. attorney's of 
fices, and investigative agencies.

I am proud to say that with a lean force of 45 field capable, 
trained special agents and criminal investigators, we presented 20 
cases under the EAA compared to the number of cases presented 
by a 300-manpower force. This is not a shameful performance. In 
one recent case, after a six-months investigation and this hap 
pened within the last three months our agency prevented the il 
legal export of over $400,000 state-of-the-art semiconductor manu 
facturing equipment and technology.

I can go on and on. There are many other cases we have under 
investigation. Because of the sensitivity and the nature of those 
cases, I think the panel would understand if I do not discuss them 
in public at this point of time. But I would be glad to discuss them 
in an appropriate executive session, if the panel should desire to do 
that.

I would like to bring your attention to our inspection program 
which, while not the principal thrust of our enforcement effort, is 
nevertheless an important part. In fiscal year 1982, our five inspec 
tors conducted 9,124 inspections at seven principal ports, which re 
sulted in 584 detentions. Of the 584 detentions, 242 resulted in 
actual seizures. This is an excellent seizure-to-detention validity 
ratio of 42.5 percent. In 8 months of fiscal year 1983, we have in 
creased our average to 48.4 percent.

We work closely with the Customs inspection program, especially 
in Operation Exodus. Our role in Operation Exodus is narrow and 
well defined. Commerce provides licensing information to Customs 
at their request, after Customs inspectors detain an export ship 
ment. We assess the information provided by the Customs Service 
and by the exporter to ma'ie a license determination and advise 
the Customs Service whether the shipment is seizable under Com 
merce's regulations. That is, whether or not a license was required.

Our own record of seizure recommendations to Customs show 
that Customs made 493 Export Administration Act related seizures 
between July 1, 1982 and January 31, 1983. Of these seizures, 164 
were made at Commerce's request because violations were initially 
detected by Commerce inspectors. The seizure record is not a good 
gauge, I submit, to measure how many illegal export shipments ac 
tually involved criminal intent or diversion to the Eastern bloc. 
Why is that?

Seizure statistics merely show us the number of shipments de 
tained that actually involve some violation of the licensing require 
ment. There have been figures advanced that some $40 to $50 mil 
lion of high-technology shipments were in fact seized in the last 12 
or 14 months. The important question here is: Of those multimil- 
lion dollars of seized items, how much was actually let go and al-
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lowed to be exported? The percentage is, the majority of the ship 
ments were allowed to pass upon the posting of a bond by the ex 
porter. That is why I say that seizure statistics are not conclusive 
as to the magnitude of diversion activities.

Our agents work closely with other investigators from other 
agencies Customs and FBI. We are developing memoranda of un 
derstanding with the FBI and other agencies, including Customs, 
both with respect to the exchange of information and the coordina 
tion of investigative activities.

I would like to note one area that we have not touched upon ear 
lier, and this is what are our allies' role in strategic export control 
enforcement. There is this CoCom community, which the panel 
members are aware of, I am certain. Since February, I, together 
with appropriate representatives of the Customs Service, the Jus 
tice Department ana the State Department, have visited several of 
the major CoCom partners' capitals. Because of our visits, we were 
able to prepare them to endorse a high working level or senior 
policy level CoCom enforcement subcommittee meeting this Sep 
tember.

When the high-level meeting was held in April of this year in 
Paris, when the U.S. delegation suggested the need for such a 
meeting, there was no opposition. Our CoCom allies are sensitive to 
their needs; they are sensitive to our concern. They have their in 
terests which sometimes parallel ours and which on other occasions 
are unique to themselves.

I am very proud to be able to report to you that very recently the 
Commerce Department had a delegation from the United Kingdom, 
and this is the beginning of our export control friendship exchange 
program. The delegation included members of the foreign ministry, 
the Customs Service of the United Kingdom, and also the trade 
ministry. They spent a week with us, and of course there were con 
tributions made by other agencies.

The administration has also proposed amendments to strengthen 
significantly enforcement of the Export Administration Act. Spe 
cifically, the administration proposal to extend and amend the 
EAA includes the establishment of new statutory crimes for con 
spiring to and attempting to violate the Export Administration 
Act. The bill also contains a new criminal forfeiture provision 
which gives the prosecutors a valuable tool to reach the proceeds  
or "the dirty money" as some investigators call it of illegal trans 
actions. These amendments, in similar form, are contained in H.R. 
32?" The bill further authorizes the President to impose import 
controls on offenders of the national security provisions of the 
EAA. This is a great disincentive for foreign violators or potential 
foreign violators. This would provide a strong, new penalty to deter 
export control violations. I would hope that this provision could be 
included in the final House bill,

In summary, Mr. Chairman and distinguished members of the 
panel, I would say that stemming the flow of sensitive items to our 
potential adversaries requires the full cooperation of not only gov 
ernment agencies but also of Congress and the private sector. Com 
merce has made great strides in the past 8 months, after the revi- 
talization of the Nation's export control effort, in creating an orga 
nization to stem this flow. We, alone, have the single mission of en-
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forcing the Export Administration Act; we have no competing en 
forcement priorities. Our focus, theiefore, is single. I ask for your 
support so that together we can continue to build on the founda 
tion we have already created for sffective enforcement of our 
export control laws. In my experience, the job and the challenge is 
immense. It is not a mission to be handled just by one single 
agency. Each has strengths and weaknesses in this play. 

[The prepared statement of Mr. Wu follows:]
PRKPABKO STATEMENT OF THEODORE WAI Wu

Mr. Chairman, I am pleased to have the opportunity to appear before the Tech 
nology Transfer Panel today to discuss the Department of Commerce's export con 
trol enforcement efforts.

Under the Export Administration Act of 1979 the Department of Commerce has 
primary export control enforcement authority. Up until the last few years export 
control enforcement was not given the type of emphasis within the government that 
is deserved.

Under the Reagan Administration, however, there has been a dramatic change. 
Because of this Administration's concern with sensitive technology transfers, Com 
merce's export control and enforcement functions have received substantial budget 
increases and, most importantly, have the strong commitment of senior Department 
officials, from Secretary Baldnge on down to my immediate boss, Assistant Secre 
tary Brady. Their dedication to stemming illegal technology transfers was directly 
responsible for the enhancement of the Department's export control enforcement 
abilities.

Specifically, last summer, the old Compliance Division in OEA was abolished. The 
Department s export enforcement role was then considerably upgraded by the cre 
ation of a separate Office of Export Enforcement, headed by a Deputy Assistant Sec 
retary. I have the honor of holding that position.

Through this reorganization, the Department's export enforcement function was 
elevated to match its export control function. For, indeed, effective controls are in 
terdependent with effective export enforcement. This is particularly true in light of 
the fact that there has been substantial increase in the level of Soviet Bloc re 
sources devoted to obtaining U.S. technology, and of evidence that specific technol 
ogy and commodities are being targeted for acquisition by adversary countries.

Our enhanced intelligence collection and analysis activity is uncovering, in great 
er frequency, new sophisticated diversion networks such as purchases by front orga 
nizations, third country nationals, and outright theft.

Proper investigation of these cases requires extensive enforcement manpower and 
resources. By way of illustration, the infamous Bruchhausen case, a sophisticated 
export conspiracy and technology transfer scheme, took 1.7 man years of criminal 
investigation time by one Commerce investigator who was assisted by several Cus 
toms personnel on a continual basis. We are now finding an increasing number of 
cases that approach the level of Challenge and complexity presented by Bruchhau 
sen.

The timely interdiction of illegal exports and successful resolution of cases fre 
quently require long, painstaking efforts involving the analysis of intelligence leads 
from both the business sector and the intelligence community, the review of licens 
ing data, exporter transactional history and technical information, as well as the 
employment of traditional law enforcement investigative techniques. Let me stress, 
Mr. Chairman, our major cases have not been the result of inspection of cargo at 
international ports. While cargo inspection plays a material role in our export con 
trol enforcement program, it is only one aspect of our overall enforcement effort. 
My experience compels me to conclude that well-planned and methodically executed 
investigatory activities concentrated as far upstream as possible produce the best 
enforcement results. In this connection, it is illustrative that none of the export vio 
lations I prosecuted, Elder Industries (1977, 1979), Spawr Optical Research, Inc. 
(1980) and Bruchhausen and Maluta (1981), involved the discovery of investigative 
leads from cargo inspection.

Because of tne extensive investigations necessary to ^rack and prevent illegal ex 
ports, it is critical that OEE have immediate access to the major sources of informa 
tion and leads. OEE's being a part of the Department of Commerce, brings signifi 
cant benefits to enforcement of the Act.
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For example, the Office of Export Administration (OEA), which is the export li 
censing arm of Commerce, and OEE work closely with one another and are mutual 
ly supportive. OEE provides OEA with intelligence information on cases posing po 
tential national concerns to prevent the issuance of export license. OEE also assists 
OEA in ascertaining whether the provisions and conditions of licenses are adhered 
to once *V.*v are issued. Another component of this mutually supportive relationship 
is that Uul'J personnel have immediate access to OEA technical personnel and data, 
thereby er > ir'tig them to quickly determine appropriate responses to technical 
proolerrs chat occur in the course of investigations. These include such issues as: 
whether certain commodities or technologies have been targeted by pur potential 
adversaries for acquisition; the presence of or absence of Commerce jurisdiction over 
a given commodity; whether a validated export license is required in a questioned 
case; and licensing information on any past export activities on the part of suspect 
parties. This historical relationship between export enforcement and export control 
staffs has resulted in familiarity and experience on the part of our special agents 
with the Export Administration Regulations, the licensing process, and with the 
commodities and technologies requiring a validated export license.

In addition, Commerce is unique in that it alone can impose certain administra 
tive sanctions as an important aspect of enforcement of the Act. Among other 
things, Commerce also can take action to temporarily deny the export privileges of 
an individual or company who is under investigation for possible violations of the 
Act.

Finally, most export control cases generally originate with information supplied 
by trade or concerned citizen sources. Commerce's close relationship with the busi 
ness community makes us the ideal repository for such information. The major 
cases I mentioned before originated from leads provided by the private sector.

I would like to now address some of the concrete steps Commerce has taken since 
the reorganization of the Department's enforcement arm which demonstrate that 
we have made substantial progress toward the establishment of a truly effective 
export control program. I am mindful that much remains to be done, however, our 
initiatives and diligence in this area clearly demonstrate our commitment to our en 
forcement mission.

When I was appointed DAS/EE, effective June 13, 1982, I was charged with the 
responsibility of ensuring that the Department maintained a professional export 
control enforcement program consistent with the legislative intent of Congress. We 
must administer and enforce export controls effectively and in a manner that does 
not unnecessarily inhibit legitimate commercial exports.

Guided by the beliefs that pur national security depends not only on a strong mili 
tary posture but also on national economic prosperity, which is directly linked to a 
vibrant export environment, and that our first line of defense against illegal tech 
nology export is the diligent compliance on the part of the private sector, we have 
formulated a two pronged enforcement strategy. One prong emphasizes preventive 
enforcement e.g., denial of access to controlled U.S. technology and commodities to 
our potential adversaries. The other prong is punitive enforcement, e.g., the deter 
rence of illegal exports through the use of criminal procedures and administrative 
sanctions.

Effective overall enforcement is, to a great extent, dependent on private sector co 
operation and compliance. Therefore, we are working with the private sector 
through public appearances, government-private sector education programs and 
other contacts to achieve greater awareness of, and compliance with, export control 
laws and regulations. In this regard, OEE personnel have over the past eight 
months, made numerous public (including television) appearances across the coun 
try and in Europe to address export control and enforcement issues. We have 
spoken to representatives of over 400 exporting firms or manufacturers. Through 
these efforts, we expect to significantly reduce the flow of sensitive items and tech 
nologies resulting from inadvertent illegal exports.

We have also made substantial gains in other areas. For example:
(1) To further enhance our intelligence analyses capabilities, we are actively pro 

curing advanced ADP hardware as well as appropriate software for this system.
(2) We now have two new, fully operational field offices in Los Angeles and San 

Francisco. The New York filed office and the Washington staff of criminal investiga 
tors have been strengthened. We hope to open additional field offices in the next 
eighteen months ana continue expanding our investigative and intelligence man 
power. '

(3) Since ! came on board, we have hired more than 35 criminal investigators, in 
telligence analysts and program professionals. Recruitment of additonal criminal in 
vestigators and intelligence personnel is continuing.
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(4) We have committed $383,000 to provide these agents with state-of-the-art in- 
vestigf tive equipment, including computers, vehicles, surveillance gear and commu 
nications systems.

(5) We have also increased our Operational travel, which is essential to successful 
investigation efforts. We have budgeted over $150,000 for this purpose in this year's 
travel budget allowance, a considerable increase over past budget allowances.

Let me stress, Mr. Chairman, that our new special agents are highly trained and 
experienced criminal investigators. OEE investigators who were with us prior to the 
reorganizaiton of Commerce's Expert enforcement arm have already successfully 
completed or been scheduled to complete necessary law enforcement training at the 
Federal Law Enforcement Training Center. We are also developing a specialized 
Operational Readiness Training Program unique to strategic export control enforce 
ment. This program will cover appropriate law enforcement and criminal judicial 
procedures and will include strategic export control intelligence processing and ap 
plication. These intensive, specialized training efforts are being undertaken at my 
direction and under my close guidance. I am supported by a former Assistant U.S. 
Attorney of the Criminal Division of the Justice Department who is on my staff, a 
training specialist and several senior criminal investigators who joined OEE from 
other federal law enforcement agencies.

The revitalization efforts are far from complete. Nevertheless, our initial steps are 
producing tangible results. We are, in fact, conducting investigations of types and 
magnitudes which could not have been pursued in the past. Most importantly, Com 
merce is no longer working under constraints of the past detente environment 
which did not encourage aggressive and preventive enforcement initiatives.

Since July 1982, we have emphasized and devoted more efforts to field investiga 
tion, "conspiracy strikes", interdiction of illegal exports, the development of infor 
mation sources and assessment of intelligence. We have initiated many important 
national security control investigations. Some of these are being conducted in con 
junction with the FBI and/or Customs.

RESULTS OF IMPROVED ENFORCEMENT PERFORMANCE

The Office of Export Enforcement is currently involved in the referral to the De 
partment of Justice of over thirty cases involving possible criminal violations of the 
Export Administration Act. Of these cases, twenty-four were initially referred to 
Justice by our special agents since July 1982. Our special agents have been request 
ed and are lending assistance to United States Attorneys' offices and to other agen 
cies in national security-sensitive investigations.

In one recent referral to the United States Attorney for the Eastern District of 
New York, our agents prevented the illegal export of over $400,000 of state-of-the- 
art semiconductor manufacturing equipment and technology and executed, with the 
assistance of the U.S. Marshals Service, a search warrant on the premises of the 
businessman involved in the export. That investigation was conducted over a six- 
month period.

We initiated several other ongoing investigations based on the analysis of licens 
ing information by our intelligence staff working in conjunction with our special 
agents. In two cases, information obtained from licensing histories of suspect firms 
was compared to known equipment acquisitions by those same firms. The business 
records obtained following the execution of search warrants, indicated continuing 
patterns of violations of export controls by the two firms, and possible connections 
with Soviet Bloc countries.

Mr. Chairman, there are many other cases we have under investigation. Because 
of their sensitivity, however, I cannot publicly discuss any details with you at this 
time.

I would like now to bring to your attention, Commerce's inspection program 
which, while not the principal thrust of our enforcement efforts, nevertheless plays 
an important role. In fiscal year 1982 our five inspectors conducted 9,124 inspections 
at seven principal ports which resulted in 584 detentions. Of these 584 detentions, 
242 resulted in actual seizures because of failure to obtain the required export li 
cense. This gives the excellent seizure-to-detention ratio of 42.5 percent. In 8 months 
of fiscal year 1983, OEE conducted 5,910 inspections, detained 349 shipments and, of 
these, seized 165. The ratio for this period is 48.4 percent.

Commerce also works closely with the Customs inspection program Operation 
Exodus. Our role in Operation Exodus is narrow and well defined: Commerce pro 
vides licensing information to Customs upon request after Customs inspectors detain 
an export shipment. We assess the informal, an provided by the Customs Serviu and

27-827 0-84-9
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the exporter and advise the Customs Service whether the shipment is seizable under 
Commerce's regulations.

Our own record of seizure recommendations to Customs shows that Customs made 
493 EAA related seizures between July 1, 1982 and January 31, 1983. Of these sei 
zures, 164 were made at Commerce's request because the violations were detected 
and detention effected by Commerce inspectors. OEE additionally reviewed the de 
tention files pertaining to the other 329 violations that were detected by the Cus 
toms Service and recommended that Customs seize those shipments as well.

Mr. Chairman, our enforcement efforts are not undertaken in a vacuum. Effective 
export enforcement requires that we establish close working relationships with 
other agencies within the federal law enforcement and intelligence community who 
can bring particular expertise and experience to bear on the problem.

As I noted earlier, our agents work closely on investigations with other agencies, 
notably Customs and the FBI. We are developing memoranda of understanding deal 
ing with such matters as the exchange of information and coordination of investiga 
tions with the concerned federal agencies. We value the role that other agencies can 
play in working with us to continue to improve enforcement of the Act.

I would like to expand on our punitive enforcement procedures. In addition to the 
criminal sanctions available through prosecutions of export violators. Commerce 
also has the unique capability to proceed' against firms and individuals administra 
tively. These administrative proceedings can result in the impositions of civil penal 
ties and of denial of the ability to receive U.S. exports. The latter is a particularly 
potent weapon against export control violators outside the reach of the U.S. crimi 
nal process. The denial of access to U.S. exports can severely affect the trade capa 
bilities of a "denied party" and can prevent sensitive U.S. origin items from falling 
in*o the hands of foreign violators and suspected diverters.

The Administration lias also proposed amendments to strengthen significantly en 
forcement of the EAA. We believe that this is critical to stem the unlawful flow of 
strategic goods and technology to proscribed destinations. Accordingly, the Adminis 
tration proposal to extend the EAA includes the establishment of new statutory 
crimes for conspiring to and attempting to violate the Export Administration Act. 
The Administration's bill also contains a new criminal forfeiture provision. The ad 
dition of this provision will equip prosecutors with a valuable tool to reach the pro 
ceeds of illegal transactions. These amendments, in similar form, are contained in 
H.R. 3231.

The Administration's proposed bill would further authorize the President to 
import controls on offenders of the national security provisions of the EAA. This 
would provide a strong, new penalty to deter export control violations. I would hope 
that this provision could be included in the final House bill.

In conclusion, Mr. Chairman, stemming the flow of sensitive items to our poten 
tial adversaries requires the full cooperation of not only government agencies, but 
also of Congress and the business community. Commerce has made great strides in 
creating an organization to stem this flow. We alone, have the single mission of en 
forcing the Export Administration Act, we have no other competing enforcement 
priorities. Our focus, therefore, will never shift. I ask for your support so that to 
gether we can continue to build on the foundation we have already created for effec 
tive enforcement of our export controls.

Mr. HUTTO. Thank you very much, Mr. Wu. On page 3 of your 
testimony, you say, "While cargo inspection plays a material role 
in our export control enforcement program, it is only one aspect of 
our overall enforcement effort." You would not support the so- 
called Bonker bill, H.R. 3231, would you, which would do away 
with random inspections? You would not support that, would you?

Mr. Wu. I am sorry, Mr. Chairman, I did not get all that.
Mr. HUTTO. H.R. 3231, the Foreign Affairs bill, would eliminate 

random inspections. Commerce does not support that, does it?
Mr. Wu. I can only say from the standpoint of my survey of the 

enforcement scenario that inspection is a vital role. A very 
common experience is the speedt^ap for the speed limit; you have 
to maintain some sort of surveillance and control effort for the in 
tegrity of the system. That is vital. That is important. I am saying 
that our major enforcement type cases did not arise as a result 
of  
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Mr. HUTTO. But you would not support this effort to do away 
with that? That would not be Commerce's position, would it?

Mr. Wu. May I have a moment, please? [Pause.]
We would not.
Mr. HUTTO. You do have inspectors in the Commerce Ibpart- 

ment. Is this not a duplication with Customs?
Mr. Wu. Our inspection force, as I indicated, is limited. We do 

not intend to supplant Customs inspection efforts.
Mr. HUTTO. But why do you need them at all? Why could not 

Customs handle the inspections?
Mr. Wu. Customs can. So far we have retained our inspection 

effort mainly because these inspectors have worked very closely 
with the Commerce Export Enforcement Office as well as its 
Export Administration Office. They basically live with one regula 
tion. They are more seasoned, if 1 may use that term. We have not 
planned to significantly increase the inspection effort in our export 
control enforcement planning. So it is not the intention of the Com 
merce Department or at least not the export enforcement effort  
to supplant the inspection efforts of Customs. We have no desire to 
do that.

Mr. HUTTO. You heard Mr. von Raab's earlier testimony. Would 
you acknowledge that there is a problem between Commerce and 
Customs?

Mr. Wu. What problems are we talking about?
Mr. HUTTO. The problems that he enumerated.
Mr. Wu. Let me, if I may, go first to foreign inveetigation. The 

Commerce position is that foreign investigation can be effectively 
played by both Customs and Commerce. Each agency has its own 
expertise gained from prior experience and their present involve 
ment in export control. I understand Customs position as advanced 
by the Treasury Department, that Customs desires exclusive for 
eign investigation jurisdiction. That is not our position. We believe 
that presently, as we have in the past, foreign investigations should 
be, where appropriate, undertaken by the Customs Service, on 
other occasions by the Commerce people, because Commerce has a 
vast access to State Department personnel and embassy personnel. 
They are stationed permanently in foreign countries. We see no 
good reason, Mr. Chairman, not to turn to them for assistance 
where they are available.

Our criminal investigation, in the main, in foreign countries is 
not conducted by foreign commercial service officers. It is done by 
Commerce's Office of Export Enforcement criminal investigators 
who fly to the site and are assisted by embassy personnel. In other 
cases, 1, myself, have worked with Customs agents as well as Com 
merce agents abroad.

Mr. HUTTO. You mentioned the denial list. American companies 
cannot do business or cannot trade with those on the denial list; is 
that correct?

Mr. Wu. Basically, that is correct, Mr. Chairman.
Mr. HUTTO. Are you talking about individuals as well as coun 

tries?
Mr. Wu. Individuals as well as companies.
Mr. HUTTO. As well as countries also? Do you not have a blanket 

denial for certain countries?
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Mr. Wu. They are considered controlled countries or controlled 
destinations, but I am not familiar with applying the denial appa 
ratus to a country or a government.

Mr. HUTTO. So generally the denial list is comprised of compa 
nies and individuals?

Mr. Wu. Yes, sir.
Mr. HUTTO. Can you tell us how many are on that list?
Mr. Wu. The number of parties?
Mr. HUTTO. How many are on the denial list?
Mr. Wu. One moment, please. I may have some information.
We can provide you with a copy of the current list.
Mr. HUTTO. If you would, we would appreciate it.
[The following information was received for the record:]
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Administrative Proeeedjnga SnpploMat No. 1 to Put S8B page 1

TABLE OF DENIAL ORDERS CURRENTLY IN EFFECT

(a) ComttnU

This Ubl< Hits orders that currently deny export 
privileges in whole or in part. Ord«n arc published 
in full in tht federal Rigiittr a* cited in the column 
entitled "Federal Remitter Citation."

(1) Related parties. Some of the individuate and 
firmi whote namei appear in the column entitled 
"Name and Addreii" were not found to have violated 
the Act or Regulation*, but they have been made 
subject to denial orders under § 388.8(b). In luch 
cases, an appropriate note appears in the column 
entitled "Export Privileges Affected."

(2) Publication of order*. New or amended denial 
orders are published in the Federal Rtgittrr as they 
are issued, and their issuance announced in Export 
Administration Bulletins.

(S) Table: Updating and availability. The Table of 
Denial Orders it revised and updated semiannual!? 
by adding new or amended orders and deleting orders 
which have expired. Between the semiannual revi 
sions of the Table, addenda are published in Export 
Administration Bulletin!. The table doea not appear 
in the CFR; howe* er, copies are available from:

Office of Export Administration 
P.O. Box 273 
Washington, D.C. 20044.

(b) Effnt of DtiiM Ordm

Section 387.12 of the Export Administration Regn. 
lationi makes it unlawful, without prior specific au 
thorization from the Office of Export Administra 
tion, for any person to:

(1) Apply for, obtain, or use any license. Shipper's 
Export Declaration, bill of lading, or other export 
control document relating to an export or reexport

of commodities or technical data by, to, or for 
another person then subject to an order revoking 
or denying his export privileges or then excluded 
from practice before the International Trade Admin 
istration; or

(2) Order, bay, receive, use, sell, deliver, store, 
dispose of, forward, transport, finance, or otherwise 
service or participate:

(i) in any transaction which may involve any 
commodity or technical data exported or to be ex 
ported from the United State*,

(ii) in any reexport thereof, or
(Ui) in any other transaction which it sub 

ject to the Export Administration Regulations, if 
the person denied export privileges may obtain any 
benefit from or have any Interest in, directly or 
indirectly, any of these transaction!.

(S) A denial order applies not only to the persons 
or ftrnu named in the order, but may also, after 
notice and opportunity for comment, be made appli 
cable to other persons with whom the respondent(s) 
may then or thereafter be related by ownership, 
control, position of responsibility, affiliation, or other 
connection in the conduct of trade or related service*. 
(See 5 388.3(b).) Accordingly, if it is:

'i) known that a parson or firm is related to a 
party denied export privilege*, unless specific au 
thorization i* given (see $ 387.12), no export trans 
action may be consummated with or for the person 
or firm if, after notifying the Office of Export Ad 
ministration of such fact, the person .or firm is It 
self dtnied export privilege*; or

(ii) tu*p«eud that a penon or firm la related 
to f party denied export privileges, the Office of Ex 
port Administration should be contacted prior to 
the consummation of any export transaction. (See 
also { 387.14.)

Export Administration Regulation! EAB 224 January 25, 198$
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Supplement No. 1 to Part 588—page 2 (A F) Den ill Orden

Name .nd Addreee

ADT Anafcc und DlfiUl Txhnlk,
lull NieJerweon, Houae 31.
Federal Republic of Germany

AFD Akadcrole fur Datenverarbel.
tnnt ..V.

Am W.r.nb.ndekmeJbcbatt

"Auitlt" Chemometall
Wkrenh»nd»»ffese)l.ehaft

"Aiutli" Wer«nfcandele»es«]Jeekaft
KoeetlaTraeie 11/18
Vl«na VI. Auitria

B. C. R- Cleetronlcta Ltd.

Berdln. Emilia T.
Hammervtrane 8
Lo.rr.ch. Fed-ral Republic of
Gcmanv
Brand. Chriltoph
68 Nordend Strasee
D.SOOO Frankfurt 1,
Federal Republic of Germany

Bruchnaueen, Werner J.
DI019 Hiederteeon
Federal Republic of Germany

Commercial R.M.S.. S.A
C«ll« Clot 114
Barcelona 17, Spain

Datakc Ltd.
1« Raviland Road
F.rnio n Induitrial £<utt
Wimborn*
Dorm, Enfland
BHJl 1 XT
DtVlmr rut-Lab. Ltd.

Dora. E.bln«
IMOt C^rtkr Drt»«
rUntho Paloi Vtr4«a, California
Di«iul lUaouma, Ltd.
Htl Pttlkov
SyntavmatM 17.
Piraw. Cmc<
£trcllnz, Frenl
Hlnl.r. ZollamitraM* 17
Po.tt.ch »l
VI. nn. 111. Auitrla. and
R<nwx S, (001.
Zurich. Switzerland

electronic Elektroniicbe
Bauelemenu GmbH
4>.S1 Anuiinu*
1140 Vienna. Auatrla
Excel Induttrlee
F.brik fur Fdnmeekanlk

und Apparatebaau
Fielu
Fi.lM Groupo-Piber

Effective 
Due

»/«/«!

«/ll/1»

«/!!/«»

l/tl/U

«/»/77

1I/1I/M

e/i/ii

»/»4/«l

10/14/SI

6/4/11

i/7/»0

1/14/11

I/I4/8S

»/«/67

8/14/81

8/7/80
8/S/ll

1/tl/tt

Expiration 
D.te

Indenniu

l/tl/M

6/*l/l>

S/ll/U

Indetnlte

I/>1/H

S/ll/M

IndelniU

Indefinite

Indefinite

I/I1/M

InOtnlta

IndaDnita

6/SI/»0

IndeflniU

1/11/IC

i/>l/>l

Indefinite

Export Phvilefea AtTectrd

General and velidated liceneet, all commodities.
any de.tin.tlon, abo export* to Canada.

Stt: Bruchh.u.en, Werner J

See: Loreni, Pct«r.

5ee : Poescbl. Otto.

jener.) and validatej HcenMe, all cornnio(litl«e,
any de*ti nation, aleo expcrti to Canada.

£e. : Goldeband. Otto.

5ee: Golduan, Olaha,

Genera] and validated liren.ei. al] eommoditiM.
any d« tinttion. abo export, to Canada.

See: Oleine, S.A.

V.lidiled llnnMa.*

Oner., and validated l!een«e.. al) eotnowdltla.
any de.tin.tlon, al.0 export, to Canada.

General and validated lieenaee, all coromoditlea,
any da.tln.Uon, ateo exporti to Canade.

Se. Suin. S.A : Gallart, Carlo, lilra

General and validated liceneei, all commodities ,
any deatin.tion, a)M export, to Canada.

See: Wilhameon. Bryan V.

See: Viraaj. Peter G.

See: Tlttel. Sablna Dora.

General and validated Hcen.ee, all eommoditiei
any destination, alao export. t« Canada.
5ee: Sinmou, Alan C.T.

General and validated lleen.ee, all commoditle»
any destination, aho export, to Canada.

See: Memiteo.

General and validated Ueen.ee, all commodities
 ny dcatin.tion, alio export, to Canada.

See: Xelmer, Jacob.

See: Hermann, Paul

Set: Piher Semiconductorca. SJL

Federal R«d>t«r 
Cltatlrn

6 F.R. 41114
/1"/81
« F.R. ItttO-
Itill

/10/81

7 F.R. MM
/l/li

74 F.R. IDTlt
'/»«/« 

2 F.R. 10(1
/3/77

t F.R. into-
K2>1

J/IO/S1

17 F.R. «87(-
46877

10,1 1/M

4C F.R. 90<7(
1/10/81

46 F.R. 1MKJ-
1M.1

S/IO/81

47 F.R. 4»0t-
41104

i/io/n

41 F.R. 11841
>/a/7s
4( F.R. 41811
6/80/80

46 F.R. i mo 
ms i

1/30/81

47 F.R. M44-
WM5

9'8/n

  Export, to thu penon or firm an limited to commodttie. txportable under General Licence G-DEST. Problbltion. continue affainat 
tfa.ir enffaclny in trar^aetlon. aubject to validated Ucanae oontrola.

January 25, 1983 EAB 224 Export Adminiitrajlion Refulitioru
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Dentil Orderi (G—H) Supplement Ni. 1 to Part J»8—pafa S

Name and Addreaa

Gallart, Carloa Mlra 
a/a/a Carlo. Ulrm 
Harnandea Iwlaaaia No. 4 
Madrid, and Barcelona .nd 
Tamcoaa. Spain

Cakatan. K. J. C.. Captain 
Jokanneafcnrt , lUpublle a( 

Soutk Africa. and 
« Clifton Koad 
GrunoeJe. Salutary (Harare). 

Slartabwa

Gopeto, S.A. 
11 Plat* LonimuU*. 1IO« 
Geneva. Switaeriand

Gillay, Raymond L. 
M Roe Paul Lautere 
10*0. Bruaault, Bel»iun>

Goldben. Alb«n A. 
Proldint, 
latttnatlonal Afllfatn Co.. Inc. 
and National- Troalca Company 
114 Wan Itnd StrMt 
Now Y«rk. V.I. 

Com Corporation, Inc. 
ITL Corporatioa. Inc. 
laur-Trantc*. Inc.

Col<toband. Otta 
K~nil«rT"~ 11/11 
Vlnu VI. Auatrta

CoUaMiB. Kutba 
B.CJL EltctrMiida LU.. a*4 
Mwaaoa Elanraato LU. 

10 taaplro Stnat
r. o. >ox an 
Haaut CM. laraai

Balkot. Ltd

Mattn-<Mdiun Eatarprlaaa. LU. 
Hctal Matal Worta, Led. 
Sololtaca)

Corn Carpvratlan, Inc.

Grt«nlln« Aviation 
" Ru* Banau 
Lulanbourt, Grand Docbr of 
Luktmboura

GrMKup. Alfr«d P. 
Gr««nup Scitntirtc 
(Inurnationk!) Ltd. 
P.O. Box 1 
17 Mapla Road, Brooklrn. 
ManchMtar MlliHN, Enfland

Haarlvm Unlvtnitr 
Vlanna. Aualria and 
H.,rl«n. TK, Nathariaala

Hrtkot.Lt«_ 
AbbotaCa 1. 
Tal Artr. lanal

Effartln 
Data

io/14/a

l/ll/TI

T/17/li

t/nnt

ii/n/ii

t/w/a

1/1/11

ll/ll/M

l/l/ll

l/U/14

1/1/11

«/»/n

ExplraUon
Dau

laoaftnlt*

l/li/M

t/tl/M

l/»l/«4

Indalnlta

l/tl/U

Ind««nlu

Indtnalta

UiMlnlu

l/ll/*4

l/ll/M

IndMnlta

Export PrKUcto Affacud

GatMial and raUdatad Uonaaa. all cnuDodltlaa. 
any daiUnatioa, akxi oporta u Caaada. 

5a«: Iiia. S.A.

Gnwral and ralMatad llaMuM, all coawwdltlai. 
any dMtlaatioa. aha axporu to Canada.

Saul Laaoa. T*oa.

Gmtial and valldaUd HranM. an eoamodlttaa. 
aD7 daatJnatlon. alao axporta to Canaoa.

Gmcral and oahaatad U«n>aa. all tommodltlaa. 
anr daltinatioa, aiao oporta to Canada. 

Sn Hlr. Sarfrat. A.

dnm\ and valldatad llenaaa. all aaaaiMditlaa. 
aar danlnarloa. alao axporta to Canada. 
AM: Aoatla.

Gaaaral ana YaUdatad Uataaaa. aD aoauMdWaa. 
any damnation, alao axporta to Canada,

Sac: OoMbare. Albert A.

Central and validate lUmaaa, aD comnwdltlaa, 
any daatinatiaa. alao axporta to Canada. 

S~i: Mwbanmod All Rliatl.

Goncral and valldatad llccnaaa, all eonuaodltloa. 
any daatlnation. alao oxporta to Canaoa.

Central and valMaUd Hcenaaa. all commodltica 
any dcctination, aUo csporta to Canada. 

Jn: JokllM, Otto F.

Sac: OoMaan. Ellaha.

Federal Kaaiatar 
QtarJoa

47 FJL 4*17*.
4tm 

ic/ii/n

(1 r.E. MOM
e/J4/7«

41 F.R. I4UI
7/tl/7i

11 F.K. lOMt 
l/U/74

41 F.». «77>»- 
 7T17 

11/U/ll

17 F.K. MM
7/«/a

41 FJL HIT)
 /J1/T7
arjLiiae
Jt/t/TT

4t P.». «ni«-
»f717

ii/u/n
U F.K. *4M» 
l/l/ll

II F.K. 11114 
S/JI/74

u r.K. mi 
i/trti

Export Adminiilntion EAB 224 Januarr 25, 198S
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Supplement ,No. 1 !o Part 388—pate 4 (H K) DcnUl Order*

Nsme. and Addrai*

Hermann, Paul
d/b/a Fabrik fur Felnmecbaolk

und Apparatebewu
Bobnhofetrasse 39
7742 6t Georten
Sehwarzwald, W. Germany

Hij.ii, Muhemmed All
 A/i All M. Hljati

Prwldenv. United African Airlines
185 September Street
Tripoli, Libya.
Haule Savoie, France,
and Geneva, Su-iucriend

Huber, Hermann Auroat
Badenerstrasee atl
Zurich, Switzerland

Informa Computerwcrbunv und
Demoskopfe

Inc. Dietniar Ulriehsbofer
Vertrlebs
Baderstrasse 6 and
Fktrianirasse 19
82SO Bed Relchenball
Federal Republic of Germany

Initiate of Advanced
Technology and Biotechnology
Haarlem University

Vienna, Austria, and
Haarlem, Th« Nctherlande

International Affiliates Co,, Inc.

Inter-Tronlu, Inc.

IRI Institut fur Rationall-
eierunr und Infonnatik GmbH

Jim Xiasmo Elektronlk, A.B.

Jamt&Ti A^-iation and
Sparei (Pu) Ltd. 

22T B. V/eat Camp
Sflctar Airfield
Singapore, 2880

Jobnion, Robert C.
11470 Summit Wood Road
Loi Altos Hilli. California

Jc'Klik. Otto F.
Trading ai
Initllute of Advanced
Technology and Biolechnolocy,
Haarlem Univeraitr

Genlhofentratie 12C
Vienna, Austria, »)ao
Haarlrm, The Netherlanda

K. E. and Aaioclatea
IT-B School Road
F/6-1
I»!amahad, PakilUn

Effective 
Date

 /«/«!

 /!/«!

12/ll/Ct

«/2!/72

8/24/81

S/8/7!

11/11/11

n/i>/fi

11/lt/ll

6/1J/71

«/Z»/l2

4/23/8!

9/1/81

I/8/7B

11/19/81

Expiration 
Dale

B/M/«1

Indefinite

(/ll/ll

5/31/SO

8/J1/81

6/J1/6S

Indeftnite

Indefinite

Indefinite

i/Sl/»0

6/J8/87

6/31/01

8/!l/8«

t/ll/O

InJtnnlte

Export Privilatea Affected

General and validated liceneea. all commodities.
any destination, also export* to Canad*.

General and validated lieenaea. all comraoditiaa.
any deetination, alao exporti to Canada.

Genera] and validated liceniea, all commodities.
any destination, aUo etporu to Canada.
SH: Oleine. S.A.

Se< : Lorenz, Peter.

Genera] and validated licenaea, all eommoditiei.
any destination, also exports u> Canada.

General and validated licensei. all commodities.
any destination, also exports to Canada.

See: Jokllk, Otto F.

See: Goldben. Albert A.

See: Goldberg, Albert A.

See: Goldberr. Albert A.

5e«: Lorcnz. PeUr.

See: Kissrao, Jim A.

General and validated licenses, all commodjtlea.

See: K«'ik, Richard

General and validated licenses, 4!] commodities
to Country Groups Q, W, Y and 2.; and vali 
dated liceniea. all commodities, any deatinstion.
also exporu to Canada.

General and validated licenses, all commod-tlei.
any destination, also exports to Canada.

S«. Goldtxrt, Albert A.

Federal Register 
Citation

« FB 40014
t/U/SI

It F R 44101
9/1/81

24 F.R, lOllt

lt/»/I9

46 F.R. 1(210-
19201

3 JO/81

!l F.R. (291
i/l/71

46 F.R. 677 1«- 
S7717

11/IS/ll

46 FJK.. S771«-
07717

11/Z8/8J

48 F.R. 877H-
S77J7

11/15/81

40 F.R. 19314
7/ll/7»

47 F.R. 16408-
11404

4/Zt/tt

<« F.R. 44020
e/2/si

!« F.R. M9>
»/t/7»

45 F.R. (771(-
17717

Sl/IS/81

Januar> 25, 1983 EAB 224 Export AdininiMralfon Bcs;tilitJon»



133

Denial Onlen (K—M) Supplement No. 1 to Pan 388—pagt S

Nemo end Addreaa

Keimer. Jacob
d/b/a Excel Industries
M Hsnila ftrett
Katta. Israel, and
P.O. B« mit
Ttl Arhr, Israel
II Bunenal (treat
Ramat HaaharoB

Kwik, Richard
 /k/l Slonf Hian Kvlk
e/o Jamaon Aviation

mat Span* 1 Pit) Ltd.
U7 B. West Camp
Selewr Airfield
Slnraport. JWO
Ural. V.OB
La Rocae inr Forrond
Contaojina tor Am IM)
FVanot

Lorenx Computer GmbH
Lorcnt Datenatrrlce GmbH

Lortni EDV-8r»Un»-Iob«bor-
RavinauMtanunt GmbH

Ur.ni EDV.
Unt^rntbmtntbmtunc

Lortnt, Pttcr
Stutmrt. Frankfurt. Munich.
Dmatklerf . rtdrrml Ktpnklle af
C«nn»njt. »d Vmu. Aaatrla

AFD Akadamlc fir Data*.
vtrarbaftDnv a.V.

Inform* CompoWrwirbunt ond
Daomkepla

IHI Inatlnt far lUtlonallilt.
rum und InfernaUk CB«B

Lortns Corapatar GmbH
Lortni Dataawrrlaa GmftK.

d/b/a I^omu
ConpuUr GmbH

Lortnt EPV4yitama.Zaba)wr-
RaumaaHlanom GmbH

Lorans EDV-UnUnahaaintbara-
tBBV 

Marcalor GmbH
Mit«n.Goldm.B btcmriaaa. LuL
10 bhupiro StrMt
P.O. Boi 4011
Ramat Gas, laraal

Marnvtoflux, S.A.
Pallari 1160
Barcelona. Spain

ilaluta. Anaull T.li.
a'k/a Tony ll«ti
211 Call< Mayor
Radondo Baacb. CaUfornia

Matsanaur. Hana Otto

M.«»l M«ul Worki. Ltd.
10 Shapiro Straat
P.O. Boi 4011
Ramat Caa, laraal

Elactlva 
Data

«/7/»»

4/ii/n

Il/l/Cl

J/7/77
6/1S/71

I/H/7J

l/U/71

4/J1/7J

t/tl/W

l/U/71

«/M/7«

l/U/71
t/7/77

I/UA1

l/ll/IJ

t/7/n
I/IA7

10/14/K

I/J5/77

I/1I/U

1/1/77

Elplratlan 
Data

l/ll/ll

('11/01

»/ll/M

t/ll/M

t/ll/M
t/ll/M

i/ai/to

8/11/10

1/11/tO

l/»l/»0

l/ll/M

i/ll/M
1/ll/fO

i/ll/M

i/ll/M

I/ll/MI

InoVnnlu

'

Indanrlla

Indalnlta

C/31/M

IndaAnlta

Eiport PrlvUatM ArTMlid

General and validated licensee, all coaamodrtfca.
anr dcstioktjon. al*« axporu to Canada.

General and oalldatad llcenua. all eoKavdldaa,
any daatination. alae axporta to Caaaaa.

See: Jameoo A<riaUan and Sparaa (Pta) Ltd.

General and validated licensee, all commodlttee.
anr deetinetion. alac export* to Canada.

See: Gepaco. S. A.; Scfcappt B.

5ee: Lorens, Peur.

See: Lorafil. Pttar.

See: Lorem. Peur.

General and validated llceniat. all r^ouoodltlea.
any destination, alto exporu tr Canada.

See : Goidnan, EUaba.

General and lalidatad Ucanaaa. aU commoditlai.
any destination, alto exporu to Canada.

See. Suin. S.A,; Gaiiart. Carloa Ulr«

General and validated Ucenaai. all comnudltiaa.
any daatiaation. also exporu to Canada.

See: Poeacbl OtU.

See: Goldman. Elieba.

Federal lerkrtar 
Ultauua

17 T.K. 1U11
l/l»/7r
it r JL. MIII
S/H/M

47 F.R. 11401-
1M04

4/n/M

11 F.R. 11141
lt/t/11
41 F.R. 11411
7/J1/7I

40 F.R. 21114
7/11/71

17 F.R. IttIO
1/10/71
17 F.R. 11117
i/ia/71
17 F.R. 11MI
10/1Z/71
40 F.R. ttlU
7/11/71

4! TJL 11110
11/1/77

47 F.R. 4417*.
4117?

lO/ll.'U

41 F.R. ll»o-
Ul»l

i/U/tl

41 F.R. IK10
12/1/77

Export Administrttion Refulationa EAB 224 January 25, 1983
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Supplement No. 1 '-> Pirt 388—p«fe 6 (M—P) Denial Onlen

Natae ait Addrwe

Mecaaon Electronic. LI4.

Memleeo Anatalt
e/k/a Meniace
FL H»0
Vedua. UeebUUIaiB

Mercator GmbH

Mtu. Ton.
291 C.Ik M.yor
R«k>ado 3<*ch. California

Mir. Serfrai A.
Menacing Director
S.J. Enlerprieas
It  Black U Super Market
F-4J and
17-B School Road 
IW
Islamabad, Pakistan

S.J. Enterprises

Mir«. Carlo*
Hernandei Ingletais No. 4
Madrid, and Barcelona and

Tarrarona, Spain

MueHer, Rlcbard 
d;b/« S<mitronik AC. S.A. and

Trtuhand 4 Rtvi«ioDVaMlkchaft
2112 J>ub«r*-Wi«l«ibof
Waat Ctrmany, and
EaarvtlraiM (7
CH-C300 Zui. Swltacrland

KationaJ-TrODlet Company. Inc.

KiMmo, Jim A.
d/b'a Jim Niaamo ElcktjoniU, A.B.

and Ninmo Skktronlk
K. Grantaib«r|itat«o IB
Box HIM
S-IOO 25 M.lrao. Sw«d«n
Kolxl-Mtnhlnick. Ftdre
Doctor Rou*. It
B.rr»k)M. Spell

Ol.ir... 8. A.
tm Epr«ii«nb«th AC
P.O. Boi 11
Zurich, SwiLaarlaDd

Pew. Guuv Dieter
Nichotauattnaae IS
Trier U. Federal JUpoblio of
Gcrmanj
Finer Semlconductorea. S.A.
Avda San Julian, a/n
Aparudo, Correoe 177
Granallcra ( Barcalona ) , Spain

Flclaa
Fielaa Grape-Piker
Fiber. S.A.
P,k i Service* Centralea. S.A.
Fiber Navatra, S.A.
Fiber International Corp.

Eftretive 
Dale

«/»/77

6/7/«7

8/7/77

J/J4/81

n/j»/ei

10/14/8!

S/S/Sl

ll/H/ll

«/2»/l2

12/21/71

12/11/11

«/IO/7f

I/25/B

Expiration 
Date

IndeftniU

6/Jl/«0

e/Jl/IO

ludeflrita

IndfAnite

Indefinite

5/11/01

Indennive

«/S«/«7

t/»l/S9

I/U/tt

i/ll/H

IndtBnlte

Czport Prlfllatee Affected

See; Goidnao. EUaba.

General and validated ucrotw, all eommoditiei.
any destination

S«<: Enelinr. Frant.

£««: Lorena. PeUr.

Su: Maluta. AnaUli T.M.

General and validaud licentn, all comnoiiitiea.
any dettinatioa. alao expcrta to Canada.

Srt: Goldbcrl. Alben A.

General and validated licenm. all cominoditiet.
at>v destination, alto exportt to Canada.

Set. Cailart, Carlo Mira; Suin, S.A.

General and validated licenrei. all con modi ti ex,

Su: Goldberi, Alben A.

General and .lidated Ucentet. all comraoditita,
any deatinatioR. alao. export* to Canada.

General and validated lleeniea. all comaKiditiei.
aaj destination.

General and vahdatad liecnaaa, ajl eoUBtoditiea,
any deatlnation. alao exporu to Canada.

Se<: Bordin, Emilia F.. Hubv, H-A-

General and validated licenaee, all conBoatiea.
any destination, alao exporu to Canada.

General and validated liecneet. all eommoditiea.
any destination, alao cxpona to Canada.

Federal Recitter 
Citation

4! r.R. (1(20
12/«/77

43 r R. 11M2
j/2!/';i
4o F R. 4II1I
I/IO/IO

4C F.R. 1IMO-
11211

>/IO/ll

K r.R. 17718-
i:;i"

11/2S/J1

47 F.R 46876-
4t!77

10/21/12

4« FR 41X14
8/13,11

46 F.R. (7711-
57717

11/26/M

47 F.R. 28304-
2t>0(

7/6/B2

44 F.R. 1440
l/l/7»

24 r.R. 10711
12/21/11

40 F.R. 2M11
7/11/71

47 K.R. >044-
t<M

3 '8/82
47 F.R. 16811-

16120
4/20/S2
47 F.R. »47to
6/»/«J

47 F.R. IMOI
1/17/W
47 F.R. 4<U>-

4CHI
10/H/tt
47 F.R. Itttt
12/7 /N

Jamu.rv 25, 1983 £\B 224 Export Actjninittrfttion
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DenUl Orden (P—S) upplcment .No. 1 to Pert 3881—-page 7

Name and Addreea

Flaw. B.A.
Aaartado 177
Graaallen ( Barcelcma ) , Bpaia

fiber Berrlen Centralai. SA.
lUoro Canado i/n aad Apartado
M Rlera Canado. 1.
Barcelona. Spain

Fleka Cruao-Plbar

Plhor Nivarra. SA.
Tudela. Bpaln

Pf n«r Internationa] Corp.
tOJ W, Golf Road
Arllnfttn Heirhu aad P.O.
Bo> t\Ht. Cblcaio, Ulinoil 4MIO

Piranl. Amin
Vancouver. BrIUib Colombia.

Plraal. Bad 
t* Chariea Strxt. Ca<t
Toronto, Ontario, M4Y1SI

P«*achl, Otto
Areo WarvnbandalffeaeUecaaft
Metwnauar. Bane Otto
TewUa InvortaMBt Corporation

1 Trakliaaae
Vtoana XIX. Auetria

Rotavla (PIT.) Ltd.
Johannafborc, Republic of

 mtb Africa; and
1 Clifton Road
Cra.nd.le. SattOnirr (Rararo).

Ziababw*

8.J. Znterpriaaa
11   Block 14 Scper Market
I-* and P.O. Box lltl
lalanaoad.
10 Wabbat Road
L. bore.

and
li-A Habammed All
Houainr Society,
bliran Mobanned Shad Road
aaracal. Paklatac
Scbappl, Harrr-Erlca
li Place Lonf mall*. 1204

Scbneemen, Ulrica
liartinttraaae 121
1400 Xkxurnnberi.
Auatrla. or Victoria,
Republic of S*ycbol!«a
Samitronlk AC, B.A.

Date

J/M/H

t/u/n

I/tl/at

i/a/tt

>/>4/7(

I/1/7J

1/12/44

l/l(/7<

11/11/11

1/17/71

I-2S/J1

l/</ll

Expiration 
Dau

ladrtarte

Indennlte

Indefinite

Indeflniu

1/2/K

l/l/U

l/ll/ll

4/11/11

Inoonnlte

l/ll/M

I/JO/M

S, 11/01

Cipon PH'lfetea Altected

 neral and vallcaud llceneea, all comaiodltlea,
any deatirtation, aaw axporu to Canada.

e«: Fiber Semiconductor*!, SA.

G.n«r»l and validated llcearaa. all commodltlai.
an7 damnation, ajao exporta to Canada-

See: Piker Semiconductor , SA.

General and valldatad He*aaa>, ell eocnojodJUee.
anr deednatien. al*o ezporta to Caaada.

See: Fiber Sonlconductona, 8.A.

General and validatad lIceaM*. all coowodlUoa.
any deetinatlon, alao eiporU U Canada.

'ee: Fiber Semlconductorat, S.A.

Geaaral and validated lletnan, aH eemflaodltl*a.
aar dMtiaation. alao ezpoita to Canada.

0«a«nJ and validated Uceaeaa. all anaaaodltfai.
aar aertination, A|*« axporta to Canada.

Gen«ra! end valiaatad licenw*. all eoBnodltl**
anr dejtlnation, alao txporta to Caaada-

G»neral and valldatod lioneaa. all conuaodltlaa
anr dMtlnation, alao nporta to Canada.

See : Gabaf an, KU.E.. CapL

See: Mlr, Sarfral A.

See : Lecoq, Yvon.

General end validated licrnm: ail eommoditlce
any dettinatJoD, alao export* to Canada.

5»: Mueller. Richard

Citanoa

7 F.B. W44-
to«>

'I/U

7 FJL t«44-
M4I

/>/t>

7 FJL MM4.
MM

/i/n
7 FJLM44-
1041

/1/BS
47 FJL IMlt-

1(110
4/10/tl
47 F.R. B4TU
4/i/n
47 FJt. IUM
1/17/0
47 F.B. 4U|f,

44UI
10/ll/tt
47 F.B. IBM*
li/7/B

41 F.B. ISM*
1/10/7*

10 F.R. 41144
1/1/71

11 F.B. MM
19/1 /it
11 F.B. IU*
4/ll/U
II F.B. 4TOS
T/H/M

41 F.R. MOM
4/J4/1I

14 F.R. 1771*.
 7717

11/11/11

41 F.R. 114*1
T/J1/7I

IS F.R. 44201
I/Ml

Export Actminittrmtjon Rcgulationt EAB 224 25, 1981
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Supplement No. 1 lo Part 388—page 8 (S—W) Denial Order*

Name and Addreaa

Simmons, Alan C.T.
d/b/e Digital Resources, Ltd..
Keason Farm. St. Ive
Llsksrd. Cornwall, England
and
84th Pezikow Syntagnatoe 17.
Pfreas, Greece

SoloSegal
90 Ibn Geblrol Street
Tel Aviv, brael
Spawr, Francis A. and
Spawr. Walter J-.
d/b/a Spawr Optical Research, Inc.
1627 Pomona Road
Corona, California

Spawr Optical Raaeareh, Inc.
1627 Pomona Road
Corona. California

Starek, Gerald M
137B5 Via Alto Court
Saratoga, California

Story. Car! E.
22266 DeAnia Circle 
Cupmino, California

Sjin. S.A.
Calli Clot 194
Bercelona 27, Spain
And
Paseo Manue) GlronaU
Ctra. N-340 Km 243'400,
ViUseca (Tsrragone) Spain 
Tmlrtr Jnan P.
d.'b/a Tayior Enterprises
11 lUuar Drive
Durban North 4001
Republic of South Africa
Techma GmbH
Koenigsiraaae 10
Duisaldorf,
Federal Republic of German?
Tewifa Inveatment Corporation
Tlttel. Sabina Doro
»/k   Sabina Dorn
50«OS Cartier Drive
Rancbo Paloa Verdea. California
Truehand at Bevialoneeaeljaehaft
Uniud African Airlines
185 September Street
Tripoli. Libya.
Luxembourg, G:and Duchy of
Luxembourg, and Malta Airport,
Malta

Virat, P«ur G.
d.b/a DeVimy Te*t.Lab. Ltd.

S&6 St. James Street Weal
Montreal 126. Quebec, Caaada
72 Uanual Drive
Pallard de* Orneaux
Montreal, Quebec, Canida
Williamson. Bryan V.
a. k/i. liyton William*
16 Hivii.r.d Road
Ferndown Industrial Estate

Dorxt. Er.fland BH21 7 RF

Effective 
Date

9/24/82

6/«/77

2/14/81

2/14/81

7/1/81

7/1/81

10/14/82

6/1/80

t/24/81

6/12/68

8/24/81

8/6/81
i/l./81

8/7/80

6/4/8!

Expiration 
Date

Indefinite

Indefinite

Indefinite

Indefinite

B/30/86

8/80/86

Indefinite

6/31/SO

Indefinite

6/81/89

Indefinite

6/31/01

Indefinite

6/11/90

Indefinite

Export Privileges AfTeetr

General and validated licensea, all commoditiea.
any destination, alao cxporta to Canada.

Set: Digital Resource*. Ltd.

See: Goldman. Eliaba.

General and validated licenaea, all eommodltlefl.
any destination, aUo exports to Canada.

See: Spawr, Francis A. and Walter J.

General and validated licenses, all eommoditiee to
Country Groups Q. W. V and Z: and validated
licenaee, all commodities, any destination in 
cluding Canada.

Genera) and validated licenses, all commodities u>
Country Groups Q, W, Y and Z. and vslidaMd

eluding Canada.

General and validated licenaea, a!] commoditicv,
any destination, alao exporta to Canada.

Srt: Gallart, Carlos Mira

any destination.

Genera] and validated licena«a. all commoditlaa.
any deatination, alao export* to Canada.

Stt: Poaacbl, Otlo.

General and validated licenaes, all commodities,
any deatination, alao export* to r *da.

See : Mueller, Richard

Genera) and validated licenaea; all commoditiea.
any deatination, alao exporta to Canada.

General and validated licensee, all commoditiea
any deatination, alao export* to Canada.

Ses: Datatec Ltd.

Federal Reglater 
Citation

47 F.R. 4I10S-
4S106

J/SO/S1

42 F.R. 61620
ll/«/17

( F.R. 1476*-
147S7

8/2/81

6 F.R. 14764).
14767

/2/81

16 FR !(>60-
35V51

 /IS/81

46 FR SHiO-
35951 

7/1S/81

47 F.R. 4(87t-
46^77

1C/21/82

4i F.R. 104(7
,/6/»0

46 F.R. 11290-
19291

1/80/81

46 F.R. 1(290-
19291

1/80/81

46 F.R. 44801
1/8/81

<5 F.R. (4118
1/14/80

<S F.R. 80676
6/10/81

J»nutr> 23, 1983 EAB 224 Export Adminittration Rearulatioru
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Supplement No, 1 to Part 388 ADDENDUM—pife 1 Denial Order.

Lilted below in tbii Addendum are ordcri inued by the Office of Export Administration which add 
namei of persona or Arms lubject to denial orders.

•Addtlioiu

Name and Addreei

Aeriotechnlca (Pte) Ltd.
and Claypro (Pte) Ltd.

Suite 101. ith Floor
Colombo Court
and
IE Dyeon Road
Singapore

Almorl, Robert
t/k/a Matburln Almorl
and Bernard Almorl
71001 ParU, France

Technics. S.A.

Chen. Dr. Cunt
d/b/a
Eaton and Klnfft Corp.
ENK Corp.
!«  Oak Street
Waetwood, afjuaachuaetti

C.I.S.

Claypro (Pu) Ltd.
end Aeriotachnica (Pte) Lt4.

Suit* 404. itb. Floor
Colombo Court
a»d
4E Dyeon Road
Singapore

Computer Information Sysuraa
a/k/a C.I.S.
P.O. Box KIZ10
Loe Antilei. California

Computer and Teet Smame

Conicom
Orly Fret «1
14191 Orly Airport
Cedex. and
W Rue La FayfUt
Paris. France

Dldat, Jean
c. o Conicom

Orly Fret HI
S4iM Orly Airport
Cedex. France

d'Ormitny. Mlch.1 DanUI
22201 North Mth Place
Scottadale. Arlsone

Effective 
Dau

4/11/M

4/1/11

S'll/ll

I/2I/U

1/11/13

2/11/11

i/il/M

4'E/II

4/5/11

4/s/U

Data

1/11/01

Indeftnlu

Indefinite

Indennlu

S "11/01

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Export PrlrUefol Affected

Central and validated llaeues. all commodities.
any destination, also exports u Canada.

Ses: Kwlk, Richard

Genual and valMatad llcansee. all commodities,
any destination, also export* to Canada.

See: d'Ormimy, Mlchel Daniel

Genera] and Talidatad licensee, all commodities
any destination, also exports to Canada.

S-. Louakr. Joseph: Maw. Suaanna: Randln.
F-.A.

5««: Halemann. Dlerk

Graeral and nlldated licensee, all eomnwdltles.
any destination, also exports to Canada.

See: X»lk, Richard

General and Talidatad licenses, all coauBodttles.
any destination, also exports to Canada.

See: Batemann. Dierk: Lambert, Robert 3.

See: Lambart, Robert J.

General and nlldaud licenses, all oommadltiei.
any deetinalion, alao exports to Canada.

See: Almori. Robert; Didat. Jean

General ana validated licensee, all commodities.
any dearination, alao exports to Caaada.

SOT: Alinorl. Robert

Genera] sod validated licenses, all commodities,
any destination, also exports to Csnada.

See: Almori. Robert

Federal Revwur 
Clutfem

47 FJL 1*401.
11404

4 /It/If
41 F.R. !Uf
4/ll/U

49 F.R. Ulia.
1MII

4/ii/n

41 F.R. l!47t.
114M

»/ 11/13

41 F.R. 101 oa-
10101  

S/10/U
41 FJL M7I4.
i/l/U

4? F.R. IMoa-
11404

4/ll/U
4B F.R. 1US1
4/ll/U

41 F.R. lOloa-
101M

a/io/u
4« F.R. l*T»4

41 FJL I01M-
lOlOt

1/10/U
41 F.R. MTM
o/«/U

41 F.R. lllls-
1IIM

4/ii/n

41 F.R. UlSt-
1(114

4/19/U

4S F.R. 18l!i-
1IIW

4/ll/U

Export Adminiitration R«rulatioiu EAB 226 May 20, 1983



138

Supplement No. 1 lo Part 388 ADDENDUM p.gt 2 Denial Ordert

Addition, ontinurd

Name and Address

EMC Corporation

Eaton and Klni Corp-

Eler Cnrineerins, S.A.
a/k/a Eler, S.A.

P.C. Box 201
CH-1401 Yverdon
and
CH-1040 Ecballens, Switzerland

Eler, S.A.

Export AaaUtance Bervicea
>(71 Via C.reaa
Yorba Linda, California

Farb et Cie 
4 Boulevard Voltaire 
Paris. France

FAVAG, S.A.

Goidtarb. Marcel
a/k/a Marcel U Fevre
and Gerard Le Fevre
71 Avenue du Commandant Baree
and
4 Boulevard Voltaire
Park, France

Farb et Cle

Eedra Establishment
Caaa Poatale 741
1S01 Genera. Switzerland
Foetfaeh 4«
14*0 Vadua Uocbtanatein

Hmrasnaan. Dierk
d/b/a Unl-DaU World

Traaaport Corporation
110 Standard Street
El Set-undo. California

C.I.S.
Computer Information Systems
Unl-DaU Systems
Vnl-Data World O«**n

Transpon. Inc.
Ur.f-Data Custom* Brokers, Inc.
Unl-Data Transport, Ltd.

intereo-Eaercla, Inc.
1441ft North 79rd Street
Scotladale, Arlaona

Intmo-Technlca, Ltd.
14415 North 73rd Street
ScottadaJe. Ariacma

Effective
Data

I/ 11 /It

I/ll/M

l/ll/ll

I/ll/ll

I/H/81

4/1/89

l/ll/ll

4/S/8I

4/l/U

J/I8/8I

4/t/M

4/S/8!

i

Expiration 
Date

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

indefinite

Export Privlletn ' fTected

5««. Cben. Dr. Etanff

Stt: Cben. Dr. Etanav

General and validated lieenaeja, all commodities.
any destination, alao exporta to Canada.

Stt: Louaky. Joseph; Idaas, Susanna

Stt: Eler Engineering, E.A.

General and validated licenaea, all eommoditlea.
any destination, also exporta to Canada.

Stt: Lambert, Robert J.

  ny destination, also exports to Canada. 
S.c Goldfarb, Marcel

General and validated licenses, a]] eommoditlea.
any destination, alao exporta to Canada.

Sit Randln, P. A.

General and validated licensee, all oommodltlea.
any destination, alao exporta to Canada.

Stt: Almorl. Robert

General and validated licenaaa. all eomttodttJai,
any dcatination, alao exporta to Canada.

Stt: Almorl, Robert

General and validated lice/.iaaa, all eomsoodltJea,
any destination, alao exporta to Canada.

Stt Lambert. Robert J.; Keaaler; Albert Frana

General and validated licensee, all commodities.
any deatlnstion, also exporta to Canada.

Stt: Alraoh. Robert; Tecbnica, Ltd.

General and validated licensee, all eonnoditiea.
any destination, alao export* to Canada.

Src. Almori, Robert. Technlca, Ltd.

Federal Reilatir 
Citation

48 F.R. 1147>-

I/ll/M

41 F.R. 11471-
11480

I/ll/M

41 F.R. 11471.
U4IO

l/ll/ll

41 F.R. 11471-
11410

I/ll/M

41 F.R. 10108-
10101

1/10/U
41 F.R. i01S4

it F.R. 1MI6-

4/ll/U

48 F.R. 11471-
11480

1/18/81

41 F.R. lltla-
1IMI

4/ll/U

41 F.H. 1MU-
lalll

4/ll/U

48 F.R. 101M.
101M

1/10/U
48 r.R. I07H
l/l/u

41 F.R. UIU-
U»>4

4/ll/U

48 F.R. ISMS-
Ulll

4/ll/U

M.y 20. 1983 EAB 226 Export Adniiniiirclion RcfnUtioni
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Addition*—Continued

Denial Order*

Name and Addreee

Keailer, Albert Frana
SO Kennel Street
1100 Ttuvrfl. Sv/ttaerland

Lambert. Robert J.
d/b/a
Computer and Teat Syeteme
Mil Via Cereaa
Yorba Uad«, CalUornla

Export AaalaUnn Serrloai
Warner Trading Corporation

Lambert. Margaret
M71 Via Cereoa
Yorba Linda. California

Louiky. Joaeph
d,1>/a
Eler Engineering, S.A.
81 Moiarl Avenue
Parit. Frarce

Le Fevre, Marcel
a/k/a Gerard Le Frrre

Tl Avenue du Commandant Bare*
and
4 Boulevard Voltaire
Paria, Franee

Maac, Suaanna
Mauter
Eler Engineering. 8.A.
P.O. Box Idt
CH-140I Yverdoa, Swltaerland

Popontek, reUx-Conetantlne S.
Ill Allee de la Pottle. Geaete
HIM Git-Sor Tvette, France

Randln. P.A.
Favai. S_A.
Monnu 14
CH-IOOO Nrackatel 1, Switaerland

Tecknlea. Ltd.
14411 Monk TIM Street
Scottadate, Ariaana

Intereo-Eoergta, lac.
Intereo-Tecanlaa, Ltd.
Teletrau ladoitrioa, Ltd.
Ur-ited Equipment Reeoureea. Ltd.
V.. .. Energy Reaourcea, Ltd.

Tecknlea, S A.
JO-11 Xuc 8t Domlnlque
TIOOI Peril. France

Telftrana Induetriee. Inc.
1441S North Tim Street
Soottadale. Ariaona

U.S. Energy Reaourcea, Ltd.
H41S Xortk Tird Street
Scotudale. Ariaona

Effective 
Da'a

S/SI/M

S/II/M

I/SI/M

l/ll/IU

4/l/M

l/ll/M

4/l/M

l/ll/M

4/l/M

4/l/M

4/l/M

4/l/M

Expiration 
Date

Indefinite

Indenalte

Indefinite

Indenalte

Indenalte

Indefinite

Indenalte

Indefinite

Indefinite

Indefinite

Indefinite

Indefinite

Fjiport Privilege! Affected

General and validated llcenaee. all oommedltlei.
any daatinetion, alee exporta to Canada.

See: Lambert, Robert J.: Haaemeao. Lrterk

General and validated llcenaea, all commodities
any deetlnation, alao exporta to Canada.

See: Bagemann. Dlerk; Keealer. Albert Fraai

General and validated lleenaee, all oommodltiee,
any deatinatlon, alao exporta to Canada.

See: Lambert, Robert J.

General and validated licenaea, all oommodltiee,
any deatinatlon, aleo exporte to Canada.

See: Chen, Dr. Etang: Maaa, Suaanna

Sec: Goldfarb. Marce:

General and validated Itconn, all eommodltiee.
any deetlnation, aleo exporta to Canada.

Sec: Chen. Dr. Etang; Lonaky, Joeepk

See: Abvort, Robert

General and validated lleeneea, all oaeamocHtiee.
any deatinatlon, alee exporta to Canada.

See: Chen, Dr. Etaag

General and validated lleeneea, all eonmodlttea.
any deatlnatloa, abo experta la Canada.

See: d'Onnlgny Mlckel Daniel; Almorl, Robert

General and validated Itonuaa, all conmodltiea.
eny deetination, alao exporta to Canada.

See. Aimori. Robert

General and validated lleeoaea. all eommodltiea,
any deatinatloa, aleo experta u> Canada.

See: Tecknlea, Ltd.

General and validated llcenaea, all eommodltiea,
any deatination, abjo exporta to Canada.

.fee: Tecbnlea. Ltd.

Federal RecUter 
Clutlon

41 F.R. 10101.
10101

1/10/M

I/I/U

41 FJt. 10101.
101 01

1/10/U
41 F.R. S07I«
I/I/U

41 F.R. 10101-
I01H

1/10/M
41 F.R. SOTI4
l/l/ll

41 F.R. 114TI.
1UIO

l/ll/ll

41 F.R. 1HU-
lllll

4/ll/M

41 F.R. 11471-
11410

t/ll/M

41 F.R. HIM.
HIM

4/ll/U

44 FJt. 11411.
li4M

l/ll/M

41 F.R. lltlf.
HIM

4/ii/M

41 r.R. Hill.
ll»l«

4/ll/M

41 F.R- 2IIU-
11111

4/ll/M

41 F.R. HIM.
ISIJ4

4/ll/M

Export Adminittration Reffulaliona E.'.B 226 Mav 20, 1983
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Addition*—Continued

DenUI Order*

Name and Addrc*i
Eff«tivt 

DftUr
Expiration

Expon
Federal Ref/iiter 

Ciution

Unl'DmU Cuitoraa 
Broken, Inc.

Unl-D.ta. Sr.t.D-1
P.O. Box ttatO
Loa Angelei. California

Uni'DaU Transport Ltd. 
London. Cnfland and 
Zurich, S**ltt«rl«nd

Unl-D.u World Ocean 
Trf-naport Corp.

United Enuipmcnt Retourcci. Ltd. 
144K North 73rd Street

Wirner Trtdin* Corporation
IC71 Vi> Ctre>»
YorbM Llndi, C*lifomi«

2/28/83

4/5 'S3 | Indefinite

Set: HtF*ro»nn. DierX; L*mbert, Robert J.

n, Di«rk; L*mb*rt, Robert J.

Set: Harcmann. Dierk; Lambrrt. Robert J

Str Uagemann, Dierk. Lambert, Robert J.

Genera! tr.d validated licence!, all ermmcMlitiet.
any dntination, alao exportl to Canada. 

See: Tecbnica. Ltd.

Genera! and validated Itceniel, all commodi'Jei.
any deitination, alao exporu to Canada. 

See. Lambert. Robert J.

46 F.R. lO'.Of- 
13109

a/io. si
48 F.R. 20784

4( F.R. 10IC8-
1010* 

» 10 8! 
48 F.R. J0784

48 F.R. 10108-
10101 

1/10/S3 
4J F.R. Z07S4

4* F.R. lOlOf.
1010» 

>. 10/83 
4t F.R. 207S4 
5 9,«>

48 F.R. :im-
15«36 

« IS 83

4( F.R. lOlOf.
10109 

I/10/M 
4E F.R. 10784

M«) 20, 1983 UB 226 Expon Adminiolrdion Repulitiont
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Denial Order* (Geographical) Snppiement No. 2 to Part 3&J—p*ff« 1

GEOGRAPHICAL LISTDVG OF PARTIES SUBJECT TO DENIAL ORDERS

The following geographical listing; of parties subject to denial orders if furnished solely as a convenience 
to the users of the TaMe of Denial Orders Currently in Effect (Supp. No. 1 to Part 388). This list is not a 
substitute for the complete Table. For information concerning parties vho are subject to denial orders the 
complete Table should be consulted.

Export Administration EAB 224 Jinuarr 25, 1983

27-827 0-84-10
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Supplement No. 2 lo Part 388— pafe 2 Denial Order* (Geographical)

AUSTRIA

AFD Akftdttnie fur Datenv«rir-
beftunv a.V.

VUana

Ar»o WartnbandelteaclUcbaft 
Vienna

"AuatU" ChemomeiaO 
Warenhandelsieaellschaft 

"Auatli" WcrenhandeUceaelleetkaH
Vienna VI

Electronic E)ektror>iacbe
BauekmenU GtntH

Vienna

Goldfband, Olio
Vienna VI

Haariem University
Vienna

Inform* Conputerwerbuni und
Demoakop>t

Vienna

Inititute of Advanced Tech 
nology and Uioitchnolor>.
Haarlem University

Vienna

1KI Inttitut fur Rationa))n«r- 
nnt und Jnfonnalik GmLH 

VUnna

Jokllk, Otto F.. tradini ai 
Institute of Advanced Tech 
nology and Biotechnology, 
Haariem University

Vienna

Lorcct Computer GmbH
Vlanaa

Loreni DileDterviee GmbH 
Vienna

Lortni EDV-SyaUme-Zubehor- 
Baumauaatauunt GmbH

Lcrent EDV-Uniernehmensberat- 
unt 

Vienna

Lermi, Peter
Vienna

Maticnauer, Hana Otto
Vienna

Mercator GmbH 
Vienna

Pottrhl. Otto 
Vienna XIX

Stbneemann, Ulricb 
Kkwternruberf

Te«Ua Investment Corporation
Vienna

BELGIUM

GilUy, Raymond L. 
1060, Bruaaeia

CANADA

Plrani, Amia 
Vancouver B.C.

Plrmnl. Bad 
Toronto. Ontario iUYlSS

D«\ imy Tasl-Lab
Montreal

Virat. PeUr C.
Montreal

ENGLAND

DaUlec Ltd. 
Dorset

Grrenup. Alfred P.
Mancheuer. HM9HM

Grrcnup Scientific 
(International) Ltd,
Manchester. HI38KN

Stmmoni, Alan C.T.

Williami, Byron
Dorset

WllUimton. Bryan V.
  ,'k'a Byron Williama
Dorset

FRANCE
Leeoq, Yvon 
Containing mr Arve (W)

Hijai:, Uubamned All, 
a k-a All M, Hijati

Haute Savofe

CERMAJVY, FEDERAL 
REPUBLIC OF

ADT Anak; und Dicita) Tecbnik

AFD A^adentie fur Datenvermr*
bvitunt " V. 

Stuticart, Frankfurt. Munich.
and Uusaaidorf

Bordin. Emilio T. 
Lotrracb

Brand, Cbriatopb t
t r«.nkf un 

Bruebhauscn, Wanter J.
KledeneaOB

TabHk fur FatnoMcbaalfc
L'nd ApparatabMu 

Scbwanwald
Hermann. Paul, tradiof u
Frbrik fur Feinmacbanik 

und ApparatabMu 
Schwa rzwatd
Inform* CompuUrwerbuna; und 

Demotkopie 
Stutican, Irankfurt, Munich.

and DuaaeJddrf 

Inf. Dietmar Ulrichabofer
Vertrieba

Bad ReichenhaU

IR! Inititut fur Rational ialer-
ung und Infomatik GmbH 

fituutan, Frankfurt, Munich,
and Du*MJdorf

Lortni Computer GmbH 
Stuttfart, Frankfurt, Munich,
and Du»i*ldorf

Loreni Datenaervlce GmbH 
Stuttgart. Frankfurt. Munich,

and DusMldorf

Raumauatuttuna; GrobH
SlutVan. Frankfurt, Munich,

and Duutldorf

btratuni

&nd DuMtldorf

Lor»ni, Prlrr

and Dui^*:corf 

Mrrottor GmbH
St.ugc-t. Frankfurt, MurJcb, 

and Duucldorf

Mutller. Rirh.rd
Jnteberir-W lcdenhof

Pete. Guitav Dieter
Trier 55

Ttthma GmbH
Duweldorf

GREECE

Dirit»l Knource?. Inc
Pneai

Simmoni, Alan C.T.
Pirrai

ISRAEL

B.C.R. Electronic*, Ltd.
R*mat Can

Eicel Induttrfe* 
H...V T>; AMV 
an<i R*m»i Haibaron

Goldman. Elliha 
Ramat Can

Helkot. Ltd.
Tal AT IT

Kelmer. Jacob
Haifa. Tel Aviv 
and Ramat Haabaron

Ma ten -Goldman Entrrpriaea, Ltd.
Ramat Can

Metal Mitai Worki. Ltd. 
Ramat Can

Meraaon Ei*ctrontei Ltd- 
Ramat Can

Solo&e«aJ
Tel Arlv

LIBYA

Hiiasi. Muhammed AH.
a/k/a AH M. Hijazi 

Tripoli

United Afri'an Airlines 
Tripoli

LIECHTENSTEIN

Memitro Anil.lt t
a/k/'a Uemlsco
Vadut

LL'XEMBOL'RC

Greenlfne Avimtion 
Luxembourf

United African Airlinm
Luxrmbourr

MALTA
L'niled African Airline*

t Malta Airport

NETHERLANDS

ni- tut* of Ad\*ne*d Tecb-

Haarltrm Univ«r»ity 
laarjnr

Joklik. Otto F.. tradtnr aa 
Inititute of Advanced T«h- 
noloar>' end Biotechnology. 
HaarJcm Univ«r»lty

lacrltm

PAKISTAN
.lir. Sarfrai A.

'

S.J Ent*rpri»e*
il«mabe.d. Karmrbi. Labor* 

K S. and Anoclatas
lilamab«d

REPUBLIC OF
SEYCHELLES

Victoria

SINGAPORE
Jamaon Aviation aid 

Spare* (Ptt) Ltd.
Svietar Airfield
Kwjk, 'Richard 
ik a Skint Hian Kvik 
S»letar Aline'd

SOLTH AFRICA,
REPUBLIC OF

Gahaa;»n, K.J.E.. CaptaJa 
Johanneaburr

Rotavm (Ply.) Ltd. 
Johanneabart 

Tayhn-, Joan P.
Durban. Noitb 4001

Tavk»r Enter priaea 
Durban, Son.h 4001

SPAIN
Commercial, R.M.S.. &JL.
BarccJont

Gallan, Carloa Mira 
Barcckica and Tarrmtona
Maarrtrtoflux. S-A, 
Barceloaa

Mira. Carlo*
Barcelona and Tarraa&na 

Nobl«-M«nbinicl., Pedro
Barcalona

Ficaw
Madrid

Fi«lM GropO'PlbaT 
Barcelona
Fiber Semi tend ucto res. &.A.
GranaQen (Bare«taaa)

Piher.^R.A.

Fiber S«r^oa Centralaa. SJL
barceloca
Fiber Navarra, F.A. 
Tudela

Suin, S.A.
Barrelora and Tvrrarona

J«nuirv 25, 1983 EAB Z24 Export Admiiiiftraiion
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SVTEDEM

JIB Nlaamo Elelitronlk, A-B. 
Malmo

NlMmo Elektronlk
Malmo

Nitemo. Jim A. 
MelBo

SWITZERLAND
Eggellng. Frmna
Zurich

Gcpaco, 8.A. 
Geneva

Haber, Hem»nn AociMt
Zurich

Hljaai. Muhammed All
a/k a All it. Hijaii 

Geneva

Mucller. Richard, trading aa
Scmitronik AC. S A. and 
Treuhand t Pevniongoielllcbaft 
Zug

Oklne, ». A. 
Zurich

Scnappl. Harrv-Erich 
Geneva

Semitronlk AC, S.A.
Zuf

Tretiband * Revialonnaellach>lt

ZIMBABWE

Gabagan. K.J.E.. Cutaii
Greendale, Saliaburr < Harare)

KoUvIa (Pti.) Ltd. 
Gre«Ddale. Salisbury (Hararv)

UNITED STATES

Californii
Dorn. Sablna
a/k/a Sablna Dom Tittal 
Rancbo Paloa Verdwa

Lot Altoi HI ill

liaiuu, Anatoil T.M. 
a/k/a Tony Xeti
P^dondo Beath

McU. Toar 
a/k/a Anatotl T.M. MaluU 
R«londo Beach

Spaw-r. Fr»nee* A. 
Spew,. Walter J.
Corona

Spawr Optical Reaearcb. Inc. 
Corona

Star.k, Gerald kl. t
Saratoga

Story. Carl E. t
Cupertino

Title]. Sabina Dora
a k a Sabfna Dorn 
Rancho Palo* Verdea

Illinou

Pibtr InUraatloBaJ Corp. 
Arlington heigbu

Plber Internationa] Corp.
Chicago

New York

Goldbert. Alfred A. 
New York

Goret Corporation, Inc.
New York 

ITL Corporation. Inc.
New York

International Affillalea Co.. Inc.
New York

Ir.ter'Tronict Co.. Inc.
New York

Neticnal'Tronie* Conpanv 
New York

t Subject to ctrinn mpcrt Tr»uirtioni. (5*?« Supplcnvni No. 1 to P.rt 188 for detail!.) 

Expo-1 Admini^tmtion RrputMlion* EAB 224 J.muin 25, 1983
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ADDENDUM—p«i« 1 Denial Order* (Geographic*!)

Listed below in thij Addendum «r« orders iiiued by the Office of Export A,dminiitr«tion which add 
names of persons or Arms subjtct to denial orders.

•Mddilioru

ENGLAND

Uoi-Data Transport. Ltd. 
London

FRANCE
AJmorl. Robert 
Ptrli

Cortleom 
Cede* and Perli

Dui.t. Joan 
Cede«
EJer Cnrinc«rinf. S.A. 
P.rii

Eler. S.A. 
P.rU

Fart tt Ci« 
P.rl.

Popovitch. FellX'Conilantinr. S. 
Gif-Sur Yv»ttt

SoMt.rb, M.rc.i 
Ptris

Lou»kr. Jo*«pb 
P.rii

L. r.vr,. Mirnl
t/k/ft G«rard L« F*vr< 

P«rU

Ttcbalu, S.A. 
P.rt.

LIECHTENSTEIN

SINGAPORE

Slnfftpor*

Q*ypre (Pu) Ltd. 
Slnr*por«

SWITZERLAND

Eler Enemeerini, S.A. 
Yverdon and Echallen*

Cltr. S.A.
Yverdon aad Echalteni

Favaf. S.A. 
Keucbatel

Hedra Eitabllibment 
Geneva

Keeilcr. Albert Franc
Tba«il

Maaji, Sutanna 
Yverdon

Unl-D»u Tnniport, Ltd. 
Zorttb

UMTED STATES 

Arizona
. Mltb«l DinM 

St tt«Uli

InUrwXDtrfflft, Inc.

Intorco-T«bai«a. Ltd. 
Scottd*!*

Ticbalu. Ltd.

duatri**. lac.

Uniud E4ulc-n*nt R««urc«i. Ltd. 
Scottidalt

U.S. Encrtr Rwourcw. Lt4. 
ScotUda>«

Cilifornu
C.I.S. 
U» A

CotBDuMr laforma 
ualK

aur and Tmt

Tort. LiaiU

HunuDa. Olirk 
XI Stnacto

. Rctan J. 
Yorba Llndl

LoBbnt. KanirM 
Yoroa Linda
Uoi>Data Cuitonu Broken. Inc.

Uoi'Dau SrvUeaa 
Loa Awalta
Urtl-Data ^Terld Ocean Tran.p«n Corporatian 
El Serundo

Unl-Uata World Transport Corp. 
El S«fundo

Warner Trading Corporation 
Yorba Linda

Maatachuadu
Chan. Dr. Etani 
W««t«oo4

Eaton tod Klnr Corp. 
Weatwood

EKK Corporation 
W«atwood

Export Administration Refulationi EAB 226 Mar 20, 1903
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Mr. HUTTO. Mr. Courier.
Mr. COURTER. Thank you, Mr. Chairman. I appreciate your state 

ment, Mr. Wu. I am no expert in the proposed legislation, H.R. 
3231; I assume you are not either. This is legislation proposed by 
Congressman Bpnker and others. Under the section entitled "En 
forcement," which is germane to your testimony as well page 5 of 
the bill as printed the bill says, "The Secretary may designate 
any officer or employee of the Department of Commerce to do the 
following in carrying out enforcement authority under the Act: 
Make arrests without a warrant," and sc on. There is a whole 
number of things that are given *o the Department of Commerce to 
do.

I do not see anything in here that gives that same authority to 
Customs. In your opinion, since you feel, as some of us do, that 
Commerce and Customs at least under the act so far must work 
together, do you feel that this is an unfortunate oversight in the 
Bonker bill, not giving Customs the same authority when it comes 
to arrest and so on as it does to Commerce?

Mr. Wu. Mr. Courter, my own understanding of the genesis for 
that provision is that it is not one of intended denial, because the 
Customs Service already has the police powers necessary to do 
their job. By not mentioning that but specifically mentioning the 
Commerce Department export control people, it empowers the 
Commerce Department export control enforcement personnel with 
the needed police powers to do their job. The Commerce Depart 
ment export enforcement special agents do not have those needed 
basic police powers now.

Mr. COURTER. Yes. I appreciate your comments on that. I have at 
this time, Mr. Chairman, no further questions.

Mr. Wu. I hope I was responsive to your question.
Mr. COURTER. Yes, you responded to my question. But that was 

not the testimony that I heard from Customs. I heard you saying 
one thing and their saying another. That is my only concern.

Mr. Wu. I am only stating my understanding of the genesis of 
that proposed provision. It is not intended to take away what they 
already have.

Mr. COURTER. Maybe I will not yield the balance of my time. I 
have another area of inquiry.

I think you indicated you have about 43 to 45 people in the field?
Mr. Wu. Yes.
Mr. COURTER. Are you, in one sense, satisfied with that? It seems 

to me that the field all of the ports of embarkation and so on is 
the area where the Commerce Department has the experience and 
expertise. In other words, they are the dragnet in the field, and you 
are the ones who have a different type of expertise. Are you in one 
sense, although not saying so directly, suggesting that the liaison is 
either well with Commerce or that you wculd like to have more 
people in the field? Where do you come down on that? Or fewer? 
Maybe they should be the field, and you should be the office 
people?

Mr. Wu. No. As I said earlier, I believe that in the investigative 
aspect, as well as other enforcement activities relating to effective 
strategic export control, both agencies have a correct and pro- er 
role to play. They can significantly and meaningfully make convri-
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buttons. As far as manpower for the Office of Export Enforcement, 
my department, is concerned, I personally do not believe that my 
present manpower strength is sufficient.

Mr. COURTER. It seems to me that sufficient manpower strength 
is basically what you have in the Customs agency. You are talking 
about 40, 35, 60, 100, 200. That seems woefully inadequate for field 
enforcement. It seems to me that you are going to need over 1,000.

Mr. Wu. I would not go that way at this point in time. As I men 
tioned earlier, strategic export control enforcement, notwithstand 
ing the fact that export controls have been in the regulations, the 
actual enforcement is relatively a new discipline because the na 
tional emphasis just has not been placed in that direction until the 
current administration's placing high priority in that regard. But 
as far as the number is concerned, our investigative emphasis is 
not identical to the Customs Service's. As I said earlier, one equal 
izer that we have is that we are a focused single-mission force. We 
direct our investigative or strike resources according to our inter 
pretation, analysis, study, and application of trade as well as na 
tional security intelligence. We try to direct our resources for two 
basic purposes, denial that is, the interdiction or the abortion of 
illegal export activities in the making and the other one is really 
punitive enforcement. We enforce no other laws.

Mr. COURTER. You say that is an advantage that you have. 
Maybe in the pure sense it is, but I do not know whether that is 
necessarily good. I do not know whether I want to have a lot of 
people in the field that are just concerned about one area of crimi 
nal law. If someone is in the field working for Commerce, in your 
agency, and they see drug smuggling going on, they have to close 
their eyes to it, is that correct, u they are concerned and have sole 
jurisdiction in just one particular area?

Mr. Wy. We have a number of agencies that are very actively 
involved in narcotics interdiction and enforcement right now.

Mr. COURTER. You said that it is a great advantage to have some 
of your people within your agency, in the enforcement area, solely 
involved in the export of critical technology. In one sense, maybe 
that is an advantage. But viewing it from another area, it is per 
haps a disadvantage.

Mr. Wu. I do not see it that way, with due respect to Congress. 
We have done it. If we come across intelligence on violations of law 
that are not within our enforcement jurisdiction, we refer them to 
the agencies that are properly charged to enforce those laws. In 
that sense, we minimize the duplication of effort and doubling re 
sources.

As far as the numbers are concerned, I really believe that what 
is enough depends on who you talk to. I believe that this area 
needs continuous study and examination, but I can tell you this, 
that 45 export control enforcement special agents is not enough.

Mr. COURTER. Thank you.
Mr. HUTTO. Mr. Kramer.
Mr. KRAMER. Thank you, Mr. Chairman. I would like to ask staff 

if they might be able to prepare for us and I do this with some 
trepidation in producing documents some flow chart that people 
in Congress can understand that would show the role that the var 
ious agencies play in this entire process, either in licensing or in
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enforcement, and how each of these agencies might interact in the 
entire process on the private sector. This is so that we might, in 
one place, proceed on the assumption that a picture is worth 1,000 
words and see where the overlap and the duplication is.

Mr. HUTTO. I think Mr. Chase has a response.
Mr. CHASE. I am trying to do that now. It is turning out to be a 

real worm chart. When I ask some of the organizations, specifically 
the Department of Defense, to help me on it, they throw up their 
hands and say it is really a 2 or 3-week effort. But I am trying to 
do that.

Mr. KRAMER. Good. That would be helpful.
Do you have any suggested changes in the law that would not 

necessarily involve additional people and additional money and ad 
ditional inspectors? In other words, I get the impression and I am 
already searching for a simplification because of my lack of ability 
to comprehend so many of these things. Are those duplicative of 
the same work that is already being done somewhere else? In other 
words, are you asking for duplicative powers that an agency al 
ready holds somewhere?

Mr. Wu. No. For example, like the expansion of the forfeiture, to 
my knowledge the denial of export privileges to parties convicted of 
a national security control law, not related to export administra 
tion, is not presently available. Further, the denial of the right to 
export to the United States by a party found to have violated the 
national security export control law is not presently available.

Mr. KRAMER. In no forum?
Mr. Wu. That is correct. And making conspiracy or attempt to 

illegally export a statutory crime, as opposed to a crime against 
export control regulations as incorporated by the current Export 
Administration Act, by placing the weight of Congress behind it 
would underscore the Nation's emphasis on the importance of this 
particular discipline. That is one of the reasons why we proposed 
that it be included in the Export Administration Act.

Mr. HUTTO. Mr. Wu, we hear you and others who come before 
our committee speak somewhat in glowing terms about what we 
are doing, and I do think a lot of effort is going into it. But are we 
really all that effective? What kind of an impact are we having on 
the so-called hemorrhaging of technology to the Soviet Union and 
other nations?

Mr. Wu. I personally would not have a crystal-clear answer for 
you, Mr. Chairman. I do not have that answer, and I do not know if 
anyone can authoritatively give you a reliable answer at this time. 
The Nation's export control enforcement efforts, as I said, have just 
been launched in the last 18 months or last 2 years, whereas the 
systematic and concerted efforts on the part of our potential adver 
saries to acquire our technological resources, those efforts have 
been launched years ago. I cannot give you a true gage as to how 
successful we are, but I do believe that both the Commissioner, as 
he testified earlier, and as I have stated to you, the efforts that our 
two agencies and then there are other agencies, namely the ~"r>T  
have all netted significant results in our national security law en 
forcement activities.

I can assure you, Mr. Chairman and the entire panel, that inter- 
agency coordination of allocation of resources and targeting of in-
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vestigative efforts has been my top priority. When I entered office, 
when I was invited back here and I moved here in July within a 
month, I had breakfast with the Customs Commissioner. I had 
lunch with various responsible levels of officials in the Treasury 
Department to resolve some of these differences we have. We 
should continue to go forward and be given the opportunity to 
work that out.

The message I want to leave here is that the challenge is so sig- 
njficant that coordinated efforts from all concerned agencies would 
be vital to effectively tackle the job.

Mr. HUTTO. Where are your 45 inspectors located?
Mr. Wu. I have criminal investigators in San Francisco who 

cover the northern California area, in Los Angeles, in New York  
and we have what you probably could call quick response flying 
squadrons, investigators coming out of the Washington area to 
cover areas that are not staffed by field offices. Those offices, espe 
cially the coastal offices, were strategically picked, mainly because 
of the Silicon Valley implications as well as the southern Califor 
nia implications, as far as illegal technology export is concerned, 
but also the Northeast area more and more. As we devote more 
manpower and resources to interdiction and uncovering leads, we 
find that the Northeast area is a very critical area for technology 
export. Also the Southern area now, I am told. Delegations of rep 
resentatives from Texas and the Southeast area have been calling 
and alerting me to various activities over there.

Mr. HUTTO. Is not it least a part of the friction between Customs 
and Commerce over ;he foreign investigations? Do you have inves 
tigators in foreign ports?

Mr. Wu. Currently, we have no criminal investigators stationed 
abroad. In terms of trade, intelligence, or information collection, 
we use the Foreign Commercial Service. They have great access to 
public publications and personal involvement with the business 
community. They can provide us with important information. We 
also have Economic Defense officers stationed abroad by the State 
Department, as well as other appropriate embassy personnel. They 
provide us with the information.

The conduct of criminal investigations on foreign soil is not all it 
is made out to be. Again, I am speaking from my limited exposure. 
I have dealt with Customs officials, as well as trade ministry offi 
cials and foreign ministry officials of no less than eight major 
CoCom partner countries and ;illied countries. They will allow you 
basically to do what they allow you to do. They are very jealous 
about their own territory, their own sovereignty, and we must re 
spect that. We at the Commerce Department deal through the 
trade ministry and the foreign ministry. I know many of the for 
eign customs agencies are part of the foreign trade ministries or 
the foreign offices.

Mr. HUTTO. Earlier, you mentioned that you get your leads from 
the private sector. Could you tell us how you got the lead on the 
Bruchhausen case, how that came about?

Mr. Wu. I do not think that is secret now. Many have been writ 
ing on it. Basically, we were involved in the Spawr investigation in 
early 1980, in the spring, when a Customs agent and a Commerce 
special agent were worklag with me in the Spawr Optical Research
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investigation. That related to the illegal diversion of high-energy 
CO-a laser optics to the Soviet Union. I remember receiving a call 
from one of the major manufacturers. In fact, the caller did not 
even want to talk to me. He named one particular Commerce 
agent apparently he had experience working out in the field and 
that is how the initial lead came in that prompted the Justice De 
partment's reaction, eliciting aggressive action by Customs and 
Commerce in this particular case, the Bruchhausen case. From 
there on, we elicited additional assistance, in terms of information 
and intelligence and trade transaction data, from the private 
sector, basically the manufacturers and freight forwarders.

Mr. HUTTO. Where was Mr. Bruchhausen at that point?
Was he in the United States?
Mr. Wu. My recollection is that Mr. Bruchhausen was in Europe, 

but during the early stage of our active investigation, he came to 
the United States. Both Commerce and Customs, under my coordi 
nation I was «till with the Justice Department in Los Angeles 
U.S. attorney's office then were trying to intercept him. We ex 
ecuted search warrants, but apparently somehow he was just about 
4 or 5 hours ahead of us. We did not get him.

Mr. HUTTO. Any further questions?
We may have some questions that we will present to you. We ap 

preciate very much your testimony and look forward to working 
with you.

Mr. Wu. It will be my pleasure, Mr. Chairman, if we can be of 
assistance in any way.

[The following questions were submitted to the witness to be an 
swered for the record:]

Question. The appropriate roles for Commerce and Customs is an issue in most 
discussions of Export Administration Act enforcement.

(a) How do the two agencies coordinate their respective efforts?
(b) In your view, would an agency independent of both Commerce and Customs 

provide a more effective operation?
(c) What is the Administration's position with regard to the appropriate location 

of the enforcement function?
Answer, (a) Currently, Commerce works closely with Customs' Operation Exodus 

program. Our role in Operation Exodus is narrow and well-defined: Commerce pro 
vides licensing information to Customs upon request after Customs inspectors detain 
an export shipment. We assess the information provided by the Customs Service and 
the exporter, and advise the Customs Service whether the shipment is seizable 
under Commerce's regulations.

Customs and Commerce's relationship is not the same in the investigative area. In 
March 1983, Deputy Assistant Secretary Wu wrote to Deputy Commissioner Corco- 
ran of Customs stating that there was an overlapping of investigations in many in 
stances. He therefore suggested that, in a spirit of cooperation, each agency ex 
change case lists with the other to avoid duplication of effort or jeopardizing each 
other s investigations. No formal reply was received from Customs headquarters ir. 
Washington. However, In June 1983, the special agent in charge of Commerce's Los 
Angeles enforcement field office received a letter from the special agent in charge of 
the U.S. Customs' San Pedro office suggesting a similar exchange of information. 
An ageement on exchange of information was reached between the two offices in 
July 1983, and a monthly exchange of information has taken place since then. Com 
merce's San Francisco enforcement field office also has a similar agreement with 
Customs' San Francisco field office.

Unfortunately, such agreements do not exist elsewhere between Commerce and 
Customs, which is harmful to the U.S. export control system. For example, Com 
merce has repeatedly urged Customs to notify us of their pending investigations as 
such investigations clearly impact upon Commerce's granting of export licenses; 
Commerce would not issue a license to any party which is under investigation. In a 
recent case, Commerce granted six validated export licenses to a firm which was
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under investigation by Customs. Had Customs notified Commerce of the investiga 
tion, the licenses would have been denied. It should be noted that, Commerce alone 
has the unique authority to temporarily deny the export privileges of an individual 
or company who is under investigation for possible violations of the Export Admin 
istration Ac*.

Commerce will continue efforts to draft a Memorandum of Understanding with 
Customs regarding appropriate coordination of information and enforcement respon 
sibilities.

(b) We do not believe that an agency independent of both Commerce and Customs 
would necessarily be more effective in enforcing U.S. strategic export controls be 
cause, up until the last few years, no administration had given export control en 
forcement the type of emphasis it currently has under the Reagan Administration. 
Therefore, no one else has the necessary experience to enforce strategic export con 
trols. Moreover, we believe that the agency with licensing responsibility must also 
have enforcement responsibility; effective licensing decisions must take into account 
enforcement-related information in order to prevent diversion schemes, and effec 
tive enforcement depends upon ready access to licensing technicians and daily li 
censing data.

(c) The Administration believes that the current allocation of responsibility is the 
formula for the most effective export control enforcement program: Commerce is in 
timately familiar with strategic export controls; Customs is intimately familiar with 
inspecting and processing cargo. Therefore, there is an important enforcement role 
for each agency.

Commerce also works closely with other agencies, such as Customs, the FBI and 
the intelligence community to utilize their particular expertise and experience. 
Indeed, the recognition of other agencies' particular areas of expertise was what 
prompted the Secretary of Commerce's original authorization, by regulation, to the 
U.S. Customs Service and U.S. Postmasters for inspection responsibilities and gener 
al authority to enforce the Export Administration Act. These two agencies were ex 
pressly selected not only because of their inspection expertise, but because they 
were already stationed at export channels and there was no need to duplicate their 
work by creating another inspection force.

Question. Mr. Wu, you indicated that the inspection program of Commerce result 
ed in 242 seizure" in fiscal year 1982 because of failure to obtain the required export 
license and 155 seizures in the first 8 months of fiscal year 1983. How many of the 
seizures were later cleared after the proper license had subsequently been obtained, 
and how many were determined to be deliberate attempts to circumvent the Export 
Administration Act?

Answer. First, let me clarify that I did not state that Commerce's inspection pro 
gram resulted in 155 seizures in the first 8 months of fiscal year 1983. Our records 
indicate that in the first nine months of fiscal year 1983, Commerce inspectors de 
tained 389 shipments, 178 of which resulted in seizures. This is an excellent 48.4 
percent seizure-to-detention ratio.

With respect to the number of seizures which are subsequently released to export 
ers following the posting of necessary bonds and obtaining required export licenses,

fallrecords indicate that approximately 99.4 percent fall into this category. That 
means that less than one percent result in criminal prosecution because of deliber 
ate attempts to circumvent U.S. export controls. These figures, which include Cus 
toms' seizures as well, underscore the fact that while cargo inspection is an impor 
tant spot-check mechanism, detention and seizure statistics alone do not reflect will 
ful violations of U.S. licensing requirements, nor do they indicate the number of il 
legal diversions of U.S. technology.

Question. Mr. Wu, you emphasized that the enforcement function be located in 
the same agency that is responsible for export licensing. Why do you believe this is 
important?

Answer. First, Commerce has historically had primary responsibility for enforce 
ment functions. In considering the current EAA's predecessor, the 1949 Export Con 
trol Act, the Investigations Subcommittee of the Senate Committee on Expenditures 
in the Executive Department and the Special Senate Committee to Study the Prob 
lems of Small Business conducted a joint investigation of the export control pro 
gram. The Investigations Subcommittee concluded that export enforcement and 
export licensing should reside in the same agency.

The Administration supports this finding upon which present law is based. The 
agency with licensing responsibility must also have enforcement responsibility; ef 
fective licensin^ decisions must take into account enforcement-related information 
in order to prevent diversion schemes; and effective enforcement depends upon 
ready access to licensing technicians and daily licensing data. Commerce's Office of
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Export Enforcement currently works hand-in-hand with Commerce's export licens 
ing side, sharing, analyzing and using intelligence, licensing and technical informa 
tion to implement U.S. export controls.

The historical relationship between the Office of Export Enforcement and the li 
censing divisions has resulted in the ability of Commerce enforcement personnel to 
develop basic technical understanding of controlled technologies and commodities. 
This, in turn, is conducive to enforcement actions which are in harmony with licens 
ing policy. Let me stress that this institutional knowledge has been built over many 
years and could not have been acquired were it not for the close physical proximity 
of the enforcement and licensing offices, and the daily on-going exchange of infor 
mation.

The two offices' interrelationship goes even further; the Office of Export Enforce 
ment's involvement in major export cases has resulted in Memoranda of Under 
standing between the U.S. and foreign governments which, in turn, established new 
U.S. licensing policy for exports to those countries. Thus, a given enforcement case 
can have substantial impact on our licensing policies with regard to a particular 
country.

Another important reason why the Office of Export Enforcement (OEE) should be 
located within Commerce is because OEE focuses exclusively on strategic export 
control enforcement and our enforcement approach is intelligence-based and geared 
toward the prevention of illegal exports or diversions to proscribed destinations. We 
have different tools to achieve this end, among them:

(1) Private Section Leads. Commerce's frequent contacts and established working 
rapport with the business section produces invaluable leads on potential or suspect 
ed violations. Most major export enforcement cases are built upon such information.

(2) Coordination of licensing with investigations. The interrelationship between 
the licensing and enforcement offices ensures coordination of licensing decisions 
with all on-going investigations. Such teamwork prevents inadvertent issuance of li 
censes to entities suspected of violating U.S. export controls.

Question. Mr. Wu, the resources manpower and dollars that you have available 
seem, intuitively, to be woefully inadequate if, in fact, we are faced with a "hem 
orrhage" of technology. How much of an impact do you think you are having on the 
total flow of technology to the Soviet Union.

Answer. This question is extremely difficult to answer primarily because the 
"hemorrhage" of technology to the USSR has never been quantified. Another un 
known factor is what percentage of technology transfer originates in this country. 
What we do know, based on intelligence analyses, is that the bulk of the technology 
leakage occurs in other countries. That is why the Reagan Administration's initial 
decision was to focus on the larger and more pressing issue of strengthening multi 
lateral COCOM controls. I might also add that the nation's export control enforce 
ment efforts have just been launched in the last two years; whereas the systematic 
and concerted efforts on the part of potential adversaries to acquire our technologi 
cal resources have been in effect for years. While I think that the resources and 
manpower allocated to Commerce's enforcement function should be increased, there 
are several points I would like to make:

(1) Commerce's enforcement resources have been substantially increased from 
past levels, and I anticipate they will continue to steadily grow.

(2) The growth of Commerce s Enforcement Office should be carfefully planned; 
there is no need to duplicate existing efforts. We currently utilize other agencies to 
help us with certain aspects of the overall enforcement effort: e.g., U.S. Customs for 
cargo inspection, FBI and U.S. Customs for investigations, and the intelligence com 
munity.

(3) We are desirous of maintaining a streamlined, ..-ghly efficient organization 
comprised, for the most part, of highly trained and experienced criminal investiga 
tors. Although all of our agents have completed, or will soon complete, necessary 
law enforcement, training, they will be additionally trained in Commerce's Oper 
ational Readiness Training Program, a program we have specifically designed, and 
which is unique to strategic export control enforcement. This program covers appro 
priate law enforcement and criminal judicial procedures, as well as strategic export 
control intelligence processing and application. This extensive, specialized in-house 
training effort will best train our agents for Commerce's specific enforcement ap 
proach: the prevention of illegal exports or diversions to proscribed destinations. We 
believe we can best achieve this goal through investigative efforts based on intelli 
gence leads. Commerce's investigative efforts are directed primarily against know 
ing and willful violators.

(4) We are starting to get very encouraging results from our enforcement pro 
gram. For example, our enhanced intelligence collection and analysis activity is un-
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covering in greater frequency, new sophisticated diversion networks such as pur 
chases by front organizations, third country nationals, and outright theft.

We have also increased the number of cases referred to the Department of Justice 
for criminal prosecution. The Office of Export Enforcement has participated in over 
54 cases which have been referred to Justice. Of these cases, 38 were referred to 
Justice by our agents alone during fiscal year 1983.

Question. Your current enforcement efforts the approach and the results are a 
function of the existing Export Administration Act. How would changes currently 
being proposed (by the Administration and by the House Foreign Affairs Commit 
tee) impact on your approach to enforcement, and how would the results be affect 
ed?

Answer. The Administration bill contains amendments to strengthen significantly 
enforcement of the Act. Specifically, the Administration proposal includes the estab 
lishment of new statutory crimes for conspiring to and attempting to violate the 
Export Administration Act. The Administration's proposal also contains a new 
criminal forfeiture provision. The addition of this provision will equip prosecutors 
with a valuable tool to reach the proceeds of illegal transactions. These amend 
ments, we believe will serve as a strong deterrent to potential violators, and will 
substantially enhance our enforcement efforts. The House Foreign Affairs Commit 
tee's bill, H.R. 3231, also contains these amendments in similar form.

The Administration bill further authorizes the President to impose import con 
trols on offenders of the national security provisions of the Act. This provision will 
also have a strong deterrent effect on potential violators.

The House bill, H.R. 3231, contains certain provisions which we believe would 
have a negative impact on U.S. export enforcement; specifically, it limits Customs' 
role to only cargo inspection, and further limits that role to preclude Custom' from 
performing random inspections. The Administration opposes these limitatir .is. We 
believe that the current allocation of responsibilities between Commerce and Cus 
toms is appropriate! Each agency has an appropriate role to play and a contribution 
to make in U.S. exports enforcement, and should continue to do so.

Although the Administration does not yet have a position on the other provisions 
of the House bill, such as granting law enforcer '.ent authorities to Commerce en 
forcement personnel, I believe that such authon. as would be complementary to our 
enforcement role. With such authorities, Commerce could move quickly when inves 
tigative situations so require, without being forced to request and then wait for as 
sistance from other agencies which have law enforcement authorities, but which are 
often unable to respond quickly to our requests, thereby putting Commerce investi 
gations and the safety of our agents in jeopardy.

Mr. HUTTO. We thank you very much. 
Panel stands adjourned.
[Whereupon, at 4:10 p.m., the panel adjourned, to reconvene at 

the call of the Chair.]
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HOUSE OF REPRESENTATIVES, 
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TECHNOLOGY TRANSFER PANEL, 
Washington, D.C., Thursday, June 23, 1983. 

The panel met, pursuant to call, at 2:08 p.m., in room 2212, Ray- 
burn House Office Building, Hon. Earl Hutto (chairman of the 
panel) presiding.

Mr. HUTTO. The panel will please come to order. 
The purpose of this meeting this afternoon is to receive further 

testimony from the Department of Defense regarding technology 
transfer. The witness today will focus on the technical aspects of 
the transfer of strategic technology from the Department's perspec 
tive.

We are pleased to have with us Mr. Talbot S. Lindstrom, Deputy 
Under Secretary of Defense for International Programs and Tech 
nology.

Mr. Lindstrom, welcome, and you may proceed in any fashion 
that you see fit.

STATEMENT OF TALBOT S. LINDSTROM, DEPUTY UNDER SECRE 
TARY FOR INTERNATIONAL PROGRAMS AND TECHNOLOGY, 
DEPARTMENT OF DEFENSE, ACCOMPANIED BY GERALD SULLI 
VAN, ASSISTANT DEPUTY SECRETARY FOR INTERNATIONAL 
PROGRAMS AND TECHNOLOGY, DEPARTMENT OF DEFENSE; 
AND DR. GREGORY DE SANTIS, ACTING DIRECTOR, EXPORT 
CONTROL OFFICE, DEPARTMENT OF DEFENSE

Mr. LINDSTROM. Thank you, Mr. Chairman. It is a great pleasure 
to be here. Before commencing, I just would like to introduce the 
two people with me from my staff. I have on my right Dr. Gregory 
DeSantis, who is the Acting Director of our Export Control Office. 
And en my left, my Assistant Deputy Under Secretary, Mr. Gerald 
Sullivan from the International Programs side.

And since we combine both the cooperative and the control func 
tions in our office, I thought that it would be appropriate for the 
committee if we get into areas that are specifically within their de 
tailed expertise, that I may refer to them.

Mr. HUTTO. We are glad to have you with us.
Mr. LINDSTROM. Thank you.
Mr. Chairman, and distinguished members of the subcommittee, 

it is a great pleasure for me to be here to contribute to your hear 
ing on technology transfer. The statement that I will deliver this 
morning focuses on DOD objectives and the control of technology

(153)
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transfer, and an overview of technology transfer programs, and 
some particular program achievements and accomplishments.

I think that I can best contribute to these hearings by emphasiz 
ing those facets of the technology transfer program which focus on 
the responsibilities of my office for management of overall DOD 
technical efforts in both the export control and the international 
armaments cooperation aspects.

Our objectives in the Department of Defense, as stated in Secre 
tary Weinberger's 1983 report to the Congress, points out that the 
Soviet Union is and has been a major beneficiary of technology 
transfer, both the legal transfers and the illegal, from the Western 
World.

And while our Western technological lead is sufficient to main 
tain presently a viable military balance, there is grave concern 
that the balance is shifting towards the Soviets, All Western tech 
nology to the East have given and continues to give a major impe 
tus to that shift.

Therefore, in support of U.S. policy, it is DOD's objective, and 
indeed must be its objective in export control matters, to protect 
our U.S. military lead time in the application of advanced technol 
ogies to military use.

While technology transfer to our allies to enhance our mutual se 
curity is an important and indeed a very important element in the 
advancement of our national security objectives, such transfers also 
must be pursued in the context of a prudent technology protection 
strategy, which minimizes the risk of diversions to the Warsaw 
Pact.

Finally, our objectives must be accomplished in a manner that 
minimizes the degree to which export control restrictions adversely 
affect U.S. trade. I believe that this aim can be achieved by focus 
ing export control on militarily critical technologies and relaxing 
control of noncritical products, something which we are making a 
very major effort to do.

The Defense Department technology transfer program has 
become an increasingly essential element of our U.S. defense strat 
egy vis-a-vis potential adversaries, and indeed it complements the 
development of new technology as a means of preserving United 
States and Western superiority.

The Department of Defense is directing significant resources into 
clarifying United States and Allied understanding of the critical 
linkgages between specific dual-use technologies and the essential 
military capabilities that they support. The task is now more diffi 
cult than it once was, because of changes over the past several 
years, and the relationship between technology and military capa- 

. bilities.
An example of this is the point that technology through "smart 

weapons" has improved the accuracy and lethality of our weapons 
by orders of magnitude.

However, the export control difficulty stems from the reliance of 
military systems on the widely used civilian commercial technol 
ogies, which are often more advanced than those currently em 
ployed in military systems.

The need for better data analysis on the part of all DOD compo 
nents and the intelligence community to underpin export license
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review and policy decisions in the national and international arena 
is quite clear.

We must be able to balance the need for technology transfer con 
trol against the desirability of international trade. The militarily 
critical technologies list [MCTL] is used as the key reference docu 
ment for revisions in the export control lists, and I emphasize the 
world reference document, as well as assessing security risks in the 
normal licensing approval process.

We balance control with prudent technology release. That is re 
lease to enhance U.S. interests by strengthening the military 
power and the defense capacities of our allies. Increasability of Eu 
ropean industries to apply technological advances means that our 
allies through sharing will be able to contribute a more equitable 
share of NATO's defense requirements.

With continued congressional support, Defense is providing addi 
tional resources which are designed to lead to improved manage 
ment of the technology transfer program within the Department of 
Defense, including our office; increased cooperation of our CoCom 
partners in the improvement of the international control list, the 
so-called CoCom list; improved analyses of critical technologies in 
need of export control protection; improved Defense Department 
review of export license applications; better data bases on technol 
ogy transfer; improvements in U.S. export control regulations and 
enforcement; and improved understanding and support for our ini 
tiatives on the part of U.S. industry, U.S. exporters, and others in 
terested in those concerns.

Specific initiatives and achievements in the last 2 years are cur 
rently underway. First and very important, automation of case 
processing. A computerized information system which we call Ford- 
tis, which is the acronym for foreign disclosure and technical infor 
mation system, covering export cases, critical technologies listings, 
and relevant background information, will be available to agencies 
within the DOD as well as to the Departments of State, Commerce, 
Energy, and other departments with technology transfer responsi 
bilities. That system is in the process of being made operational 
right now.

The coordinating committee or CoCom list review, I think that 
you are all familiar from the testimony that you have already re 
ceived with the CoCom system. The members of NATO plus Japan 
and less Iceland and Spain have developed over the years since the 
end of the Second World War an agreed list for controlling the 
transfer of products and technology to the nations of the Warsaw 
Pact and other Communist countries.

Following the high level meeting of the CoCom in January of 
1982, the United States undertook to prepare major new initiatives 
to strengthen these multilateral controls. Our office has been very 
directly involved in this effort, and we have prepared over a hun 
dred new technical proposals to the CoCom as well as providing the 
technical support during the negotiations on those proposals. This 
is together with the policy part of Defense and the Departments of 
State and Commerce.

This is a very major and very ongoing effort. In fact, I, myself, 
am taking part in this. It will continue over the next year as we 
prepare and present new proposals to increase the effectiveness of
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our control over the transfer to the Soviet Union of technologies 
which support Warsaw Pact defense priority industries. These in 
clude among others microelectronics, aerospace machine building, 
metallurgy, chemicals, heavy vehicles, and shipbuilding.

The critical technology program, as we term it, is an ongoing de 
velopment and update program for the Militarily Critical Technol 
ogies List, which was required by the Export Administration Act of 
1979. During the last year, work has continued on a very broad 
front to both update and improve coverage and description of the 
critical technologies and related goods in the MCTL.

Application of this list involves revision of the control lists to in 
clude MCTL concerns; revision of U.S. export regulations to protect 
the so-called "arrays of know-how"; and the use of the MCTL as a 
resource tool in the license review process.

It is currently being used in the defense licensing decision proc 
ess as a source of supplementary information on items controlled 
by the CCL [commodity control list], and the International Traffic 
in Arms Regulations [ITAR] munitions list. Defense has also devel 
oped and sent to the Department of Commerce proposed guidelines 
for interagency use of the MCTL in the license review process.

As an example, we have recommended to the Department of 
Commerce that there should be a presumption of denial of exports 
to the Warsaw Pact of critical technical data identified in the 
MCTL.

We are currently also working with representatives of industry 
to improve their understanding and acceptance of the MCTL. In 
dustry itself has played a major role In the development of the list 
through nine technical working groups, the so-called TWGs.

In 1982, the MCTL was reviewed by approximately 80 companies 
represented by five industry associations included in the Multiasso- 
ciation Policy Advisory Group or the MAPAG, as the acronym is 
known.

They reviewed most items in the MCTL, and provided opinions of 
technical content, adversary capability, foreign availabilty, and ap 
propriate controls. Also, the Defense Science Board has a task force 
on international industry-to-industry armaments cooperation, 
which established a MCTL Review Committee, which also provided 
Defense with recommendations as to the most critical and sensitive 
technologies as well as to how the MCTL should be used.

The technical working groups including contractors, the military 
services, and industry reviewed the Commodity Control List, the 
MCTL, and the ITAR, the munitions list, to determine if additional 
technologies exist that meet the criteria for inclusion on the 
MCTL.

Based on the total review of both control lists, subsections on 
spacecraft, heavy vehicles, and chemical and biological technologies 
have been added to the MCTL.

On the other hand, the MCTL has been very useful in the deter 
mination of items which were no longer strategically significant, 
and could therefore be removed from the export control lists.

Turning to export license review, we think that we have made 
very significant progress in the past year in processing license ap- 
dications for export of dual-use products and technology. By Cteto- 

1981, we had elminated a persistent backlog of applications
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awaiting Defense review for national security concerns, and have 
subsequently processed most of the applications within 60 days. 
Less than 12 percent took over 60 days, and we estimate that less 
then 10 cases took over 70 days. By the way, we are also pressing 
that down to much lower than 60 days. I am giving you the figures 
which are the overall averages.

Recent changes in policy toward the Soviet Union, that is post- 
Afghanistan and Poland after the crackdown and martial law, 
have created an increase in the number of license applications sub 
mitted to Defense. For example, Defense received a total of 620 ap 
plications during December 1982 and January 1983.

The Defense technology transfer area recently received authori 
zation for an increase in permanent positions for case processors 
for export license applications. These positions are being staffed at 
this time. Indeed, they are not only being staffed, but most should 
be on board in the next few weeks, and some already are.

Once these personnel are on board and trained in case processing 
procedures, Defense will be better prepared to reduce average case 
processing time, as well as improve the quality of review.

With respect to export control guidelines, over the past year we 
have achieved interagency agreements on the export of a selected 
munitions list and advanced dual-use commodities to the People's 
Republic of China.

In other areas, we have developed technical guidelines for the 
export of computer hardware and software for Eastern Europe, and 
have begun an intensive review of Department of Defense delega 
tions of authority to the Department of Commerce for export con 
trol.

There is a need to revise technology release guidelines either to 
reflect broad changes Li government policies with respect to partic 
ular countries, or to take into account rapid technological develop 
ments.

We have also participated in the last year in numerous national 
security decision directive, NSDD, decisions. Two of particular im 
portance deal with space policy and cooperative efforts in space.

In this regard, interagency coordination groups have been estab 
lished to formulate policy related to peaceful uses of space technol 
ogy, and to promote guidelines for the export control of space vehi 
cles and technology.

Considerable effort has been expended in developing reasonable 
and well-balanced guidelines for the control of sensitive technology. 
This is especially true with regard to very high speed intergratea 
circuits, the so-called VHSIC technology, which are important both 
as items in and of themselves and as components of operational 
systems. These guidelines should be helpful in processing muni 
tions cases.

We have also recognized the need to rewrite the technical data 
regulations, that is section 379 of the export administration regula 
tions, to improve the control over technology identified in our 
MCTL process as "arrays of know-how."

While section 379 controls practically all direct technology ex 
ports to Communist nations, the controls to non-Communist coun 
tries are virtually nonexistent, thus providing a considerable poten 
tial for diversion through the third countries.

27-827 0-84-11
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On the other hand, the Department of Commerce reviews annu 
ally nearly 75,000 end-product license applications to non-Commu 
nist destinations. This approach is inadequate for the protection of 
critical technologies, and also imposes an undue burden on U.S. ex 
porters.

Last September, Dr. DeLauer, the Under Secretary for R&E, pro 
posed to the Department of Commerce the tightening of technical 
data transfers to all destinations balanced by appropriate product 
control reductions.

As the first step, Defense has proposed that the semiconductor 
technology area be used to implement new technology controls 
based upon appropriate MCTL entries. Although these recommen 
dations are yet to be formally implemented, we are gratified that 
Commerce has accepted the main thrust of Dr. DeLauer's recom 
mendations.

We will be working closely with the Department of Commerce to 
review special licensing procedures to all destinations with respect 
to sensitive commodities, individual countries or country groups, 
and end use and end users.

We are also reviewing the 16 currently existing delegations of 
authority from the Department of Defense to the Department of 
Commerce with respect to current policy and technology in order 
to cancel or revise those not appropriate, and to issue new ones if 
appropriate.

In pur interaction with industry and academia, we might note 
that in addition to the close interaction with industry on specific 
export case issues, we are also working with industry to improve 
their understanding and acceptance of the MCTL as I have de 
scribed above.

The Defense Policy Advisory Committee [DPAC], the Defense Sci 
ence Board that I mentioned earlier, and the American Defense 
Preparedness Association serve as good examples of forums for 
airing technology transfer issues, and it is a forum that we have 
been utilizing extensively for both formal and informal discussions.

We have set up a DOD/university forum, which among other 
topics has considered the question of technology export control. The 
forum has discussed the findings of the National Academy of Sci 
ences report as they affect the academic community, and we intend 
to continue and are continuing this dialog with the universities.

We are seeking to identify and define those sensitive areas of 
te<~imology where some control short of security classification is 
warranted, while providing for traditional open international scien 
tific communication.

We share with the National Academy of Sciences the view that it 
is imperative that we protect the free exchange of basic scientific 
information, as the ability to exchange ideas and basic research re 
sults has greatly facilitated cross-fertilization and scientific innova 
tion to the benefit as well of our military community.

This exchange has enabled us to solve difficult technical prob 
lems, move the state of the art forward more rapidly, and achieve 
greater technical progress in significantly shorter times, and at a 
significantly and considerably less cost than might otherwise be 
possible.
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The wide spectrum of problems that I have described above has 
led to the establishment of a steering committee on national secu 
rity and technology transfer. This is chaired by Dr. Edith Martin, 
the Deputy Under Secretary for Research in Advanced Technology; 
and Dr. Steve Bryer, the Under Secretary of Policy; and myself in 
International Programs and Technology.

Its task is to formulate DOD policy options on a wide range of 
technology transfer topics including contractual controls and publi 
cations review procedures. It is anticipated that it will publish 
policy guidelines to be used for the resolution of these issues.

In military technology transfers, my office has taken a number 
of initiatives in the past year in support of the selective transfer of 
advanced military technology to our allies. This has been done in 
the context of cooperative defense efforts and security assistance 
when mutual benefits are derived.

I will give you two examples. One, the multiple launch rocket 
systems [MLRSJ. This is a joint effort wherein the United States 
has underwritten the basic system R&D costs since the technology 
was developed under our earlier general support rocket system pro 
gram.

Our allies' support to the program includes contributions from 
France and the United Kingdom of $15 million each during fiscal 
year 1980-82; the development by Germany of the AT2 scatterable 
mine warhead at a cost of approximately $50 million, almost half 
of which will be spent in the United States; and Italy's contribution 
during fiscal year 1982-83 of $10 million. Additionally, all four na 
tions plan to participate in the development of the MI RS terminal 
guidance warhead, and MLRS coproduction is planned by all the 
participants.

On the AV-8B/STOL light attack aircraft, McDonnell Douglas 
here is coproducing approximately 340 of these aircraft for the U.S. 
Marine Corps and 60 aircraft for the United Kingdom.

These two examples illustrate the thrusts of our armaments co 
operation programs which are based on polictically and economical 
ly accepted arrangements, the codevelopment and coproduction 
through industrial teaming.

These joint efforts enhance political, economic, and defense na 
tional objectives through stronger NATO capabilities, the strength 
ening of bilateral ties with Allied nations, maintaining employ 
ment, and advancing our two-way industrial and technological in 
terests.

On the control of military technology, since last spring we have 
been working with the Department of State and other concerned 
agencies in exploring means of controlling missile technology 
which could be used for the delivery of nuclear weapons.

My Office of Munitions Control, which is responsible for adminis 
tering the Department of Defense control policies and managing 
the Department's control procedures for the export of items on the 
munitions list, processed some 6,500 cases in 1982.

Based upon our experience thus far this year, we are projecting 
the volume to approach 9,500. Special attention is being focused on 
the need to enhance cooperation with our friends and allies while 
restricting the flow of technology which is vital to our leadtime 
over potential adversaries.
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A major effort is underway to develop guidelines in several spe 
cific areas that are essential to sustaining our overall margin of su 
periority.

In the management area, finally, a new directive on control of 
technology transfer is in the process of being promulgated, and it is 
designed to provide an integrated and coordinated Department of 
Defense process in technology transfer matters, and to clearly es 
tablish the elements of responsibility for the involved DOD compo 
nents.

Additional staff resources were provided to my office to carry out 
the new responsibilities. We have an interim directive, and are in 
the process of developing the final directive.

I hope that I have provided you with an adequate overview of the 
key elements of the technology transfer and control program un 
derway in our International Programs and Technology Office in 
the Department of Defense. This program is designed to address 
the concerns of the Congress as expressed in the Export Adminis 
tration Act of 1979 by greatly improving our understanding as a 
nation of the role that our advanced technology plays in improving 
military capabilities.

The program has enhanced our operating policies and proce 
dures, so that export license applications are being processed more 
intelligently, more consistently, more systematically, and of great 
importance, more expeditiously.

Thus, while being aware of the rapidly increasing worldwide im 
portance of trade and technology, we are also keenly aware of the 
crucial importance of maintaining our technological lead. By main 
taining that lead, our goal is to offset significantly superior num 
bers of weapons and men which are available to our potential ad 
versaries.

I believe very strongly that the program which includes the ana 
lytical, procedural, and international initiatives that I described is 
essential to our national security and economic well-being.

That concludes my prepared testimony, and I will be very happy 
to attempt to answer your questions in the best fashion possible.

[The prepared statement of Mr. Lindstrom follows:]
PREPARED STATEMENT OF TALBOT S. LINDSTROM

Mr. Chairman and distinguished members of the House Armed Services Panel, it 
is a pleasure to contribute to your hearing on technology transfer.

My statement focuses on: DOD objectives in the control of technology transfer; 
overview of technology transfer programs; specific program achievements and ac 
complishments.

I believe that I can best contribute to your hearings by emphasizing those facets 
of the technology transfer program which focus on the responsibilities of my office 
for management of overall DOD technical efforts in both export control and interna 
tional armaments cooperation.

DEPARTMENT OF DEFENSE OBJECTIVES

Secretary Weinberger's 1983 report to Congress points out that the Soviet Union 
is a major beneficiary of technology transfer, both legal and illegal, from the West 
ern World. While the Western technological lead is sufficient to maintain a viable 
military balance for the present, there is a grave concern that the balance is shift 
ing towards the Soviets. A flow of Western technology to the East has given and 
continues to give a major impetus to that shift. Therefore, in support of U.S. policy, 
it must be DOD's objective in export control matters to protect U.S. lead times in 
the application of advanced technologies to military use. While technology transfer
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to our allies to enhance our mutual security is an important element in the ad 
vancement of our national security objectives, such transfers must be pursued in the 
context of a prudent technology protection strategy which minimizes the risk of di 
versions to the Warsaw Pact. Finally, our objectives must be accomplished in a 
manner that minimizes the degree to which export control restrictions adversely 
affect U.S. trade. I believe that this aim can be achieved by focusing export control 
on militarily critical technologies and relaxing control of noncritical products.

PROGRAM OVERVIEW

The DOD technology transfer control program is an increasingly essential ele 
ment of the U.S. defense strategy vis-a-vis potential adversaries and complements 
developments of new technology as a means of preserving superiority.

DOD is directing significant resources into clarifying the U.S. understanding of 
critical linkages between specific dual-use technologies and the essential military ca 
pabilities they support. The task is now more difficult than it once was because of 
changes over the past several years in the relationship between technology and mili- 
tai. capabilities. As an example, technology through "smart weapons" has im 
proved accuracy and lethality by orders of magnitude.

However, the export control difficulty stems from the reliance of military systems 
on the widely used civilian commercial technologies which are often more advanced 
beyond those currently deployed in military systems. The need for better data and 
analyses on the part of all DOD components and the intelligence community to un 
derpin export license review and policy decisions in the national and international 
arena is quite clear.

We must be able to balance the need for technology transfer control against the 
desirability of international trade. The militarily critical technologies list [MCTL] is 
used as the key reference document for revisions in the export control lists as well 
as in assessing security risks in the normal licensing approval process. We balance 
control with prudent technology release; that is, release to enhance U.S. interests by 
strengthening the military power and defense capacities of our allies. The increased 
ability of European industries to apply technological advances means that our allies, 
through sharing, will be able to contribute a more equitable share of NATO's de 
fense requirements.

With continued congressional support, Defense is providing additional resources 
which are designed to lead to (a) improve management of the technology transfer 
program in DOD, (b) increased cooperation of our CoCOM partners in the improve 
ment of the international list, (c) improved analyses of critical technologies ui need 
of export control protection, (d) improved DOD review of export license applications, 
(e) better data bases on technology transfer, (f) improvements in U.S. export control 
regulations and enforcement, and (g) improved understanding and support for our 
initiatives on the part of U.S. exporters and others interested in those concent.

Specific initiatives and achievements in the last 2 years and currently underway 
are the following:

A. Automation of case processing.—A computerized information system called 
FORDTIS [the foreign disclosure and technical information system] covering export 
cases, critical technologies listings, and other relevant information, will be available 
to agencies within the DOD as well as the Departments of State, Commerce, Energy, 
and other departments with technology transfer responsibilities.

B. Coordinating committee (CoCOW list review.—As you know, the member na 
tions of CoCOM (NATO plus Japan less Iceland and Spain) have an agreed list for 
controlling the transfer of products and technology to the Communist countries. Fol 
lowing the high level meeting of CoCOM in January 1982, the first such meeting in 
nearly 32 years, the U.S. undertook the preparation of major new initiatives to 
strengthen multilateral controls. My office has been directly involved in this effort, 
preparing over a hundred new technical proposals, and providing technical support 
during the negotiations on those proposals. This is a major ongoing effort. It will 
continue over the next year as we prepare and present new proposals to increase 
the effectiveness of our control over the transfer to the Soviet Union of technologies 
which support Warsaw Pact defense priority industries, including microelectronics, 
aerospace, machine building, metallurgy, chemicals, heavy vehicles and shipbuild 
ing.

C. Critical technology program.—The critical technology program is the ongoing 
development and update of the militarily critical technologies list [MCTL]. as re 
quired by the Export Administration Act of 1979. In the last year, work continued 
on a broad front to update and improve the coverage and description of the critical 
technologies and related goods in the MCTL. Application of the MCTL involves: (a)
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revision of the control lists to include the MCTL concerns; (b) revision of U.8. export 
regulations to protect the "arrays of know-how"; and (c) use of the MCTL as a re 
source tool in the license review process. The MCl^i is currently being used in the 
DOD licensing decision process as a source of supplementary information on items 
controlled by the commodity control list (CCL) and the International Traffic in 
Arms Regulations (ITAR) munitions list. DOD has also developed and sent to the 
Department of Commerce proposed guidelines for interagency use of the MCTL in 
the license review process. As an example, we have recommended to DOC that there 
should be a presumption of denial of exports to the Warsaw Pact of critical techni 
cal data as identified in the MCTL.

We are also working with representatives of industry to improve their under 
standing and acceptance of the MCTL. Industry members played a major role in the 
development of the MCTL through nine technical working groups [TWG's]. In 1982, 
the MCTL was reviewed by approximately 80 companies represented by the five in 
dustry associations of the multiassociation policy advisory group (MAPAG). They re 
viewed most items in tne MCTL and provided opinions on technical content, adver 
sary capability, foreign availability, and appropriate controls. Also, the Defense Sci- 
e^ce Board [DSB] Task Force on international industry-to-industry armaments coop 
eration established a MCTL review committee which provided DOD with recommen 
dations as to the most critical and sensitive technologies, as well as how the MCTL 
should be used. The TWG's, including contractors, the services, and industry re 
viewed the CCL and the ITAR munitions list to determine if additional technologies 
exist that meet the criteria for inclusion on the MCTL. Based on the total review of 
both control lists, subsections on spacecraft, heavy vehicles, and chemical and bio 
logical technologies have been added to the MCTL. On the other hand, the MCTL 
WEB also useful in the determination of items which were no longer strategically sig 
nificant and could, therefore, be removed from the export control lists.

D. Export license review.—We have made very significant progress the past year 
in processing license applications for export of dual-use products and technology. By 
October 1981, we had eliminated a persistent backlog of applications awaiting De 
fense review for national security concerns and have subsequently processed most of 
the applications within 60 days. Less than 12 percent took over 60 days. We esti 
mate that less than 10 cases took over 70 days.

Recent changes in policy regarding the Soviet Union [post Afghanistan invasion] 
and Poland [post dissident crackdown] are creating an increase in the number of 
license applications submitted to defense. For example, Defense received a total of 
620 applications during December 1982 and January 1983. The defense technology 
transfer area recently received authorization for an increase in permanent positions 
for case processors for export license applications. These positions are being staffed 
at this time. Once these personnel are on board and trained in case processing pro 
cedures, Defense will be better prepared to reduce average case processing time, as 
well as improve the quality of review.

E. Export control guidelines. Over the past year we have achieved interagency 
agreements on the export of selected munitions list and advanced dual-use commod 
ities to the People's Republic of China [PRC]. In other areas, we have developed 
technical guidelines for the export of computer hardware and software to Eastern 
Europe, and have begun an intensive review of DOD delegations of authority to the 
Department of Commerce for export control. There is a need to revise technology 
release guidelines either to reflect broad charges in USG policies with respect to 
specific countries, or to take into account rapid technological developments.

Also, during the past year we participated in numerous national security decision 
directive [NSDD] decisions. Two decisions of particular importance deal with space 
policy and cooperative efforts in space. In this regard, interagency coordinating 
groups have been established to formulated policy related to peaceful uses of space 
technology and to promulgate guidelines for the export control of space vehicles and 
technology. Considerable effort was expended in developing reasonable, well-bal 
anced Guidelines for the control of sensitive technology especially with respect to 
very high speed integrated circuits [VHSIC] which are important, both as items in 
and of themselves, and as components in operational systems. These guidelines 
should be helpful in processing munitions cases.

We have also recognized the need to rewrite the technical data regulations (sec 
tion 379 of the Export Administration Regulations] to improve control of technology 
identified in the MCTL "Arrays of Know How." While section 379 controls practical 
ly all direct technology exports to the Communist countries, the controls to non- 
Communist countries are virtually non-existent, thus providing considerable poten 
tial for diversion through the third countries. On the other hand, DOC reviews an 
nually nearly 75,000 end-product license applicants to the non-Communist destina-
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tionfi. This approach is clearly not only inadequate for the protection of critical tech 
nologies but also imposes undue burden on U.S. exporters. Last September, Dr. De- 
Lauer proposed to the Department of Commerce the tightening of technical data 
transfers to all destinations balanced by appropriate product control reductions. As 
the first step DOD has proposed that the semiconductor technology area be used to 
implement new technology controls based upon appropriate MCTL entries. Al 
though these recommendations are yet to be formally implemented, we are gratified 
that the DOC has accepted the main thrust of Dr. DeLauer's recommendations.

We will be working closely with the Department of Commerce to review special 
licensing procedures to all destinations with respect to sensitive commodities, indi 
vidual countries or country groups, and end use/end users. We are also reviewing 16 
delegations of authority from Defense to Commerce with respect to current policy 
end technology, in order to cancel/revise those not appropriate, and to issue new 
ones if appropriate.

F. Interaction with industry and academia. In addition to close interaction with 
industry on specific export case issues, we are also working with industry to im 
prove their understanding and rcceptance of the MCTL as I have described above. 
Defense policy advisory comn ittee [DPAC], Defense Science Board [DSB] and Ameri 
can Defense Preparedness Association [ADPA] serve as good examples of fora for 
airing technology transfer issues.

We have set up a DOD/university forum which, among other topics, has consid 
ered the question of technology export control. The forum has discussed the findings 
of the National Academy of Sciences [NAS] report as they affect the academic com 
munity, and we intend to continue this dialogue with the universities. We are seek 
ing to identify and define those sensitive areas of technology where some control, 
short of security classification, is warranted while providing for traditional open in 
ternational scientific communication. We share with the NAS the view that it is im 
perative that we protect the free exchange of basic scientific information, as the 
ability to exchange ideas and basic research results has greatly facilitated cross-fer 
tilization and scientific innovation. This exchange has enabled us to: (a) solve diffi 
cult technical problems; (b) move the "state-of-the art" forward more rapidly; and (c) 
achieve greater technical progress in significantly shorter times, and at considerably 
less cost than might otherwise be possible.

The wide spectrum of problems described above led to the establishment of the 
Steering Committee on National Security and Technology Transfer. It is chaired by 
Dr. Edith Martin-DUSH [R&ATT, Dr. Steve Bryen-DAS [IETSP1, and myself-DUSD 
[IP&T]. Its task is to formulate DOD policy options on a wide range of technology 
transfer topics inluding contractual controls and publications review procedures, ft 
is expected to publish policy guidelines to be used for the resolution of issues.

G. Military technology transfers.—My office has taken a number of initiatives in 
the past year in support of the selective transfer of advanced military technology to 
our allies. This has been done in the context of cooperative defense efforts and secu 
rity assistance when mutual benefits are derived. A few examples of this are:

Multiple launch rocket systems [MLRS].—This is a joint effort wherein the U.S. 
has underwritten the basic system R&D costs since the technology was developed 
under our earlier general support rocket system program. Our allies' support to the 
program are: (a) France and the UK contributed $15m each during fiscal year 1980- 
82; (b) Germany IF developing the AT2 scatterable mine warhead at a cost of ap 
proximately $50m [almost half will be spent in the U.S.]; and (c) Italy's contribution 
during fiscal year 1982-83 will be $10m. Additionally, all four nations plan to par 
ticipate in the development of the MLRS terminal guidance warhead. MLRS co-pro 
duction is planned by all the participants.

AV8B V/STOL light attack aircraft.—MrDonnell-Douglas will coproduce approxi 
mately 340 aircraft for the USMC and 80 aircraft for the United Kb< jdom.

These two examples illustrate the thrusts of our armaments cooperation programs 
which are based on politically and economically acceptable "arrangements" code- 
velopment and coproduction through industrial teaming. These joint efforts enhance 
political, economic and defense national objectives through stronger NATO capa 
bilities, strengthening bilateral ties with allied nations, maintaining employment, 
and advancing two-way industrial technological interests.

H. Control of military technology.—Since last spring we have been working with 
the Department of State and other concerned agencies in exploring means of con 
trolling missile technology which could be used for the delivery of nuclear weapons.

My Office of Munitions Control, which is responsible for administering the DOD 
control policies and managing the Department's control procedures for the export of 
items on the munitions list, processed some 6,500 cases in 1982. Based on our experi 
ence thus far this eyar, v. e are projecting the volume to approach 8,500 this year.
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Special attention is being focused on the need to enhance cooperation with our 
friends and allies while restricting the flow of technology which is vital to our lead- 
time over potential adversaries. A major effort is underway to develop guidelines in 
several specific areas that are essential to sustaining our overall margin of superior 
ity.

I. Management.—A new directive on control of technology transfer is in progress 
of bei.ig promulgated which is destined to provide an integrated and coordinated 
DOD process in technology transfer matters and clearly establish the elements of 
responsibility for DOD components. Additional staff resources were provided to my 
office to carry out the new responsibilities.

CONCLUDING REMARKS

I have provided you with an overview of the key elements of the technology trans 
fer and control program underway in the International Programs and Technology 
Office within the Department of Defense.

This program is designed to address the concerns of the Congress, as expressed in 
the Export Administration Act of 1979, but greatly improving our understanding, as 
a nation, of the role our advanced technology plays in improving military capabili 
ties. The program has enhanced our operating policies and procedures so that 
export license application cases are being processed more intelligently, consistently, 
systematically and expeditiously. Thus, while being aware of the rapidly increasing 
worldwide importance of trade in technology, we are also keenly aware of the cru 
cial importance to maintain our technological lead. By maintaining that lead, our 
goal is to offset significantly superior numbers of weapons and men available to po 
tential adversaries.

I believe strongly that the program, which includes analytical, procedural, and in 
ternational initiatives, is essential to our national security and economic well-being.

Mr. HUTTO. Thank you, very much, Mr. Lindstrom for a very 
good statement. And I applaud you on the efforts to control tech 
nology transfer, and it would appear that you are making some 
progress.

How many items are on the MCTL, the military control technol 
ogies list?

Mr. LINDSTROM. Let me just check for a moment. We have 18 
groups of items. As to the total number and the actual count, I do 
not have them off the top of my head. Dr. De Santis may have an 
estimate of the total number of ite*ns controlled.

Dr. DE SANTIS. I think that it is very hard to answer.
Mr. HUTTO. Several thousand?
Dr. DE SANTIS. Several thousand? Mr. Congressman, the MCTL is 

divided up into various groups. The critical issue is identifying spe 
cific technologies, such as the technology to make integrated cir 
cuits and so forth. And then along with that, we identified critical 
equipment that is necessary, keystone equipment and keystone ma 
terials.

For each technology, we identify various other items that go 
along with it. It is a matched set approach. In general, there are 18 
groups.

Mr. LINDSTROM. It perhaps does not give the true picture to 
count the number of items, because we have focused on an inte 
grated group approach, focusing first on the technology, and then 
on the keystone items involved in that technology.

Mr. HUTTO. But it is a very thick document of about 800 pages, I 
understand?

Mr. LINDSTROM. It is a very thick document, and its thickness is 
because it is designed to be as comprehensive a resource document 
as possible. In that sense, it is like a dictionary where you only use, 
at any one time, a small segment of it.
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Mr. HUTTO. Is the CCL from the Department of Commerce about 
the same size or larger?

Mr. LINDSTROM. Well, in terms of having held the volumes in my 
hand, the regulations for the CCL are about this big. I have not 
had a chance to fill in the latest change in additions, but it is a 
binder about the same thickness.

The actual listing of items covers a much smaller amount, but 
the regulations to explain how to apply that are very extensive.

Mr. HUTTO. In your view, could the list be narrowed, could it be 
reduced to a few critical categories?

Mr. LINDSTROM. No, I do not think that it could. We have talked 
about a short list. It depends on what you are going to use it for. 
Again, it is not a control document. It is a resource document. It 
has now been put into our computerized data bank system, and it 
is constantly upgraded and revised.

It is constantly available in its latest form to provide the neces 
sary background not just for case review, but to develop items to go 
on the CCL, or to modify the CCL, and to remove items from the 
CCL, as well as to develop our proposals.

This year, if I am correct, something over 100 proposals were 
made to the CoCom based upon the MCTL for additions to the in 
ternational control list.

Mr. HUTTO. The computer program that you are talking about 
putting in place, is this going to be big help to you?

Mr. LINDSTROM. We believe that it will be a very great help. It 
should greatly speed not just our ability to process cases, but also 
the depth and the analysis of the review that we can provide. 
When I say "we" on the technical side, I mean within our own 
office.

We, in many situations, have to refer to the great amount of ex 
pertise that resides in the services and in the service labs.

I might ask Dr. De Santis, who is involved with the day-to-day 
functioning of the computerized system, to comment on that, if I 
could.

Dr. DE SANTIS. Just one statement first, on the thickness of the 
MCTL. One of the reasons that it is so thick is that it includes 
other information. Besides the critical technology, it includes the 
assessment of capability, and it includes the strategic rationale. 
There is a great deal of verbiage that goes along to defend these 
positions. So every MCTL is defended very adequately.

To go back and address what was mentioned about the case proc 
essing, on July 1 we intend to be up and running with our comput 
er. That is the target date given to us by the program manager for 
the computer system.

The way that we will shorten the timeframe is that the services 
will be able to input their position directly into their own termi 
nals, into a secure computer data base. Our case processors at OSD 
will be able to gather all of the information together on one serf en 
immediately after it is placed in the computer.

This cuts out the time delay of mailing and processing between 
various buildings. We expect that it will cut at least 3 to maybe 10 
days off, depending on the kind of case we are talking about, of 
documentation. That it is case dependent is the very simple 
answer.
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Mr. HUTTO. Mr. Courier.
Mr. COURTER. Thank you, Mr. Chairman. I appreciate it.
The ITAR list, the international traffic and arms regulations, 

who puts that list together?
Mr. LINDSTROM. That is a function of the Department of State. 

We work with the Department of State. They are the primary 
agency on the ITAR.

Mr. COURTER. Why is there a third list? There are three lists 
now. And I am sure that they are not the same, are they?

Mr. LINDSTROM. No, they are not. There is, however, some over 
lap. The ITAR is designed to cover the specific military type items 
that we can define as specific items.

Mr. COURTER. Weapons?
Mr. LINDSTROM. Weapons, but it covers more than weapons 

today. Because the weapon system includes a great deal of very so 
phisticated electronics, for instance, microelectronics. The ITAR 
covers those type of items with specific weapons applications.

The CCL is designed to cover the dual-use items. That is, items 
that have both civilian and military application. The two combined 
form the basis for the CoCom list.

Mr. COURTER. The CoCoin has another list, that is a fourth list.
What about the MCTL, the military critical technology list?
Mr. LINDSTROM. The MCTL is not a list. It is a background docu 

ment that is utilized in applying it has several utilizations. It is 
utilized to develop proposals for items, for instance, that should be 
covered on the CoCom list. It is a living document. It is a living 
research tool that tries to keep us abreast of developments in tech 
nology in order that we control that which we should be control 
ling, and that we decontrol those items which we should decontrol.

Mr. COURTER. If someone in Customs had a question on some 
thing, who would they call and what list would they look at?

Mr. LINDSTROM. There is a system set up, and this is really the 
province of the Department of Commerce. As I understand it, there 
is a system set up whereby Customs calls the Department of Com 
merce. They have actually Customs representatives working in the 
Commerce Department, and they have access to the Office of 
Export Control within Commerce, which can give them the back 
ground information that they may require if they have a specific 
question on an item that they have examined as part of their 
Project Exodus.

Mr. HUTTO. Then Commerce uses the commodity control list?
Mr. LINDSTROM. Yes, the CCL is administered by the Department 

of Commerce.
Mr. COURTER. Which is identical to CoCom?
Mr. LINDSTROM. We control unilaterally more things than CoCom 

does. Because there are certain areas where we have a clear lead 
over everyone else. The two lists are not identical.

Mr. COURTER. Would Commerce check the ITAR list?
Mr. LINDSTROM. They would check the ITAR list. Because there 

is an overlap in applying for a license, especially in certain technol 
ogy areas. There may be a question of whether one applies for a 
license under the ITAR or under the CCL.

Mr. COURTER. Do you think at present the way that the system is 
set up now, that there is any friction between Commerce and DOD?
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Mr. LINDSTROM. Well, let me answer that as honestly as I can, 
Congressman. I think that we have developed a very good and close 
working relationship. I happened to have served in the Department 
of Commerce in the Office of Export Control for a period,

I think that we dp have good working relationships. Our office 
works on a daily basis with their Office of Export Control.

Mr. COURTER. Are the areas of jurisdiction clearly defined, such 
that you do not have jurisdictional disputes?

Mr. LINDSTROM. I would say that we have very few jurisdictional 
disputes.

Mr. COURTER. But you do have some?
Mr, LINDSTROM. Not really. Because in essence what happens is 

that the Department of Commerce, as the act is set up and the way 
that the system is set up, refers to us those cases which required 
national security review. The majority of cases, they review by 
themselves.

Mr. COURTER. What about West-to-West trade, do you see West- 
to-West trade?

Mr. LINDSTROM. That is an area where we are still currently ne 
gotiating with Commerce to see a certain amount of West-to-West 
trade. We see, on the whole, very little, but with respect to West-to- 
West, there are certain countries we may review, which I will not 
elucidate in open hearings, but I would be happy to cover in more 
detail in response to questions,

And in those areas, we feel that it is important that  
Mr. COURTER. My time is rapidly going through here, I believe 

that everything is not working as it should. And that is the pur 
pose of the panel, and people have different perspectives on the 
proposed reforms.

But do you have any suggestions for improvement, or do you 
think that everything is fine the way that it is?

Mr. LINDSTROM. I certainly support the revisions to the act that 
the administration has proposed. I think that those revisions are 
very necessary, and would be very helpful. As far as the working 
arrangements between our departments, I believe that the working 
arrangements function relatively well.

We have different views in certain areas, because of the different 
functions of the Departments, and that is understandable. We do 
our best to make them function well on a daily basis.

We think that the overall problem, however, of adequate export 
control will be far better addressed by the proposed changes in the 
Export Administration Act.

Mr. HUTTO. Mrs. Lloyd.
Mrs. LLOYD. Thank you, very much, Mr. Chairman.
Mr. Secretary, thank you, for your very intelligent and well-pre 

pared statement. You and other witnesses have emphasized to this 
committee the importance of technology transfers being guided to 
minimize the risk of diversion to other countries other than our 
Western allies. And, also, this objective must be done in a manner 
that minimizes the degree of import control restrictions could ad 
versely affect our U.S. trade.

While I do agree with you on that, I would like to have your 
comment on this article in the paper that appeared yesterday that 
states, "President Reagan will permit China to buy American com-
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puters and other high technology equipment. The equipment is de 
signed to teach computer operators, but could have military poten 
tial." I would like your response to this article in the paper.

Mr. LINDSTROM. Well, I think  
Mrs. LLOYD. What controls do we have on the sales of high tech 

nology to China?
Mr. LINDSTROM. Well, China is subject to our export control 

system, as members of the bloc are. Indeed, depending upon the 
country group to which the country falls. Under the Export Admin 
istration Act and regulations, all are subject to regulations.

Most countries fall into a category that allows exports to take 
place under a general license. With respect to the People's Repute 
lie of China, I understand that there has been a change of category 
that will permit a greater degree of export to take place without 
the necessity for detailed review. There will still be review, as I un 
derstand it.

In those areas that are considered of critical significance, they 
will be carefully reviewed. It is not an overall general removal of 
all restrictions on exports to China by any means. It is what is be 
lieved to be after considerable deliberation a balanced approach 
that will both protect our national security interests and encourage 
our relationship with China.

Mrs. LLOYD. It does not have military potential?
Mr. LINDSTROM. Well, the decisions were made at an earlier date 

that in certain areas, items with defensive potential, could be ex 
ported. Now to give you a really thorough answer, I would have to 
review that in some detail. But I would be happy to give you a 
much more thorough answer than I can give at this hearing in a 
public session.

We are obviously concerned with the uses, and continue to be 
concerned, and we will continue to monitor it very carefully.

Mrs. LLOYD. I look forward to your detailed explanation.
In regard to classification, one of the complaints that we have re 

ceived from the business community is that the Military Critical 
Technology List is classified.

Must it be classified, or could the majority of the list be declassi 
fied and released?

Mr. LINDSTROM. One of the reasons for the clas, 'fication of the 
list has been the fact that supporting national security rationale 
has been derived from classified intelligence sources and classified 
DOD programs. We also have some problems with providing un 
classified lists that could be utilized to some extent as a shopping 
list by the Warsaw Pact.

On the other hand, we have been working very hard to see if we 
cannot come up with an unclassified list. We think that this would 
be very useful, as I think that the business community would find 
it very useful, in raising awareness of the key problem areas. It 
would make their job easier, and it makes their cooperation with 
us easier.

We are working on that problem. We have not as yet reached a 
solution, but my office has been working very hard to see if we can 
get an unclassified list to industry.
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Mrs. LLOYD. You indicate in your statement that although some 
technologies have been added to the export control list, that other 
technologies have been removed.

My question is, Could you give us some kind of indication of the 
kind of technologies that you have removed, and has this decreased 
or increased the number?

Mr. LINDSTROM. Well, we have utilized the list to take off, for ex 
ample, molybdenum, certain types of aeronautical engines, and cer 
tain types of capacitors. It is an ongoing process. And one of the 
objectives is that we can remove those items when a control, that 
even it might be useful, it is marginally useful. And thus, be able 
to concentrate our efforts on those areas where we can have a 
greater impact. We only have a limited number of resources. If we 
are going to do this job of control much more effectively, and we 
think that it is necessary to do it more effectively. I have described 
what we have accomplished to date, but we have a long ways to go.

I would be the first to say that having been involved with this off 
and on for a long period of time, we have much more to do, and we 
can do a much better job than we are doing, and we are trying to 
do that. In doing that, we want to drop off our controls on those 
items where control is not critical, and keep on and adding items 
that should be controlled.

When I say items, I am using the generic term to refer to both 
technology and to keystone equipment and key end-use items.

Mrs. LLOYD. Thank you.
Thank you, Mr. Chairman.
Mr. HUTTO. Mr. McCloskey.
Mr. McCLOSKEY. No questions, Mr. Chairman.
Mr. HUTTO. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman. I just have a few that I 

would like to follow up on.
In talking about the lists, you have said that we have agreed, 

that the member nations of CoCom have an agreed list for control 
ling the transfer of products and technologies to Communist coun 
tries.

The articles that are on those lists, are they being stopped, are 
they in fact being controlled, or are there member nations which 
are blatantly ignoring the list?

Mr. LINDSTROM. I would say that we are doing an increasingly 
better job of controlling. The list is being enforced. It is enforced in 
different ways in different countries. Each one has their own do 
mestic control system.

Mr. HUNTER. Does each country have a law, a Federal law, if you 
will, prohibiting the shipping of every product that is on that list?

Mr. LINDSTROM. Yes. Each country has national legislation that 
controls the exports. Some national legislation is more effective 
than other national legislation. We are working currently on this, 
not directly in my office, but we are involved, in the process of a 
harmonization effort within the CoCom, so that we will get to the 
enforcement end of this process to raise their enforcement level up 
to ours, and at the same time to raise our enforcement level as well 
and do a better job.

Mr. HUNTER. Are these criminal laws or civil laws?
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Mr. LiNDtTROM. In some cases, they are civil; and in some cases, 
they are criminal.

Mr. HUNTER. What are ours?
Mr. LINDSTROM. We have both civil and criminal penalties.
Mr. HUNTER. But do we have a criminal penalty that covers 

every item on that list?
Mr. LINDSTROM. Yes, we do.
Mr. HUNTER. How many other nations have criminal penalties?
Mr. LINDSTROM, To be very honest, Congressman, I cannot 

answer that question right here, but we would be happy to get the 
answer for you of what the breakdown is. That effort is being led, 
the harmonization effort, primarily by the Department of State 
and the Department of Commerce.

There is a major effort to harmonize the controls and to harmo 
nize the enforcement, so we will have as uniform a control system 
and as uniform a harmonization system as possible, because it is 
important to our own industry. You would not want your industry 
to complain that we are enforcing the law here, and that it is not 
being enforced the same way abroad, so that the competitor is sell 
ing it.

Of course, the overall objective and our crucial objective is to pre 
vent the technology from reaching the Warsaw Pact and those 
other countries that would be antagonistic to us.

Mr. HUNTER. I understand that. I did not understand until I read 
this that there is an agreed list. I thought that the list was kind of 
up in the air, and that there was a great deal of debate as to what 
is on the list, and it is a nebulous thing.

But if there is an agreed list, under the CoCom agreements, we 
must have an agreement that these items will be prohibited by 
each nation.

Mr. LINDSTROM. You see, CoCom itself is not a treaty. It is an in 
formal agreement for each of the countries. They have agreed that 
they will abide by this list. Each of the countries has then through 
their own national legislation set up systems to enforce the con 
trols.

As I said, some are better than others. We are working as hard 
as we can within the CoCom arena and within the bilateral agree 
ment with the CoCom nations to achieve the same level of control 
there as we have here. We are also working with countries that are 
crucial to controls that are not members of CoCom with various bi 
lateral arrangements.

And we have been engaging in a series of discussions over the 
last 2 years directly with the involved countries, both in a multilat 
eral forum and in a bilaterial forum. In faci, I myself have been 
involved in those discussions, not only with the countries them 
selves, but with their industries, to emphasize the importance not 
only to ourselves, but to them, of control.

And I think that we are making considerable progress. I do not 
say that we have achieved any kind of an optimum yet. We are 
working toward this. We think that some of the language proposed 
in the revisions to the Export Administration Act that encourages 
the strong movement toward strengthening the multilateral sys 
tems would be very helpful in this regard.

It shows our determination, and it shows our leadership position.
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Mr. HUNTER. Thank you, Mr. Chairman.
Mr. HUTTO. Mr. Secretary, one way of controlling technology 

transfer that has been suggested is to design products in such a 
way that they can be used for their intended or civilian purpose, 
but not used for an unintended or military purpose. This process is 
generally referred to as technology transfer engineering.

What is your opinion of technology transfer engineering in terms 
of its potential for stemming the loss of dual-use technology?

Mr. LINDSTROM. I think that there may be some very material 
benefits to be obtained by this concept. I would like to defer briefly 
to Dr. De Santis, who has been very intimately involved from our 
office on that issue to briefly talk to you about it.

Mr. HUTTO. All right.
Dr. DE SANTIS. Mr. Chairman, the concept of TTE [technology 

transfer engineering], is one in which we could allow higher tech 
nology or more current technology products to be sold at a reduced 
risk to national security.

This for our American industry increases the competitive edge in 
a lot of areas of export, particularly to some of the Warsaw Pact 
nations and other parts of the world.

Mr. HUTTO. Is there much of that being done now?
Dr. DE SANTIS. On a commercial basis, this is being done by some 

companies already. Because of proprietary information that I am 
in possession of, I am aware that certain companies have done this 
for commercial reasons within their products. I know in one case, it 
delayed another country from copying their product on the order of 
about 6 years before they could actually make a direct copy of it.

So it is being done at some levels in commercial industry right 
now.

Mr. HUTTO. Do you have any idea about the impact of the cost of 
the product when technology transfer engineering is used?

Dr. DE SANTIS. I think that the best way to describe it is with an 
example. One way of diversion, and if you are familiar with com 
puters, computers use high speed disc drives on them as peripher 
als, there is one concept using a TTE device or concept which 
would attach the critical disc drive to a computer. So if that disc 
drive were ever diverted, the system would not function. In es 
sence, you prevent diversion of a very high speed and absolutely 
necessary disc drive.

Mr. HUTTO. Is it possible to use technology transfer engineering 
on most products or all products?

Mr. LINDSTROM. I think that that is a question that is still under 
study.

Mr, HUTTO. Is there any kind of study being done on this?
Mr. LINDSTROM. There are studies being done in this area. We 

would be happy to discuss that with you in more detail in a closed 
session, or in a written response to your question.

Mr. HUTTO. Thank you.
You mentioned the codevelopment and the coproduction pro 

grams as an effective means of achieving political, economic, and 
national security objectives. Some of the countries that enter into 
these agreements with the United States insist on complete trans 
fer of the underlying technologies, not just the production tech 
niques, for example.
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These countries then utilize these technologies in the private 
sector to improve their export capabilities.

Do these considerations play any role in your decisions to recom 
mend coproduction?

Mr. LINDSTROM. Well, let me answer by saying that in that area, 
the major problem does not occur from that side. When technol 
ogies are transferred to our allies for coproduction, the controls are 
quite good, quite careful.

I think that the problem comes more from the technology that is 
transferred within the civilian arena. Let me say that we do take 
cognizance of that issue, and we do address it within the Depart 
ment of Defense in a way that we think is an effective way to deal 
with it. I think that that would be my answer to your question.

Mr. HUTTO. How are the technologies involved in these programs 
controlled in terms of the recipient countries' private sector, and in 
terms of subsequent reexport to Soviet or Warsaw Bloc countries?

Mr. LINDSTROM. Technology that is transferred within a coopera 
tive program is transferred on a government-to-government basis. 
And then there are various types of industrial security agreements 
to insure against the retransfer of those technologies. Not just re- 
transfer to someone else, but utilization of the technology in other 
arenas by the company.

The industrial security arrangements are obviously under con 
stant review and upgrading to insure their effectiveness. We think 
that we have achieved effective levels. I am sure that they could be 
more effective. On an ongoing basis, we do review them to make 
sure that they will do the job and continue to do it.

I might ask Mr. Sullivan who is in that area to comment very 
briefly on that.

Mr. SULLIVAN. I really do not think that there is anything to add 
to what you said.

Mr. HUTTO. Mr. Courter, do you have further questions?
Mr. COURTER. One last question; thank you, Mr. Chairman.
We understand that recently the United States withdrew from 

the International Institute for Applied Systems Analysis in 
Vienna, which is an institution that is largely funded by Western 
governments. We also understand that the Soviets could possibly 
have gained access to industrial and scientific computer data bases 
in the United States, and Asia, and Western Europe through those 
sources.

If you could tell us on the record as much as you can on what 
type of information that the Soviets have gleaned by utilization of 
this data base information, and how we can prevent : % and wheth 
er or not you have any hard evidence as to whether they have re 
ceived technology that is critical from these data bases?

Mr. LINDSTROM. Congressman, I would be happy to answer that 
question, but I would prefer to answer that and I could give you a 
far better answer in a classified response to your question.

I understand your question, I understand it thoroughly, and we 
would be very pleased to provide an answer to you, but J think that 
that would be better answered in a classified manner than unclas 
sified. I could answer you more thoroughly and better.

Mr. COURTER. Fine.
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Is that going to be done at a later date, Mr. Chairman, in a 
closed door session, or is that information going to be supplied?

Mr. LINDSTROM. We will supply that information to you. It will 
come as rapidly as we can send it to you.

Mr. COURTER. Thank you.
Thank you, Mr. Chairman.
Mr. HUTTO. Mr. Hunter, do you have further questions?
Mr. HUNTER. No.
Mr. HUTTO. Maybe we could go another 7 or 8 minutes and try to 

close it up.
Mr. HUNTER. I do not have any further questions.
Mr. HUTTO. We might have some questions that we would like to 

submit to you on some of the items, for example, that Mr. Courter 
was talking about, and other questions, so you could submit those 
to us in writing.

But I would like to at>k you a little bit about the article that Mrs. 
Lloyd referred to. The sales of high technology to China was done 
without the approval of Secretary Weinberger. He was opposed to 
it from what has been reported.

Is that the advice that you gave the Secretary?
Mr. LINDSTROM. Let me --espond, Mr. Chairman, by stating that, 

as I indicated earlier, having been in this business off and on for a 
long period of time, I am always concerned about the implications 
of the transfer of high technology.

It is always an area of concern. I am at the same time very cog 
nizant that we have in the overall way that we conduct our nation 
al security and foreign policy that we balance a great many differ 
ent interests, and that balancing, I do not do.

I look at it in my current position at the technical level, and we 
supply the technical analysis of what the results will be of trans 
fers. The policy decision really is a decision that is not within our 
purview. I am, of course, very cognizant of both the benefits and 
the risks of those decisions.

Mr. HUTTO. Would not a situation like this where, as we under 
stand, this technology could be diverted to military use, would this 
not be a good place for technology transfer engineering; would it 
not be a cause where perhaps we could use some kind of servicing 
contract, is that possible?

Mr. LINDSTROM. I think  
Mr. HUTTO. Is that included as part of technology transfer engi 

neering?
Mr. LINDSTROM. I think that there are many ways that those 

problems can be solved. And the technology transfer engineering 
may offer some very good possibilities.

Mr. HUTTO. Will the Defense Department have any further over 
sight in this matter?

Mr. LINDSTROM. Yes, we will.
Mr. HUTTO. How much is Defense involved in enforcement activi 

ties relating to technology transfer?
Mr. LINDSTROM. Well, enforcement is not our charter. Enforce 

ment liea in the purview of Customs, the Department of Commerce, 
of the Department of Justice, and at the diplomatic level at the De 
partment of State.

27-827 0-84-12
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We have supplied resources, as I think you are aware, for Oper 
ation Exodus. And our overall function would be basically in the 
supplying of resources. Obviously, the intelligence community, of 
which we are 3 part, has a part to play in that.

So in that sense, we do have a part to play in enforcement, and a 
very important one. But it at the resource level, the supplying of 
data, rather than the implementation process.

Mr. HUTTO. Mr. Lindstrom, you have mentioned that Secretary 
Perle testified with respect to that bill. And I guess that was last 
week. I believe that that was before Armed Services. I would cer 
tainly endorse the remarks that he made at that time, but that ba 
sically is policy's area. We, however, have been involved in the 
process from the Defense side in the development of the adminis 
tration act, which again we very strongly support.

Does the business community have any opportunity to offer a po 
sition on the contents of the Militarily Critical Technologies List on 
a continuing basis directed toward eliminating items no longer 
strategically significant?

Mr. LINDSTROM. Yes, indeed. And as I noted, through MAPAG, 
which is an association of associations. They are intimately in 
volved on an ongoing basis. We are either ourselves, our own office, 
or through our own contractors involved and in contact with them 
on a continuous basis. So there is continuous industry input.

I think that industry has gotten familiar with the list, and has 
had a chance to really review it thoroughly. They have, at least, as 
it has been communicated to me. And in the various forums that I 
have been present discussing it with industry, they feel that we 
have now developed a very workable useful document. And that is 
not to say that it cannot be greatly improved. We are doing that all 
the time. But I think that they believe that in general that we 
have a good document now.

Mr. HUTTO. Back to Mr. Courier's initial question today, are 
there specific suggestions that you might have for us on what we 
can do in the Congress to help in the matter of technology trans 
fer?

Mr. LINDSTROM. Well, I guess that my first answer would have to 
be, Mr. Chairman, that I think that the passage of the bill as pro 
posed by the administration with the changes that have been 
worked out would be very helpful.

I think that the Congress has been helpful in giving us addition 
al resources with which to do this job. We are doing it still with 
very few people. And I think that we are at the same time improv 
ing our operations with our computerization, so that we do it with 
few people.

But we do need resources. We try to use them as judiciously as 
we can. But it is a very large undertaking, and we feel a very vital 
undertaking. I think that in response to your question, the contin 
ued supply of resources that we need to do the job.

And I think that the proposals for changes in the act that were 
proposed by the administration would be very helpful enabling us 
to do our job internally, and also to provide the leadership that is 
necessary within the international community, so that we can do 
an effective overall job.
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Mr. HUTTO. We thank you all for being here with us, and we look 
forward to a continuing relationship in working on this problem. 
Thank you, very much.

Mr. LINDSTROM. Thank you, Mr. Chairman.
[The following questions were submitted to the witness to be an 

swered for the record:]

DOD DIRECTIVE 2040. XX
Mrs. BYRON. Would you give the Panel an overview of the Directive (DOD Direc 

tive 2040.xx), and tell us whether it has gone beyond reorganizational requirement, 
or is it something on the order of a policy statement?

ANSWER. Although DOD Directive 2040.xx is still a draft document, most of its 
elements have been agreed to by the responsible activities within Defense. This is 
why the Deputy Secretary of Defense, Mr. Carlucci, directed on 29 Dec. 1982 that it 
be implemented immediately as DOD policy. We all realize that the need to exercise 
a careful review of technology transfer is more important that "dotting the i's and 
crossing the t's." Therefore, we concur with Mr. Carlucci's decision to move forward 
as fast as possible.

DOD Directive 2040.xx is a comprehensive implementation of the Export Adminis 
tration Act, the Arms Export Control Act and the National Security Decision Direc 
tive Number -1 It delineates the policies and procedures of the Department of De 
fense as they relate to international technology transfer. The organizational struc 
ture in 2040.xx has been in place since the beginning of this Administration. DOD 
Directive 2040.xx formalizes the structure as an element of DOD's role in support 
ing the Acts and allows ua to permanently commit staff and resources. The Interna 
tional Technology Tranbi n Panel identified in 2040.xx is a new concept in formaliz 
ing the management of technology transfer. The panel is functioning and the two 
major projects on its agenda are the coordination of the implementation of 2040.xx 
and the new technology transfer guidelines for the Peoples Republic of China.

Mrs. BYRON. Please refer to the previous question on DOD Directive 2040.xx.

TECHNOLOGY TRANSFER TO CHINA
Mrs. BYRON. Has the PRC been reclassified as the equivalent to the Warsaw Pact 

Countries or is it now a "friendly" country? Would you please outline DOD's posi 
tion on these developments in regard to PRC.

ANSWER. The Peoples Republic of China (PRC) has been reclassified from Catego 
ry "P" to Category "V". The terms "friendly" or "unfriendly" do not apply. The 
Department of Commerce defines Category "V" as, "All countries not included in 
any other country group (except Canada)".

Consistent with Administration policy, the Department of Defense (DOD) is work 
ing closely with the other agencies to develop an overall technology transfer policy 
for the PRC which accomplishes three objectives.

1. Speed up the processing of export licenses for the PRC so that the licensing 
process does not present an unreasonable barrier to U.S. industry.

2. Assist in the modernization of PRC industries.
3. Protect the national security of the United States in critical mission areas. This 

latter point is consistent with U.S. policy for all exports of commodities and technol 
ogy controlled for national security to all countries, and is not unique to the PRC.

Mr. HU"TO. The panel stands adjourned. 
[Whereupoa, at 3:15 p.m., the panel was adjourned.]



INTENTIONAL
BLANK



TECHNOLOGY TRANSFER
HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ARMED SERVICES,

TECHNOLOGY TRANSFER PANEL, 
Washington, D.C., Wednesday, July IS, 1983.

The panel met, pursuant to call, at 1 p.m., in room 2118, Ray- 
burn House Office Building, Hon. Earl Hutto (chairman of the 
panel) presiding.

Mr. HUTTO. The Technology Transfer Panel will plea'se come to 
order. The purpose of today's hearing is to receive testimony from 
a variety of witnesses representing the exporters of technology. 
Our deliberations thus far have tended to focus on the effectiveness 
of controls employed to restrict the transfer of strategic technology 
to our adversaries. As with any government regulation, certain 
costs are borne by the organization regulated. I hope today we can 
gain additional insight into the magnitude of these costs both tan 
gible and intangible under current procedures and those that 
would v, _ imposed under various recommendations for change.

It is incumbent on the Congress to ascertain and weigh these 
costs against the costs we will incur through the transfer of strate 
gic technology. This is obviously a difficult task, and we welcome as 
much guidance as our witnesses can provide.

Our witnesses represent a wide spectrum of interests. In order to 
obtain an exchange of views most helpful to us, I would like to sug 
gest that the witnesses sit on one of three panels. Each witness can 
present a prepared statement or summarize the statement if de 
sired. I would ask that the questions be withheld until all state 
ments of a panel are presented. Whomever questions addressed to, 
I would urge the witnesses to feel free to respond and even to 
engage in a dialog among yourselves, if that would be helpful.

I would like to welcome, on behalf of the Technology Transfer 
Panel, each of the witnesses. On the first panel, representing th^ 
Multi-Association Policy Advisory Group, Mr. Thomas A. Ca*npo- 
basso and Mr. Walter R. Edgington; and on the second panel, rep 
resenting the Semiconductor Equipment and Materials Institute, 
Mr. Larry L. Hansen; representing the Semiconductor Industry As 
sociation, Mr. Dale P. Lewis; and representing the National Ma 
chine Tool Builders Association, Mr. John H. Mack.

On the third panel, representing the Defense University Forum, 
Dr. Leo Young and Dr. David A. Wilson.

We are pleased to have each of you here today. At this time we 
will ask for members of the first panel, Mr. Campobasso and Mr. 
Edgington, to proceed as you so desire.

(177)



178

STATEMENT ov THOMAS A. CAMPOBASSO, VICE PRESIDENT, 
EXPORT M/»-".KETING, ROCKWELL INTERNATIONAL CORP.

Mr. CAMPOBASSO. Mr. Chairman, members of the Panel, I am 
Tom Campobasso, chairman of the Multi-Association Policy Adviso 
ry Group [MAPAG] formed to assist the U.S. Government in deter 
mining how best to identify militarily critical technologies. This 
multi-industry effort is called the Multi-Association Policy Adviso 
ry Group, or more commonly, MAPAG. I am accompanied by the 
group's vice chairman, Walter Edgingto^

With your permission, rather than read my full statement at this 
time, I would like to submit it for the record. I might mention the 
statements you have before you today are corrected statements 
from those submitted earlier. There was a change on page 8, so the 
one you have now is the correct statement.

Further, I would like to make a few comments which highlight 
our position, following which Mr. Edgington and I will be pleased 
to respond to questions from the Panel.

The MAPAG was established in 1979 in order to coordinate the 
high technology industry association efforts involved in the review 
of a militarily critical technology list or MCTL which was mandat 
ed by the Export Administration Act of 1979. The member associ 
ations of the MAPAG are Aerospace Industries Association, the 
American Electronics Association, Computer and Business Equip 
ment Manufacturers' Association, Electronic Industry Association, 
and the National Security Industrial Association.

I believe, Mr. Chairman, that every major high technology com 
pany in the United States, as well as hundreds of medium ard 
small corporations is a member of one or more of these associ 
ations.

First, Mr. Chairman, I want to emphasize that U.S. industry is 
represented by these associations and MAPAG is fully supportive 
and totally committed to controling the flow of militarily critical 
technology to pur potential adversaries. MAPAG is acutely aware 
of the competitive technology edge we in the West possess as a 
result of a considerable and continuing investment in research and 
development by the U.S. Government and U.S. industry independ 
ently. Therefore, MAPAG strongly endorses the efforts of the Con 
gress and the Executive to control the flow of militarily critical 
technology to our potential adversaries.

We are not here today to offer a legislative solution to those very 
complex and jointly shared problems. You and otLers on this panel 
have labored long in the reauthorization of the Export Administra 
tion Act of 1979. Various bills have bee" drafted, and it is our un 
derstanding that the one reported by jhe House Foreign Affairs 
Committee attempts to strike a balance between national security 
needs of this Nation and recognition of the role exports play in our 
national economy. In fact, we feel very strongly that a strong na 
tional economy is the center of national security.

Further, it is our understanding that this panel, after an exten 
sive review of this bill, will make recommendations as to possible 
revisions. In this regard, we feel the testimony presented to this 
panel by Dr. Peter Scharfman of OTA has irerit. It is, therefore.
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our objective today to simply call your attention to certain aspects 
of this problem which we believe are not always fully understood.

Foremost among the common misconceptions regarding the 
Export Administration Act is the belief that it controls only trade 
for the Soviet bloc. If this was true, we would not be here today.

A second misconception is that the United States is the origina 
tor of virtually all discoveries and advancement in technology, and 
then if only somehow we could close our borders, the Soviets would 
be denied access to any but the most basic technologies.

Unfortunately, this view of the preeminence of the United States 
is simply not true. One need only to attend the ir ternational trade 
shows, or the many other expositions worldwide to be aware of the 
foreign availability of the critical advance technologies.

Still a third misconception is that current export trade legisla 
tion is somehow flawed, and that by tightening up our laws regula 
tion and export licensing process, we can unilaterally control the 
flow of technology to our potential adversaries.

We are unaware of any documented examples where the Soviet 
Union has acquired the U.S. military critical technology as a result 
of deficiencies in the current act. In the FBI report it said it was 
from the free society rather than from flaws in the act itself.

Let me be very candid. Increased export controls applied unilat 
erally to U.S. industry will not solve the problem. In fact, unilater 
al controls only inhibit the initiator.

Congress and the administration must recognize how the Soviets 
are actually, not theoretically, acquiring Western technology. The 
FBI and the U.S. intelligence agencies have provided the details of 
the Soviet espionage effort. The executive branch must also realis 
tically assess the foreign availability of militarily critical technol 
ogies as stated in the Export Administration Act of 1979 and take 
the necessary steps in concert with our allies to control it. A deter 
mination of foreign availability is absolutely critical, and yet it is 
an issue which has been virtually ignored.

Perhaps the greatest source of technology for our adversaries is 
simply the openness of our society. Tho United States shares with 
the world its technology advances through free press and by access 
to our most prestigious universities. However, it is also this open 
society that has contributed greatly to the development and ad 
vancement of our technology base.

In summary, MAPAG shares the concern of this panel and 
others regarding the loss of advanced technology to the Soviet bloc. 
Industry develops a lot of technology and we'd like to see that tech 
nology preserved as well. We hope you recognize that the Export 
Administration Act has its most significant impact upon the export 
of U.S. products to the free nations of the world, not the Soviet 
bloc. Other Western countries must join with the United States to 
mujtilaterally control the export to potential adversaries of the 
militarily critical technologies which we possess as the United 
States and jointly with our allies. Overly broad and unilateral 
export controls are detrimental tc both the national defense and 
the national economy.

For our part, MAPAG will continue to assist in identifying mili 
tarily critical technologies in cooperation with the Department of
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Defense so that all of our efforts can be concentrated to achieve the 
objective we jointly share.

Mr. Chairman, we would be pleased to respond to any questions 
you may have at this time.

[The prepared statement of Mr. Campobasso follows:]
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PREPARED STATEMENT or THOMAS A. CAMPOBASSO

Introduction

I am Tom Campobasso, Chairman of the Multi-Association Policy Advisory 

Group, MAPAG. and with me 1s Walt Edglngton, Vice Chairman.

The MAPAG was established 1n 1979 In order to coordinate the high 

technology Industry association efforts Involved 1n the review of the Militarily 

Critical Technology List (MCTL). The member associations are the Aerospace 

Industries Association, American Electronics Association, Computer and Business 

Equipment Manufacturers Association, Electronic Industries Association, and the 

National Security Industrial Association.

Representatives of these Associations have been participating In the on 

going review of the MCTL and In similar DoD efforts which Immediately preceded 

the MCTL. Our Investments of engineering and scientific manpower, and financial 

and other resources devoteo to these efforts have been 1n the millions of 

dollars.

We willingly made such Investments because we recognize, as does the 

Congress and the Administration, the Importance of arriving at an effective 

srlutlon to controlling the transfer of Western technology to our potential 

adversaries.

Background

The origins of the MCTL as one Important aspect of technology transfer 

stem from the efforts of a task force of the Defense Science Board. In a report 

entitled "An Analysis of Export Controls of U.S. Technology - A DoD Perspective," 

dated February 4, 1976, the task force recommended a major restructuring of the 

U.S. strategic trade control system. The proposed approach would move the control 

of trade to the Soviets and their allies from oi.eempnaslzlng the control of products 

and their associated technologies to one emphasizing critical technologies. The 

membership Included experienced Individuals from both Industry and government, 

thereby offsetting most Institutional biases.

The major Issues of "critical technologies" established therein can best 

be understood 1n the time available by leaking directly at the principal finding 

and recommendations of the task force:

" I. Design and manufacturing know-how are the principal elements of 

strategic technology control.

These categories of the export should receive primary emphasis: 

1 arrays of design and manufacturing know-how; 

2. keystone manufacturing, inspection and test equipment;
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3. products accompanied by sophisticated operation, applica 

tion or maintenance know-how."

The report went on to state that the "more active" techialogy transfer 

mechanisms must be controlled tightly and that product sales do not usually 

transfer current desiq-i and manufacturing technology. To preserve strategic U.S. 

lead tine, exports should be denied 1f a technology represents » revolutionary 

advance to the receiving nation, but could be approved if 1t represents only 

an evolutionary advance. Additionally, Task Force Chairman, J. Fred Bucy of 

Texas Instruments, In a letter to the Chairman of the Defense Science Board, 

e*nphasized: the Importance of focusing wholly on technology and not on end 

products; that the mechanisms of transfer were limited to those encountered by 

Industrial firms 1n transferring technology to other countries; that the 

Implications of technology transfer to Western allies and neutral nations 1s 

considered only from the standpoint of retransfer of strategic know-how through 

them to Communist countries; and the principal Issue was determined to be 

Cownunist countries which received almost the exclusive focus of the report. 

Finally, th* report emphasized both the Importance of, and the difficulty 1n, 

achieving COCOM cooperation on the technology Issues and the approach. Mr. 

Bucy further concluded that, for the most critical technologies, th s U.S. should 

not release such know-how beyond Us borders. We do note, however, that the 

focus of the Task Force was specifically upon the so-called "dual use" products 

and technologies since the export of defense articles and services on the U.S. 

Munitions List are already proscribed 1n their export to the Communist countries.

The Department of Defense then created a mechanism for the purpose of 

establishing a first 11st of critical technologies with the expectation that 

it would serve finally as the basis for a change In the strategic trade 

control system. From 1976 until 1979, DoD labored to create the 11st. At 

the same time, however, the then current U.S. Initiatives with our NATO allies 

strained our Nationalization, Standardization and Interoperability (RSI) 

goals. The efforts to create an acceptable 1st of critical technologies failed 

for many reasons. To our NATO allies, this appeared to be in conflict with plans 

to expand the transfer of technology within the RSI context.

With the passage of the Export Administration Act of 1979, (Sect.Sc (2)), 

the requirement to establish an Initial List of "Militarily Critical 

Technologies" was made formally. DoD had until October 1, 1980, to create the 

Initial 11st and publish 1t 1n the Federal Register. However, at the same time, 

the Act also required that foreign availability be considered, a factor that was
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an essential element of the DSB Task Force analysis, a factor whose basis Is an 

understanding of the need for controls to be multilateral rather than unilateral to 

be truly effective. This list was also required to become the basis for change 

of the U.S. strategic trade control system and It had to be sufficiently 

specific to be usable by a licensing officer In his deliberations on whether 

or not to grant an export license. The Initial List was created by October 1, 

1980. but It was classified CONFIDENTIAL. In our view, its all-inclusiveness 

and Its lack of detail for use by the licensing officer have created conditions 

whereby the strategic trade control system has not been changed to date.

There are a niMber of negative Issues that are underlying for a variety 

of reasons, Issues and reasons on which we will now expand.

The MCTL Should Not Be Implemented Unilaterally

It Is extremly Important that COCOM cooperation be obtained In con 

trolling any MCTL items that the U.S. Might consider for controls. Sect. 5(1)(3) 

of the Export Administration Act requires the President to negotiate with COCOM 

countries in order to "reduce the scope of the export controls Imposed by agree 

ment of the Committee to a level acceptable to and enforceable* by all govern 

ments participating in the Comtittee." We agree with Congress that COCOM coopera 

tion 1s fundamental since. 1f it Isn't achieved, the U.S. would be imposing, 

in many cases, unilateral controls in th; face of foreign availability. This 

would not prevent our adversaries from acquiring such goods and technologies, yet 

would deprive U.S. firms of exports and Jobs and would erode the defense 

Industrial base. HAPAG believes the question of COCOM cooperation should 

be resolved before and not after the United States determines whether to expand 

any of Its controls to cover identified MCTs which are available from COCOM and 

other Western countries.

Me consider it essential to the future of the export control process to 

achieve an explicit COCOM commitment to (1) consider the end objective of 

technology-based controls, and '2) acconwodate the Militarily Critical Technology 

concept in tie evolution of such COCOM controls. 

foreign Availability Must be a Determining Factor 1n Consideration of Export Controls

The belief 1n the U.S. pre-eminence as the leader in all areas of technology 

that existed thirty years ago still colors today's thinking. Instead, the fact 

Is that the U.S. no longer has technological exclusivity 1n the marketplace in 

either products or services. Commercial products with potential military

"(emphasis added)
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application permit French, British. German, Israeli. Italian, Japanese, 

Brazilian, Swedish and other internationally based companies, to compete with 

us fjr sales throughout the world. While many of these countries are linked 

with us in a multilateral trade control system (COCOH), even among member 

nations differences 1n emphasis, procedures, and enforcement serve to adversely 

impact trade competitiveness. U.S. unilateral product and technology controls

only further erode our competitive posture. 
«

There is, therefore, need for the government to address foreign avail 

ability. The Export Administration Act mandates the Department o f Commerce to 

assess foreign availability. To extend controls without consideration of 

foreign availablity deprives U.S. firms of exports without preventing potential 

adversaries from acquiring those goods and technologies elsewhere.

U.S. tetransfer Control Policy Must Be Re-Examined

The U.S. is one of the few countries within the free world which pro 

hibits the fetransfer of its commercial goods and technologies that are subject 

to export control. As a result, a U.S. exporter carries the burden of complying 

with U.S. re-export control requirements. These retransfer controls have the 

effect of applying criteria for control of East-West trade to West-West trade. 

The extra-territorial exercise of U.S. sovereignty introduced by these re- 

transfer controls is a significant disincentive thereby jeopardizing commercial 

sales worldwide as foreign purchasers prefer not to procure from U.S. sources 

if alternate sources are available. This burden is more difficult to overcome 

as more and more countries offer high techt-oiogy products and technologies for 

export. The credibility of the U.S. as a valid supplier is seriously 

threatened because of this.

If the items for which expert controls are truly necessary are defined 

succinctl>, it should be possible to reach international agreement to protect 

against re-export. Such an approach would avoid the necessity of unilateral 

U.S. re-export controls, better protect Western technology, and U.S. national 

security while avoiding unnecessary trade .iscriminatlon against just U.S. 

suppliers. Othervisa, U.S. retransfer controls will only inhibit U.S. world 

trade.

The MCTL is Too All-inclusive and Should be Limited to Fewer Really Critical lechnoj ogles ——————————————— ^

In September 1981, MAPAG provided some fundamental concerns to the Secretary 

of Commerce, the Secretary of defense and the Secretary of State with regard to 

the Militarily Critical Technologies (MCT) approach and Its use in the licensing 

process. The main concerns were that the sheer size of the list and its
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unilateral use could only serve to further limit our ability to compete Inter 

nationally; create yet another layer of control, and reduce our trade with 

traditional trading partners rather than with potential adversaries.

The Rand Corporation, in a separate study for the Air Force, commented 

on the MCTL: "It contains a virtual roll call of leading contemporary 

technologies" and further presumed that the list would be reduced significantly 

in scope before it became the critical basis for policy. Regrettably, it 

appears it wi 11 not be so reduced.

We understand that the MCTL is presently being used to some degree as a 

control mechanism 1n Its presant form, and is constraining U.S. free world trade. 

This 1s occurring precisely at a time when WP are making every effort to increase 

our foreign trade, reduce employment, strengthen our national economy and improve 

national security.

The MCTL Entries Lack Specificity

Many of the MCTL descriptions are extremely broad and lack the precise 

parameters of current Commodity Control List (CCL) entries. The Importsnce of 

the aspect of the MCTL and the Implementing drafts flowing from 1t cannot be 

overemphasized. At present, categorization of products on the CCL 1s a 

complicated task requiring engineering and legal Input to determine the applica 

bility of CCL entries to specific equipment. Industry and Office of txport 

Administration (OEA) licensing officers devote considerable time to categoriza 

tion issues, which rarely receive the publicity and Congressional attention of 

licensing decisions and license processing problems. Such issues have gained 

particular Importance with the implementation of the Customs Service's Project 

EXODUS because detention of equipment not requiring validated licenses has 

occurred and is continuing. U.S. exporters are required, when such detention 

occurs, to convince Customs officials or Commerce licensing officers through the 

Office of Export Enforcement, that the detained equipment is not within the con 

trolled categories defined by the CCL and can be shipped under general license.

The MCTL is difficult for industry and licensing officers to interpret 

and apply in a regulatory context. The descriptions, as written, not only 

could Include high technology equipment, processes and procedures, but also 

could be interpreted to apply to much less sophisticated data and equipment of 

the saaie general category. Some of this ambiguity may be clarified with tighter 

drafting. It is apparent, however, that a good deal of work will be needed on 

this subject.

The key point is that in the absence of such clarification, U.S. exporters
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and others concerned, will face difficulties with the descriptions, regardless

of the types of Implementing licensing schemes adopted. Determining what data

and equipment requires such licensing will be a more complex and time-consuming

task.

Product Controls Should be Relaxed as Technology Controls are Added

In Its Background paragraph (p.2), NAPAG noted that the basic thrust of 

the DS8 Task Force report which led to the MCT was tc change the export control 

system to one emphasizing control of critical technologies rathe; than control 

of products. The Department of Defense echoed the concept of decontrol 1n Its 

October 1980 statement 1n The Federal Register* noting that "certain Items 

presently on the CCL may be recocmended for decontrol".

In Us September 4, 1981 letter to Commerce Secretary B«ldr1ge. MAPAG 

reconfirmed a linkage of product decontrol to the Increased control of technology 

as one of tenets of a basic agreement between MAPAG and the government.

However, while actions by the government have steadily shifted the 

emphasis of export controls to controlling technologies, there has been little 

or no corresponding change 1n controls applying to products.

NAPAG continues to urge that export control of technologies be accompanied 

by decontrol of products. 

Security Classification of the MCTl Impairs Industry Review

DoD security classification of *he MCTl adds burdens for Industry. With 

such classification. Industry review Is limited to only those persons possessing 

a security clearance and therefore Impairs a broad Industry review. In some 

Instances, products and their related technologies are purely commercial 1n 

their origins. Frequently, existing commercial technologies find military 

application a number of years after they find commercial utility. Compc.iles 

engaged In the design and production of such comnerclal products often do not 

have engineers with security clearances. As a result, segment! of the 11st 

nay never have been reviewed by some of those affected but, rather, only by 

those with clearances. Falling to appreciate this Implication, Defense officials 

have erroneously Implied that the MCTl has full Industry agreement.

Further, the matter of Classification brings about the potential for In 

creased burdens on the already over-burdened licensing system. Companies which 

are Ineligible to possess the MCT «<11 be unable to determine the exportablHty 

of products or their technologies. As a result, they may submit license

•Federal Register, vol. 45, M>. 192, p.65015
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applications that far exceed realistic approval limits. Moreover, the matter 

of classification interrupts the normal government-Industry dialogue since such 

companies are not permitted to know the reason for the denial beyond "national 

security". Without such in understanding, ar. adversarial relationship can be 

expected.

While we accept the Importance of the case-by-case review process for 

license applications, Me believe that the classification of the HCTL creates 

severe burdens not anticipated earlier, burdens that can be reduced only by 

redrafting and declassification. 

MCTL I tens Shoulu ,'^t be Transferred to the Munitions List

We remain concerned over the DoO's October 1, 1980 announcement* that it 1s 

considering adding MCTL Hems for ITAR control. We understand there still is a 

movement within DoD to place sone of the MCTs on the U.S. Munitions List. We 

acknowledge that under ti.c Executive Order, the Secretary of State, with the 

concurrence of the Secretary of Defense has the authority to determine what 

constitutes the Munitions List. However, to move some of the MCTs from the 

Commodity Control List (CO.) to the Munitions List would constitute. In our 

view, a fundamental restructuring of the U.S. export control system.

Adding those MCTs not presently on the Munitions List to that list would 

serve not only to ban their export to Comnunist countries, but also could re 

strict other exports to Important Free World commercial markets. The resulting 

new and different export licensing practices would also serve as a major dis 

incentive to trade at a time when expanded trade 1s unanimously viewed as essential 

to our economic strength and health. Moreover, because our major trading 

competitors would face no such added control obstacles, U.S. exporters would be 

competitively disadvantage^ At the same time, it is our view that the CCL 

control system, in which both the Department of Defense and State participate, _1s_ 

effective in controlling the export of militarily critical goods and technical 

data to potential adversaries.

The abilities of the Department of State and Defense to cope adequately 

with what must be expected to be a massive Increase in munitions licensing, should 

the U.S. Munitions List be increased substantially ry MCTs, must be considered as 

well. It is unclear to us what advantage, if any, in terms of preventing adversary 

acquisition, could be obtained by moving identified MCTs from the CCL to the 

Munitions List.

•Federal Register, vol.45, 1192, p.65015
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Achieving Balance Between National Security and Unnecessary Trade Restriction

Our industries have direct and vital interest in the national security of 

our country. We have shared the challenges and the risks associated with de 

signing and producing the modern weapons systems and components that comprise our 

defense arsenal. Contrary to the claims of some, we do not seek to erode our 

defense industrial base with needless or unwise sales of technology. Our members 

do, however, engage in the highly competitive free world marketplace which contri 

butes favorably to U.S. jobs, R&D and capital imestment, and reduced costs to 

the U.S. government, thereby improving the U.S. defense industrial base.

Past practice in balancing our national security requirements with the 

need to insure U.S. competitiveness in worldwide trade has been one of extreme 

reactions and responses. The process appears to be unable to achieve a balance 

of concerns at the implementation level.

Most senior officials of the Administration recognize that the success of 

U.S. industry in world markets is in the nation's long term interests. There 

are others focused on whether each export item under review could contribute 1n 

any way to the efficiency of the Soviet infra-structure, without due consideration of 

its U.S. economic impact.

HAPAG recognizes the difficulty in finding a political consensus for a 

notion of balance, and also recognizes that the lack of a national consensus has 

had adverse consequences for industry. If we could more narrowly define the items 

o'f critical military importance for control, and relax controls and administrative 

burdens elsewhere, a balance could emerge. A consensus on the concept of balance 

needs to be made explicit. 

In Summary

To satisfy a requirement of the Export Administration Act of 1979, the 

Department of Defense developed an initial list of Militarily Critical Te --ilogles 

iMCTs), now in its third edition. The DoD believes these technologies, '.. trans 

ferred to a potential adversary, could enhance the military capabilities of such a 

nation. HAPAG believes the following specific items relating to this national 

security program warrant the careful consideration of your panel:

o The U.S. should exert every effort to Insure that the Coordinating 

Committee (COCOM) adopts an MCT control system with required 

assurances that such controls will be maintained cooperatively by 

the member countries.

o The U.S. should not adopt a unilateral MCT control system since



189

this would not achieve a national security objective, but would 

only further erode the U.S. West-West trade.

o The MCT control system must give meaningful consideration to the 

operative determining factor of Foreign Availability, as was re 

quired in the 1979 Export Administration Act. 

o The U.S. must negotiate its retransfer contiol policy with its 

traditional trading partners in order that uniform treatment can 

be accorded all Western technologies, 

o Control of critical technologies must be accompanied by a decontrol

of products and lesser technologies. 

o The MCTL should be redrafted and declassified to insure broadest

possible review and usage, 

o HCTL dual use technologies should not be transferred to the Hjnltions

List.

o The MCT cortrol system, intended to restrict technology flow to 

the Soviets should not interfere with U.S. trade with our tradi 

tional trading partners in the West.

Given our open society and the large amounts of data In the public domain, 

could a control system based on critical technologies ever be effective? MAPAG 

accepts the need for controlling trade with the Soviet Union and Its b!cc 

countries for reasons of natioKil security. However, we zontlnue to question 

the formation of a trade control system based on Military cr1t1ca!1ty a*racing 

more than 700 technologies ind products.

27-827 0-84-13
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Mr. HUTTO. Do you have a statement Mr. Edgington?
Mr. EDGINGTON. No, I'm just adviser to Tom.
Mr. HUTTO. Let me ask you a few questions about the bill tha: 

came out in the Foreign Affairs Committee. Is your association sup 
porting this bill?

Mr. CAMPOBASSO. The MAPAG is a structured ad hoc group of 
five associations. It's really not in a position to support the legisla 
tive process. But as we've said in our statement, we believe that it 
is a balanced approach. An approach which we think will be en 
dorsed by owr associations.

Mr. HUTTO. You said, and I know you mean it, that you agree 
that we should not let the Soviet or the Warsaw Pact nations get 
our high technology that would be militarily critical. How do you 
propose to handle this problem?

Mr. CAMPOBASSO. Let me make a few comments in that regard 
because I think it's very critical and it's a point of question of the 
whole issue.

To start with, I think we must first assess what are really mili 
tarily critical technologies. Wcv have a list today which is classified 
and very, very diffi''-,n for inrustry to use because they don't have 
p.ccess to it. Many companies 'an't even see it, except to be denied 
a license because of it not h.'.ovring why.

The second thing is that th< list is very, very long. It has been 
stated that it is a cnronology of the technologies available in the 
West and probably throughout the world, and not really one fo 
cused on those technologies which are critically and militarily sig 
nificant.

If the book was used as a reference or as a document of that type 
it would be one thing, bu* it's being used as a go, no-go and will 
increasingly be used as such, and that's bad. Now I think that uni- 
laterally controlling technologies from the United States is not the 
answer, unless we have a technology so unique that none of our 
allies share it, and if that's the case, I say deny exports and lei's 
keep it. But most of the technologies we talk about today are gen 
erally available in foreign markets. If we don't multilaterally con 
trol such technology through CoCom, but a restructured CoCom, 
and one with a much more significant structure than the informal 
ity of CoCom today where some enforcement can be pursued then 
we are not restricting techological transfer.

If we have that multilateral agreement, if we have a CoCom 
which can enforce it, then I think we can control those technol 
ogies more effectively throughout our Western society. If that is 
not the case, then I really don't see how in a free society you're 
going to control those technologies unilaterally.

Mr. HUTTO. In essence, you advocate a stronger CoCom.
Mr. CAMPOBASSO. I certainly do. I think a CoCom which is struc 

tured with some basis for enforcement and for agreerrfrt rather 
than the informality today, because even if a CoCom nation agrees 
to a restriction it may not follow that agreement in a case-by-case 
evaluation of an export opportunity. And economics in Europe 
weigh a little more heavily than they do here versus national de 
fense and national security.

Mr. HUTTO. You've spoken mostly eoout the MCTL. How about 
the commodity control of the Commerce Department?
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Mr. CAMPOBASSO. The commodity control of the Commerce De 
partment, we have been working with them and we understand 
that the MCTL will be folded in with it.

Mr. HUTTO. Under the Bonker bill it would be.
Mr. CAMPOBASSO. I think under the 1979 act if nothing was done 

it was called to be folded in by 1980, and now under the Bonker 
and the Hines bill both, I think it's 1985. You're giving it more 
time. But the point is if it's going to be folded in, the first thing I 
think we should be doing is looking for what is really military, 
really critical and then fold those items in for control.

Mr. HUTTO. Would you again, without going into any great 
detail, just briefly state what role MAPAG is playing in this review 
process?

Mr. CAMPOBASSO. MAPAG has made people available through its 
technical staffs as well as its member companies, mainly engineer 
ing people, to the various twigs, the technology working groups and 
I believe also on some of the TAC's, the technical advisory commit 
tees, I guess it's called, TAC's of Commerce. And over a period of 
time this has cost millions of dollars on the part of industry. And 
industry is willing to continue that support providing we're work 
ing jointly with a set of established guidelines and objectives which 
are recognized by the Congress, Department of Defense, Commerce 
and industry working jointly together, because otherwise there is 
no way to accomplish the two things, establish what is really mili 
tarily critical and on the other hand what part foreign availability 
plays in export controls, and that's got to be assessed as part of the 
whole picture.

Mr. HUTTO. I'm assuming you've worked not only with the De 
fense Department but with Commerce and other departments and 
agencies of the Government, is that correct?

Mr. CAMPOBASSO. That's generally correct, but the MCTL has 
been with the Department of Defense alone.

Mr. HUTTO. Have you received the kind of cooperation you feel 
that you should have?

Mr. CAMPOBASSO. Cooperation has been excellent on both sides. 
We've been working very close. I think the only question is wheth 
er or not we agree with the volume and extent to which the MCTL 
is truly military critical versus just a technology catalog and how it 
will be used. Even the Customs situation where we're talking now 
about the detentions and seizures, I think it's a lack of understand 
ing and visibility in industry of what is exportable and what is not, 
and this will get even worse with the present volume of 700 plus 
items in the militarily created technology listing which lack speci 
ficity.

Mr. HUTTO. Mr. Kramer.
Mr. KRAMER. Thank you, Mr. Chairman.
Is your organization doing anything either within the Govern 

ment or without to stimulate a stronger CoCoin list of procedures 
and enforcement capabilities?

Mr. CAMPOBASSO. Not directly. Indirectly of course we've talked 
to people in Commerce. We've talked to people in Government, 
with industries and associations, and it's generally recognized in 
our industry that we must have a stronger CoCom if we're going to
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have multilateral control which is essential to any technology con 
trol.

Mr. KRAMEK. Are you saying virtually, if I interpret correctly, 
that a unilateral approach, sections would be characterized by stat 
ute rather than a treaty as virtually toting at windmilln?

Mr. CAMPOBASSO. I would say so for the simple reason first of all 
in- our great society technology tends to defuse itself with time 
anyway. The best you're going to be able to do is delay access, not 
deny access. And if you don't have multilateral control, then we 
are just imposing a restriction on ourselves which only restricts us 
while our treaty partners who have a lot of those technologies 
available, and we see it when we joint venture with them or work 
with them through our own resources overseas, are able to work 
and export that same technology. And I don't see where the unilat 
eral control really give us much of a safeguard or feeling of com 
fort, only of denial to markets and political relations and 
interdependence which are an important part of our national secu 
rity anyway.

Mr. KRAMER. In your judgment have there been any instances in 
which an export act as opposed to a treaty has accomplished any 
thing in this delay process?

Mr. CAMPOBASSO. As part of the NATO agreements on the mili 
tary side, I think we have denied certain access. We're talking 
about now West-West trade primarily. We're talking about denying 
West-West trade through the changes that are being proposed by 
increasing the CCL and limiting a lot of the technology. I think if 
it's properly structured or multilaterally agreed, yes, I think those 
kind of agreements can. And we have defense agreements which 
are limiting those kind of exports now.

Mr. KRAMEK. You mentioned improving our own capabilities to 
assess foreign availability. Do you have any suggestions as to how 
to go about doing this?

Mr. CAMPOBASSO. First of all, foreign availability is extremely dif 
ficult to assess. I'd like to put that forward because I don't want to 
make it sound like it's a very simple thing which was not done. But 
it really has been ignored, maybe because of the anticipated com 
plexity.

In order to have a good listing of foreign availability, we must 
have at least a three prong approach. Through Commerce which 
has the responsibility under the current act working with Defense; 
the intelligence community; and industry, because we have access 
sometimes to foreign availability which is not normally available to 
one or the other because of visitations, joint ventures overseas, our 
international plants et cetera. I think it's got to be a combined 
effort under the leadership of Commerce as it is legislated today.

Mr. KRAMER. One of the inferences that I drew and perhaps in 
correctly from the host of witnesses that have come in here is that 
there is no central focus in the way We approach this problem. In 
other words the authority is very diverse and very spread out and 
that although there are some liaison committees that would be 
rather in some cases and political in others there consists of a 
number of agencies depending on the committees. It seems to me 
that one of the things that cried out for reform was a need for 
some central focus in the entire approach that we take to the prob-
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lem of export control. That policy change does not seem to be in 
herent in the legislation that's working its way through Congress.

Now if I understand it, do you have any recommendations, 
thoughts, or suggestions along those lines?

Mr. CAMPOBASSO. First of all, the whole matter of trade is decen 
tralized and spread throughout many branches of the Government, 
as far as doing a lot of things besides export, and of course the 
target of the new Department of Industry and Trade, whatever 
they're calling it, is one attempt at trying to bring some centrality 
to trades. But I think as far as the export licensing process, all 
export licenses today are under the control of Commerce and Com 
merce, of course, interfaces with the Department of Defense, the 
NSA, the National Security Agency, et cetera, when they have 
items which are so ear-marked by, I believe it's the subletter A on 
the CCL and on the MCTL by asterisk or something like that. So 
there is a course which they follow.

Now the course is rather devious, and we wait sometimes an in 
terminable amount of time which casts credibility on our ability as 
a supplier. But I agree that we need some better centrality, some 
better control. But I think it's not the system that's causing the 
problem, it's the confusion of how to use the system even within 
Government as far as what's going to be exported and what is not. 
I think the needed basics are present as far as the current legisla 
tion, I don't find a flaw in the act, but rather the application of the 
act may be more of a problem in getting a good export control 
system.

Mr. KRAMER. Would you say the problems in the implementation 
of the act could derive in part from the organizational structure 
under which that implementation takes place? In other words one 
of the thoughts I had, and I don't know anything about the subject 
really, is that there ought to be one person or one entity that is 
truly in charge of this.

Mr. CAMPOBASSO. The answer is yes, we do need that. And I 
think it's, as we understand it today, Commerce that has that re 
sponsibility. That's where we put a license request in and that's 
where a license process starts, if it's a technology or if it's a critical 
issue or computers or something else, then it starts to go on down 
the line. And I think what happens once the license is put in 
through a central agency like Commerce, at that point I think the 
process nc eds to be straightened out as to who will have what voice 
and what authorization.

Mr. KRAMER. Thank you.
Mr. HUTTO. I'd like to acknowledge the presence of our chairman 

of the House Armed Services Committee, the Honorable Melvin 
Price. Mr. Chairman, it's good to have you with us, and this panel 
appreciates the opportunity you've given us to look at this problem.

If you have anything to say at any time, please feel free.
Mr. Courter.
Mr. COURTER. I have no questions.
Mr. HUTTO. Mr. Campobasso, >u stated that the United States 

should not adopt a unilateral mK.^ary control system. Do you not 
see any need for the United States to protect any technology that 
may be only in the possession of the United States?
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Mr. CAMPOBASSO. Yes, I believe I made that statement earlier, 
Mr. Chairman. Unilateral controls across the board are not produc 
tive and they inhibit only the initiator. But [ also said if we have 
some unique technology, some leadership which we know is not for 
eign available, then by all means let's make it a vei-y clear-cut deci 
sion. If it's militarily critical, deny it. I don't see anything wrong 
with a unilateral control for that type of technology, but there's 
something else that needs to be understood. In our society, in our 
times, technology leadership is a perishable commodity. It's some 
thing which diffuses over a period of reasonable time. If we can 
delay access at best then I think we ought to do that if it's unique 
to the United States or to our own development, or if we have mul 
tilateral agreement with our allies who also possess a technology 
and it's militarily critical, then we will multilaterally deny it.

One of the greatest technology assets of course is continued in 
vestments and running faster than the other fellow to stay ahead 
in technology, and that's something else we must address.

Mr. HUTTO. Who in your judgment should make a decision as to 
whether or not technology, that is the exclusive possession at this 
time under the United States, should decide whether it should not 
be transferred?

Mr. CAMPOBASSO. I think it has to be made jointly between the 
Department of Defense who certainly should know whether it's 
militarily critical, not just used by military, but militarily critical, 
and Commerce where the technology might have dual use. Because 
there may be times when there are trade-offs between the econom 
ic value to the United States, not in industry or a company, but to 
the United States in the relationship with a certain country and 
the national security aspects of it. They need to be put in balance, 
and I think between those organizations it can be done.

That's not a decision that industry would make except to contrib 
ute if there's foreign availability.

Mr. HUTTO. Do you feel like MAPAG has been effective in get 
ting its points across to the Government?

Mr. CAMPOBASSO. I don't really know. I'm a new Chairman, and 
you know how it is with new chairmen. We're going to change ev 
erything.

Mr. HUTTO. Your colleague, Mr. Edgingtor can probably answer 
that.

Mr. EDGINGTON. I have been around for quite some time. I think 
one of the points that simply isn't coming through is the competi 
tive capability of our Western European counterparts, and that for 
eign availability is a very key ingredient in the situation. We lack 
a sufficient evaluated base today to identify what is technologically 
advanced and is available in the international markets.

I believe Tom is putting the point to you that where thing? are 
in the international markets in volume there is no sense to restrict 
pnly yourself. There's more logic to competing effectively in the 
market and maintain the key manufacturing technology that en 
ables you to take an advanced position of the market. It's the key 
manufacturing technology that you want to hold on to. The tech 
nique.

Mr. CAMPOBASSO. Let me add a comment. Two quick points. First 
of all, the point is really what is technology? That definition has



195

not been addressed in our questions. But whether it's the end prod 
uct or is the technology, that realized through the manufacturing 
processes and the capability that built the product and the key 
stone equipments which have been referred to in the Bucy Report 
which we endorse and which many people endorse. That definition 
of technology has been somewhat distorted.

The other thing was where the emphasis was to be put, on that 
facet of technology as defined by the Bucy Report and the way we 
substantiate it on the new panel of DSB the point is we're supposed 
to deemphasize product restrictions because they were not really 
an export of technology in the same sense, and not as critical. That 
has not occurred.

The other thing is that we must make determinations of foreign 
availability. We must have some continuity of our decisionmaking 
because the credibility of the United States as a supplier is severe 
ly questioned in many markets. And the fact that most people in 
ternationally, especially if thev're dealing with something of a 
critical nature, if it's available from another Western source would 
almost as soon have it there because they k ov, there would be 
continuing availability whereas we might vascillate back and forth 
in that decision, lacking clear policy.

Mr. COURTER. I apologize to the witnesses that I came in late, but 
I have a couple of areas of inquiry.

First of all, witnesses in the past have made a great deal of to-do 
with a certain section of the House legislation, H.R. 3231 I believe, 
that deals with West-to-West trading. And I know that in your 
statement you did touch on it. I was not here to listen to the whole 
thing, and rest assured I will have a chance to review the testimo 
ny. But I would like for you to articulate for me whether you feel 
that West-to-West trade should be covered by the Export Adminis 
tration Act, v/hether a trail is important, and if not why not?

Mr. CAMPOBASSO. The Export Administration Act does address 
West-West trade. The restrictions on East-West trade are already 
inherent in ITARS and all the military munitions list items.

Mr. COURTER. It's my understanding that it eliminates to a 
degree or a substantial degree the West-West trade.

Mr. CAMPOBASSO. I understand the legislation as now in discus 
sions and draft, states, if the export license has not been denied for 
a particular product for over a year it may be removed from the 
validated license list.

Mr. COURTER. No, 6 months.
Mr. CAMPOBASSO. No, that's different. That's CoCom. If the Presi 

dent has not achieved agreement with CoCom within 6 months of 
the initiation of those negotiations then the item is automatically 
removed from the list.

Mr. COURTER. Is that a good provision?
Mr. CAMPOBASSO. I donrt really know. We at MAPAG have not 

really concentrated on the legislative issue or the MCTL and how 
it's utilized, but let me just make a statement to this effect. If we 
do not have multilateral agreement, we don't have critical technol 
ogy, export control, because we close our border, if it's available in 
the CoCom area. You don't have control, so what have you got? 
You've denied our jobs, you've denied our people, you've denied our 
exports to the enhancement of our very good friends.
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Mr. COURIER. I agree with you, but I'm not sure whether you an 
swered my question. Maybe you did.

Mr. CAMPOBASSO. What I m saying is if you don't get it in 6 
months, it means you're probably not going to get it at all. I'm not 
saying 6 months is a definitive period.

Mr. COURIER. If a trading partner of CoCom recognizes that the 
burden is to spread this thing out for 6 months, if it so clearly 
states, isn't there an interest to make it last?

Mr. CAMPOBASSO. The 6 months is a negotiating pei iod to agree 
ment as to a definition of what will be agreed to.

Mr. COURIER. If it goes beyond 6 months though, if someone 
didn't want the certain technology to be covered and, therefore, it 
was restricted, wouldn't it be in their interest to know that there 
was a 6 month timeframe to negotiate beyond 6 months?

Mr. CAMPOBASSO. I think I'd make a determination at that point. 
If that technology was as good as ours, was equal to ours, then 
there is very little benefit in us inhibiting ourselves and letting 
them go ahead and export. We'd be better off having some control 
by you being exporter, at least competing in that marketplace and 
denv them some of that market.

Mr. COURIER. You think it's a good provision, that 6 months is 
adequate and you stand on that?

Mr. CAMPOBASSO. I have not had the experience of how long it 
takes to work with CoCom. If 6 months is the normal period for 
negotiating a list then fine. If it's a year, then make it a year. I'm 
not picking on 6 months. I think the experience factor is that we've 
got to first and foremost convince CoCom and our partners that 
we're serious and that CoCom structure will be formalized and that 
we will restrict exports together.

Mr. EDGINGTON. Let me add to that. The members of CoCom, 
which is merely a coordinating committee, are not bound by our 
laws. Actually, they're bound by their laws, and there are only sev 
eral of those nations that have comparable export laws. Most of the 
laws abroad relate to the flow of nuclear energy and computers 
and they lack comparable law to us. So when we're trying to 
impose our will on them, we're trying to ir pose our will on some 
thing where there isn't a commonality.

Mr. COURTER. Let's go back to the Western trade, forgetting the 6 
month CoCom issue. I'd like both of your opinions on, even when 
you're dealing with West-West trade there should be some sort of a 
creation of paper record in case a pattern is established later of 
leaks and without the paper record you could never establish that 
there was a pattern and try to do something about it. Is that not a 
good argument?

Mr. CAMPOBASSO. It's a good argument for validated licenses arid 
those critical technologies and those issues which are covered 
under export licenses. Today we have a lot of exports which are not 
covered at all, and I don't think we ought to start recording all of 
those.

Mr. COURTER. Do you agree with the fact that some if not much 
of West-West trade should be covered?

Mr. CAMPOBASSO. I think those technologies which are considered 
critical should be covered in West-West, but not to the point of ex 
clusion or unilateral control. The problem we have primarily is the
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unilateral control. We would like to make this pool where every 
body is swimming, not just a few of us struggling in the water 
while everybody else on the side is cheering. And unilateral control 
is one of the biggest problems we see as far as trying to control 
technology without achieving anything except reducing exports and 
jobs and things of that nature.

Mr. COURIER. Would you draw the line, is there any type of tech 
nology that you would unilaterally restrict even though you 
couldn't come to a CoCom agreement?

Mr. CAMPOBASSO. If it was foreign available? The same technol 
ogy is available there?

Mr. COURTER. Yes.
Mr. CAMPOBASSO. I really don't understand what I would gain by 

that. If I stopped shipping something that  
Mr. COURTER. If you raised a question someplace you would gain 

the knowledge, and I may be going way out on the spectrum here 
of an intellectual exercise that has no prospect of existing in the 
real world, but are there not some technologies, some systems, that 
would really put our troops or our people or our country or our in 
terests or our policy in jeopardy, and we just simply don't want to 
do that with our own  

Mr. CAMPOBASSO. The true definition of technology, there might 
be some process technology, there might be some keystone technol 
ogy. Those that weren't recognized by the DSB, those have been 
continuously emphasized by industry and government to be con 
trolled, and I think those two technologies certainly ought to be 
looked at very very severely. We in industry develop a lot of those 
technologies and today, unlike 10 years ago, a lot of the available 
new technology is used in industry before it's used by the Govern 
ment, before it's used militarily, and we don't want to see it prolif 
erated, but we certainly don't want to be denied the opportunity 
after spending the money to do the development from engaging in 
these markets if it's not contrary to the national security of this 
country because we're all citizens and we're all Americans and we 
all like to see the country protected as well. We all build weapons, 
or a lot of us anyway, and a lot of things that contribute to Nation 
al Security. So we're not looking to just export freely everything 
we have in this country. That's not the attitude at all.

Mr. HUTTO. Mr. Campobasso, the militarily critical technologies 
list is classified. The vast bulk of the classified information is con 
tained in the sections discussed in the rationale for military criti- 
cality. If the document is published in an unclassified form by de 
leting the sections on rationale, would that alleviate your con 
cerns?

Mr. CAMPOBASSO. It would alleviate a lot of the concern because 
today the list is not even usable by a majority of the exporters. 
Many of the small companies and commercial consumer companies 
and firms of that nature don't even know, they have a lot of the 
technologies which they're developing which I said are far in ad 
vance of some of the things the military is using. So I think it 
ought to be redirected. I think there ought to be a declassified ver 
sion that's used. The volume of the MCTL is still of concern and 
the way it's used. If it's strictly a chronology of technologies, then 
that's fine and a reference document, but I don't believe that to be



198

the case. I believe it will be misused because it's supposed to be 
written in a way that is useable by the lowest possible licensing of 
ficer and I don't think it's written that way today.

Mr. HUTTO. If the MCTL is folded into the CCL as proposed 
would you suggest that there ought to be some kind of division or 
should it all be in one list? Should there be a section on the mili 
tary or should it all be in one big list?

Mr. CAMPOBASSO. First of all I think you ought to have one list, if 
you have everybody with their own list you keep us guessing and 
you don't know whether or when you're going to get a license out 
and that affects the credibility, the process and the paperwork and 
the time consuming aspect. I think yes, the list ought to be first 
organized as what is truly militarily critical. I think it ought to be 
folded in with the CCL as is recommended under the act of 1979. 
And the question really is, do we want to control only what is truly 
military critical.

Mr. HUTTO. Would you hazard a guess as to how many items 
should be classified as militarily critical?

Mr. CAMPOBASSO. I think it would be presumptuous of me, but I 
can tell you from conversations we've had with several people that 
are more knowledgeable than I, that the present list far exceeds 
700 items which is unmanageable. You cannot manage anything 
that size. And I've heard that maybe a third of that would be just 
about the right size.

Mr. HUTTO. Mr. Campobasso, Mr. Edgington, we thank you very 
much for your response to our questions and your testimony.

We'll have the second panel come forward.
We welcome you gentlemen before our panel, and you may pro 

ceed.

STATEMENT OF LARRY L. HANSEN, EXECUTIVE VICE PRESI 
DENT, VARIAN ASSOCIATES, ON BEHALF OF THE SEMICONDUC 
TOR EQUIPMENT AND MATERIALS INSTITUTE, INC.
Mr. HANSEN. My name is Larry Hansen. I'm the executive vice 

president of Varian Associates, a California based electronics com 
pany. I have been personally involved in the business of semicon 
ductor fabrication equipment for the past 13 years. I've been in 
volved with that equipment, the export markets for that equip 
ment, and the U.S. Government's efforts to control the shipment of 
that equipment and related technology to unfriendly countries. I 
understand the technology, I know most of the customers, and I 
know most of the industrial suppliers. From 1975 through 1979 I 
served as chairman of the Commerce Department Technical Advi 
sory Committee for semiconductor equipment.

I am here today representing the Semiconductor Equipment and 
Materials Institute [SEMI]. SEMI is a nonprofit trade association 
that represents more than 700 U.S.-based manufacturers of equip 
ment of and materials used in the production of semiconductors 
and integrated circuits.

So today my comments will focus on semiconductor manufactur 
ing equipment. This industry represents the leading edge of the 
electronic technology and it has been consistently singled out and 
selected as a model for new national security export controls.



199

To start with I'd like to make certain that you know and under 
stand that our industry supports the needs for export controls on 
commercial goods and technology when those items have critical 
military significance. As an industry we have no interest in supply 
ing our equipment or our technology to our adversaries. Our busi 
ness has been and will continue to be in free world markets.

What we fear and what we oppose most vigorously are controls 
that provide no national security benefit and are administered in a 
way that impairs our ability to compete in free world markets.

The semiconductor equipment industry is deeply concerned about 
export controls. Although we agree with administration officials 
that existing export control efforts have often been ineffective, we 
differ with those who contend that U.S. exporters are the source, 
and lax U.S. licensing requirements are the cause, of so-called di 
versions to the East bloc.

Our industry is also concerned about export controls because we 
are in a fight for our lives with foreign competition. Changes in 
export controls, even of the most modest type, can jeopardize our 
ability to compete in the free world markets and could eliminate 
our small technological lead that we have in a very short period of 
time. Perhaps as fast as 2 years.

The semiconductor equipment industry is at the beginning of the 
technology cycle for electronics. We make the equipment and the 
materials to produce the integrated circuit chips that are the build 
ing blocks for virtually all advanced instruments, computers, and 
electronics. Practically all semiconductor equipment is presently 
set forth on the militarily critical technologies list. In fact my 
review of that list as much as I was able to see it, indicated that 
any piece of semiconductor equipment which has been developed 
and built in the last 20 years is on the militarily critical technol 
ogies list. Most pieces are also on the control list for CoCom, as 
well as the commodity control list.

Because of the dynamics of this industry, our products have ex 
tremely short life cycles, perhaps 3 to 5 years, and our research 
and development budgets are very large relative to our sales. The 
technology is changing very rapidly and in fact our technology is 
that technology which basically drives the semiconductor indus 
tries, improvements in their technology and particularly in their 
cost reduction. Our R&D budgets are high; 15 percent of our sales 
is normal.

In order to generate the necessary funds for research and devel 
opment, we have to participate in free world markets. In 1983, our 
industry, the total worldwide industry, will have generated about 
half of its $2 billion of sales outside of the United States. About 80 
percent of that business outside the United States is in Japan, 20 
percent in Europe. These free world sales are critical to our indus 
try because they provide the volume and the earnings necessary 
for us to maintain a competitive edge.

The U.S.-based industry presently has about 70 percent of the 
free world market, but we are losing market share to the Japanese 
equipment suppliers. U.S. market share is decreasing quite rapidly. 
It was down 5 percent from last year, and we expect it to be down 
another 5 percent this year.
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As a necessary part of day-to-day business, our companies must 
transfer technology between various firms within their operating 
networks in the free world. You have heard by testimony that 
much equipment has been diverted from the United States to for 
eign sources. Let me tell you that at Varian we can tell you where 
every piece of equipment is located overseas and can state with 
confidence that none has been diverted to the East bloc. Varian 
screens its customers carefully, has extensive dealings with them, 
and'makes a practice of refusing to sell to end-users who appear to 
be unreliable. The equipment we sell is service intensive, and we 
continue to supply both service labor and spare parts for the life of 
the equipment. We take strong measures to make sure that we are 
in compliance with all the existing export licensing requirements.

We've heard a lot recently about the hemorrhaging of technol 
ogy. In general, I believe that most Western goods and technologies 
that are truly militarily sensitive have been acquired by the East 
bloc through illegal activity, theft, deception, and conspiracy. The 
solution to this problem is not to tighten the export licensing 
system, but to improve the enforcement that's needed to stop this 
surreptitious activity without throttling legitimate trade.

I am confident that the increased capability and capacity of the 
East bloc to make modern integrated circuits has not been fur 
nished by equipment built in the United States. An insignificant 
portion of the semiconductor manufacturing equipment that has 
been shipped to restricted countries in the past 5 years was made 
in the United States.

Rather than from U.S. firms, the East bloc has been able to 
obtain semiconductor equipment and technology from two sources. 
The first from foreign manufacturing companies based in non- 
CoCom countries, and second, foreign manufacturing companies 
based in CoCom countries. It is important to note that companies 
in both categories have had free market access to the technology in 
the Western countries, including the United States. In actual fact, 
most of these countries have manufacturing subsidiaries in the 
United States and they have enjoyed exactly the same access to the 
semiconductor device companies and the associated process technol 
ogy that the U.S.-based equipment technology companies have had. 
They use information obtained in the major centers of critical tech 
nology in the United States to design and manufacture equipment 
in their home countries. That equipment is then sold elsewhere, in 
cluding to the East bloc.

Let me amplify that position by an example. Ion implantation is 
a critical technology in the process of making moderr integrated 
circuits. Every modern integrated circuit that we know today uses 
ion implantation in many steps along the way. These are large 
complex machines which sell anywhere from $400,000 to $1 million 
per unit.

A foreign-based manufacturing company has shipped more than 
60 ion implantation machines to the East bloc and mainland China 
in the past 6 years. This is more ion implantation capacity than 
the largest U.S. semiconductor company has in use for production 
for all types of semiconductor devices. During the 6-year period, 
there have been no ion implanters made in the United States
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which have been diverted to the East bloc or mainland China. 
None.

I fail to see how imposing any more restrictions on U.S. trade 
will do anything to help the national security in curtailing that 
technology.

The second major source of semiconductor manufacturing equip 
ment and technology to the East bloc is manufacturing companies 
based in Cocom countries other than the United States. For the 
most part Cocom countries have not agreed with the positions 
taken by the United States in the control of equipment or technol 
ogy and for the most part they have ignored it, by failing to take 
any active part in policing sales to restricted counties.

I want to stress to you that there is no type of critical semicon 
ductor manufacturing equipment or technology today that the 
Soviet Union cannot obtain from these two sources. Many exam 
ples of these transfers have been made known to the departments 
of Commerce and Defense over the years, in fact for several years, 
but no effective action has been taken in response.

I would also like to emphasize at this point that these foreign- 
based semiconductor equipment manufacturers are our competi 
tors. They don't get the technology from us. They don't get the 
technology by our shipping a piece of equipment to their country. 
They get the technology from the same place we get it, from the 
customers.

If companies in Cocom and non-Cocom countries are able to con 
tinue shipping semiconductor manufacturing equipment into the 
East bloc and mainland China, no matter what U.S. export controls 
are imposed on U.S.-based companies, such controls will have no 
impact on national security.

To the extent that U.S.-based equipment suppliers have their 
access to free world markets, principally to Europe and Japan, im 
paired by new licensing regulations, foreign manufacturers will 
capture the world's technological lead. New regulatory proposals 
are currently being discussed within the Department of Commerce 
right now. In fact last week we were informed that our general dis 
tribution licenses to several countries that are alined with the 
West are now being canceled and that we will have to apply for 
special licenses to ship to those countries. These are countries like 
Switzerland, India, Taiwan, Hong Kong, and Singapore. If we are 
not able to ship an ion implanter to Hong Kong or to Singapore or 
to Taiwan, I fail to see how that has any significance whatever on 
the national security of the United States since there were no U.S.- 
based ion implanters shipped to the East bloc or mainland China in 
the last 5 years.

New individual licensing controls which impose delays and un 
certainties on what should be routine transactions by U.S.-based 
companies will certainly impact our capability to compete. Restrict 
ing U.S. exports to the free world markets will not deprive our ad 
versaries of those sensitive items they seek, it will deprive our in 
dustry of competitive access to essential markets, our economy of 
export revenues and jobs, and ultimately it will deprive the De 
fense Department of the very thing that it seeks to control and 
that's technological leadership.
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I might say that that U.S. technological leadership is not going 
to be surpassed in the year 2000 if this happens. It will be sur 
passed as early as 1986.

Reducing our ability to continuously transfer information and 
equipment to the free world would be devastating for our industry. 
To require an individual validated license for each transfer of tech 
nology would completely disrupt our business. Some form of bulk 
licensing that authorizes multiple, continuing transactions must 
remain available to companies like ours in order that we can con 
tinue to operate fully in West-West trade. Our companies depend 
currently to a significant extent on the general distribution license. 
Any reduction of our ability to export under that license would be 
crippling.

It should be emphasized that U.S. semiconductor equipment com 
panies are not resisting the application of new export controls. We 
are merely seeking to streamline .the form of such controls. Special 
bulk licensing procedures, such as the general distribution license 
and the comprehensive operations license, are in the Government's 
interest at the same time as they meet our needs. A bulk licensing 
system would allow Government resources to be focused effectively 
on approving a system of control rather than individual transac 
tions and would thereby result in stronger control.

Much of the problem with export controls under the current 
system stems from poor administration. Our major concern with 
respect to administration is the handling of foreign availability. It 
has been abysmal. To an extent this is a result of insufficient re 
sources devoted to monitoring foreign availability. If foreign avail 
ability is to be addressed properly, Congress must clearly put the 
burden on the administration to make it work. Industry has borne 
that burden for the last 14 years. I cannot think of a single piece of 
semiconductor manufacturing equipment that has been allowed to 
be shipped to any location because of foreign availability in the last 
14 years. If there is one, I'd like to stand corrected, but I don't 
know of one.

Again and again our companies are not granted licenses only to 
find that potential foreign customers have obtained the identical 
item from foreign sources. Right now it is possible to build a pro 
duction line, the most modern production line that can manufac 
ture a 64K RAM or the most modern microprocessors that we 
know of without buying a single solitary piece of semiconductor 
fabrication equipment from the United States, and that technology 
in general is available to the East bloc through our Cocom allies 
and through non-Cocom sources. The notion that the east block 
must acquire U.S. equipment to develop a modern semiconductor 
production capability lags far behind reality.

So I say in conclusion, the ability to compete in the free world is 
absolutely vital to our industry. We are not interested in the East 
bloc business, but we must be able to compete in the free world. To 
allow new free world export controls to isolate us from the world 
market would not only conflict with the interests of our industry, it 
would be against the interests of the United States.

The semiconductor equipment industry is indispensable to a 
strong national defense and to U.S. competitiveness in the world 
markets.
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Currently our industry is struggling to maintain a small techno 
logical lead. If unilateral licensing requirements are imposed on 
our shipments to the free world, we will lose our technological lead 
as early as 1986. The Japanese will clearly surpass us.

Finally, we agree that controls on export of technology are neces 
sary, and we believe they can work. While we recognize the prob 
lem of diversion, we see it resulting from causes that will not be 
altered by tightening free world licensing requirements.

We think the Export Administration Act can be effectively re 
structured as in the House Foreign Affairs Committee bill objec 
tives and allow our industry to maintain its technological lead.

Mr. Chairman, I thank you for allowing me to participate on this 
panel.

[The prepared statement of Larry L. Hansen:]
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PREPARED STATEMENT OF LARRY L. HANSEN

Mr. Chairman, my name is Larry Kansen. I am Executive 

Vice President of Varian Associates. I have had considerable 

personal involvement in the business of semiconductor fabrica 

tion equipment, the export markets for that equipment, and the 

U.S. Government's efforts to control the shipment of that 

equipment and related technology to unfriendly countries. 

From 1975 to 19 7 9, I served as chairman of the Technical 

Advisory Committee ("TAG") for semiconductor equipment.

I am here today representing the Semiconductor Equipment 

and Materials Institute ("SEMI"). SEMI is a non-profit trade 

association that represents more than 700 U.S.-based manufac 

turers of equipment and mater als used in the production of 

semiconductors and integrated circuits.' Our industry employs 

about 25,000 people, and consists of a large number of rela 

tively small companies. " t industry expects to have sales 

totaling around 92 billio- .n 1983.

T will focus my comments primarily on semiconductor manu 

facturing equipment. This is the industry I know first-hand. 

It represents the leading edge of electronic technology and has 

consistently been selected as the model for new national 

security export controls.

Our industry supports the need for export controls on com 

mercial goods and technology when these items have critical 

military significance and are not otherwise available to a 

potential adversary. Controlling the flow of goods and tech 

nology to Eastern destinations on this basis will not harm our 

industry. Our business has been and will remain in Free-World 

markets. What we fear and oppose most vigorously are controls 

that provide no national security benefit and are administered 

in a way that impairs our ability to compete in Free-World mar 

kets.

The -semiconductor equipment industry, down to the smallest
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company, is deeply concerned about export controls. Although we 

agree with Administration officials that existing export control 

efforts have often been ineffective, we differ with those who 

contend that U.S. exporters are the source   and lax U.S. 

licensing requirements are the cause   of so-called "diversion" 

to the East Bloc.

Our industry is also concerned about export controls because 

we are in a fight for our lives with foreign competition. 

Changes in export controls   even of the most modest type   

can jeopardize our ability to compete in Free-World mcrkets and 

could eliminate our small technolog'.cal lead very quickly.

The Semiconductor Equipment Industry

The semiconductor equipment industry is at the beginning of 

the technology cycle for electronics. We make the equipment and 

materials to produce the integrated circuit chips that are the 

building blocks for virtually all advanced instruments, compu 

ters and electronics. Practically all semiconductor manufactur 

ing equipment is presently set forth on the Militarily Critical 

Technologies List ("MCTL").

Because of the dynamics of this industry, our products have 

extremely short life cycles, and our research and development 

budgets are very large relative to our sales. The R&D budgets 

of semiconductor manufacturing firms can be as high as 15 per 

cent of sales. In 1983, Varian will spend $13 million on semi 

conductor equipment research and developioent, relative to sales 

of approximately $125 million.

In order to generate the necessary funds for R&D, we have 

to participate in Free-World markets. In 1983, our industry 

will generate about half of its $2 billion of sales outside of 

the United States   about 80 percent of these in Japan and 20 

percent in Europe. The U.S.-based industry still has about 70 

percent of the Free-World market, but we are losing market share

27-827 0-84-14
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to the Japanese equipment suppliers. These Free-World sales are 

critical to our industry because they provide the volume and the 

earnings necessary for us to maintain a competitive edge. Even 

the smallest, entrepreneurial companies recognize that 

international operations are crucial to survival, and are 

increasingly participating in joint ventures and cooperative 

arrangements abroad.

As a necessary part of day-to-day business, our companies 

must transfer technology between various firms within their 

operating networks in the Free World. A' Varian, for example, 

we have in place very effective systems for controlling the 

transfer of sensitive information. I can tell you where every 

piece of Varian equipment is located overseas, and can state 

with confidence t\at none has been diverted to the East Bloc. 

Varian screens its customers carefully, has extensive dealings 

with them, and makes a practice of refusing to sell to end-users 

who appear unreliable. The equipment we sell is service inten 

sive, and we continue to supply both service labor and spare 

parts for the life of the equipment.

At Varian, we also take strong measures .o ensure compli 

ance with all export licensing requirements.

Transfers of Goods and Technology 
to the East Bloc

We have heard a lot recently about the "hemorrhaging of 

technology." In general, I believe that most Western goods and 

technologies that are truly militarily sensitive have been 

acquired by the East Bloc through illegal activity   theft, 

deception and conspiracy. The solution to this problem is not 

to tighten the export licensing system; instead, more effective 

enforcement is needed to stop surreptitious activity without 

throttling legitimate trade.

As for semiconductor manufacturing equipment, I am confi 

dent that the increased capability and capacity of the East Bloc
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to make modern integrated circuits has not been furnished by 

equipment built in the United States. An insignificant portion 

of the semiconductor manufacturing equipment that has been 

shipped to restricted countries in the past five years was made 

in the United States.

Rather than from U.S. firms, the East Bloc has been able to 

obtain semiconductor equipment and technology through transfers 

from (1) foreign manufacturing companies based in non-COCOM 

countries, and (2) fore ion manufacturing companies based in 

COCOM countries. Companies in both categories have had free 

market access to technology in Western countries, including the 

United States. Most foreign-based manufacturing companies have 

subsidiaries operating in the United States. Those subsidiaries 

have enjoyed exactly the same access to the semiconductor device 

companies and the associated process technology that the U.S.- 

based equipment companies have had. They use information ob 

tained in the major centers of critical technology in the United 

States to design and manufacture equipment in their home 

countries. That equipment is then sold elsewhere, including to 

the East Bloc.

Let me describe just one example of what I am talking

about. Ion implantation is a critical technology in the process 

of making modern integrated circuits. A foreign-based manufac 

turing company has shipped more than 60 ion implantation 

machines to the East Bloc and Mainland China in the past six 

years. This is more ion implantation capacity than the largest 

U.S. ssmiconductor company has in use for production for all 

semiconductor product categories. During this six-year period, 

there have been no ion implanters made in the United States 

which have been diverted to any restricted country. Additional 

licensing restrictions on U.S. equipment suppliers will only 

aggravate this situation while allowing the foreign manufactur 

ing companies to get stronger from East Bloc sales.
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The second major source of semiconductor manufacturing 

equipment and technology to the East Bloc is manufacturing com 

panies based in COCOM countries other than the United States. 

While the United States has taken a position that basically all 

semiconductor manufacturing equipment should be restricted to 

the East Bloc, some COCOM members have disagreed, and have for 

the most part failed to take any active part in policing sales 

to restricted countries. Manufacturing companies in these COCON 

countries have shipped hundreds of pieces of the most critical 

semiconductor equipment to East Bloc countries and Mainland 

China. Again, there is no type of critical semiconductor 

equipment technology that the Soviets cannot obtain from these 

sources in substantial quantities. Many examples of such trans 

fers have been made known to the Departments of Commerce and 

Defense, but no effective action has been taken in response.

I want to emphasize at this point that these foreign-based 

semiconductor equipment manufacturers are our competitors. For 

approximately ten years now, they have enjoyed the competitive 

advantages of having very lucrative business in the restricted 

countries. Many of them are large and capable suppliers. If 

they are able to continue supplying semiconductor manufacturing 

equipment to the East Bloc, U.S. export controls on this equip 

ment are indefensible.

New Licensing Requirements

To the extent U.S.-based equipment suppliers have their 

access to Free-World markets, principally Europe and Japan, 

impaired by new licensing regulations, foreign manufacturers 

will capture the world's technological lead. New regulatory 

proposals are currently being discussed within the Administra 

tion that would substantially tighten control over the export of 

technology and at the same time provide new burdens to U.S. 

exporters. We believe that restrictions on the availability of
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existing bulk licenses authorizing the multiple and continuing 

shipment of goods are also being considered.

It is the prospect of new individual license requirements 

  a separate application, review and approval for each 

transaction   that is most alarming to our industry.

New individual licensing controls will impose delays and 

uncertainties on what should be routine transactions for U.S.- 

based companies. Such unnecessary interference has already 

created an international perception that U.S. manufacturers are 

"unreliable" suppliers and should be "designed out" of future 

markets.

Restricting U.S. exports to Free-World markets will not 

deprive our adversaries of those sensitive items they seek; it 

will derive our industry of competitive access to essential 

markets, our economy of export revenues and jobs, and ultimately 

our Defense Department of technological leadership. Moreover, 

to the extent the U.S. position on licensing restrictions to 

Free-World markets differs from that of COCOM countries, it 

unde mines efforts to achieve effective multilateral controls.

Reducing our ability to continuously transfer information 

and equipment to the Free-World would be devastating for our 

industry. To require an individual validated license for each 

transfer of technology would completely disrupt our business. 

Filing individual applications would create an enormous workload 

for both industry and government and would slow down operations 

in an industry that depends on quick response.

Some form of bulk licensing that authorizes multiple, con 

tinuing transactions must remain available to companies like 

mine in order that we can continue to operate fully in West - 

West trade. Our companies depend currently to a significant 

extent on the General Distribution License. Any reduction of 

our ability to export under that license would be crippling. 

For that reason we support the specific mandate for the General
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Distribution License in the export control legislation reported 

by the House Foreign Affairs Committee, H.R. 3231. Indeed, our 

industry would like to be assured that new forms of bulk 

licenses, such as the Comprehensive Operations License, will not 

in any way alter the availability of the General Distribution 

License.

The Comprehensive Operations License as provided in the 

Foreign Affairs Committee bill would give U.S. companies the 

freedom they need to export and re-export sensitive technology 

to their authorized operating networks in the Free World, rely 

ing on existing internal control systems and contractual obliga 

tions with consignees to ensure that ho unauthorized transfers 

occur.

It should be emphasized that U.S. semiconductor equipment 

companies are not resisting the application of new export con 

trols. He are merely seeking to streamline the form of such 

controls. Special bulk licensing procedures, such as the 

General Distribution License and the Comprehensive Operations 

Licence, are in the government's interest at the same time as 

they meet our needs. A bulk licensing system would allow gov 

ernment resources to be focused effectively on approving a sys 

tem of control rather than individual transactions and would 

thereby result in stronger control.

Foreign Avai:ability

Much of the problem with export controls under the current 

system stems from poor administration. Our major concern with 

respect to administration is the handling of foreign availabil 

ity. It has been abysmal. To an extent this is a result of 

insufficient resources devoted to monitoring foreign availabil 

ity; to an extent it is a failure to recognize reality. Even 

though the Export Administration Act has directed that foreign 

availability be considered in foreign licensing procedures, it
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has oeen completely ignored in practice. If foreign availabil 

ity is to be addressed properly. Congress must clearly put the 

burden on the Administration to make it work.

Again and again our companies are not granted licenses only 

to find that potential foreign customers have obtained the iden 

tical item from foreign sources. Right now it is possible to 

build a production line that can manufacture a 64k RAM or other 

state-of-the-art devices without using one piece of U.S.- 

produced equipment. The notion that the East Bloc must acquire 

U.S. equipment to develop a modern semiconductor production 

capability lags far behind reality.

Militarily Critical Technologies List

I want to mention briefly some of the reservations of the 

semiconductor equipment industry with respect to the incorpora 

tion of the Militarily Critical Technologies List on the Com 

modity Control List. There is little dispute that semiconductor 

manufacturing equipment involves some of the most sensitive 

"dual use" technology. Nevertheless, we feel strongly that 

before the MCTL becomes a device for export control it should be 

subjected to criteria that would ensure that:

(1) the focus is on know-how, so that unneces 
sary controls are not imposed on end pro 
ducts or equipment;

(2) items are included on the MCTL only if
they would significantly improve the mili 
tary capability of a country to which 
exports are controlled;

(3) items are included on the MCTL only if, in 
fact, they are not available to potential 
adversaries from other sources; and

(4) there are similar controls imposed in
countries where similar technologies are 
available.
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Export Control Legislation

Although it could be improved in certain respects, the 

export control legislation recently reported by the House Foreign 

Affairs Committee will strengthen export controls for national 

security in many ways, including by facilitating and upgrading 

enforcement activities. We believe the bill is greatly needed 

and, in particular, support the following elements:

Elimination of certain validated licensing 
requirements within COCON;

Assured availability of a bulk licensing 
procedure for the shipment of goods to 
Free-World destinations, including specific 
language mandating the availability of the 
General Distribution License;

Establishment of a Comprehensive Operations 
License which would authorize multiple 
exports and re-exports of sensitive tech 
nology to authorized consignees within an 
applicant's operating network in the Free 
World;

Application of explicit criteria for incor 
porating the MCTL on the CCL;

Emphasis on strengthening multilateral 
controls; and

Elimination of unilateral U.S. export con 
trols on products that are available from 
foreign sources and on products that are 
regularly approved for export.

Conclusion

The ability to compete in the Free World is absolutely vital 

to our industry. To allow new Free-World export controls to 

isolate us from the world market would not only conflict with the 

interests of our industry; it would be against the interests of 

the United States. The semiconductor equipment industry is 

indispensable to a strong national defense and to U.S. competi 

tiveness in world markets.
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Currently our industry is struggling to maintain a small 

technological lead. If unilateral licensing requirements are 

imposed on our shipments to the Free World, we will lose that 

lead. Japan will surpass us as early as 1986.

Finally, we agree that controls on the export of technology 

are necessary, and we believe they can work. While we recognize 

the problem of diversion, we see it resulting from causes that 

will not be altered by tightening Free-World licensing require 

ments.

We think the Export Administration Act can be effectively 

restructured as in the House Foreign Affairs Committee bill to 

accommodate national security objectives and allow our industry 

to maintain its technological lead.

Mr. Chairman, I thank you and the Committee for the opportu 

nity to meet with you today.

Mr. HUTTO. Thank you very much. 
Mr. Lewis, do you have a statement?

STATEMENT OF DALE P. LEWIS, MANAGER, EXPORT SERVICES 
GROUP, DIGITAL EQUIPMENT CORP., REPRESENTING THE 
SEMICONDUCTOR INDUSTRY ASSOCIATION
Mr. LEWIS. Mr. Chairman, members of the panel, my name is 

Dale Lewis. I'm the manager of the Export Services Group for the 
Digital Equipment Corp., and am directly responsible for Digital's 
export policies and practices worldwide. In that capacity, I oversee 
a large flow of goods and technology to overseas destinations and 
deal on a daily basis with export control laws, regulations and li 
censes. Digital is the second largest computer manufacturer in the 
world, with annual sales of about $4 billion. We design, manufac 
ture, sell, and service computers, peripheral equipment, related 
software and supplies. We employ approximately 70,000 people, in 
more than 40 locations worldwide. Digital is a large U.S. purchaser 
of semiconductors.

I am here today representing the Semiconductor Industry Associ 
ation [SIA]. SIA is a trade association of over 50 semiconductor 
companies, including those that produce semiconductors for sale as 
well as those that produce them for their own use, as is Digital's 
case. SIA was formed in order to represent the industry in matters 
of trade and government policy.

The semiconductor industry has a crucial stake in national secu 
rity export controls. SIA's member-firms develop and manufacture 
the microelectronic circuits that have been the foundation of U.S. 
worldwide leadership in high technology The strength and compet-
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itive vitality of our industry is dependent upon worldwide trade. At 
the same time, our industry produces commercial technology and 
products that have important military applications. Although mili 
tary sales represent only about 7 percent of total U.S. industry 
sales, advanced microelectronics can be attractive targets for diver 
sion by potential adversaries of the United States.

Mr. Chairman, the semiconductor industry would like to com 
mend you and the others on this panel for an energetic examina 
tion of technology transfer.

At the onset, I would like to stress that I do not appear today as 
an adversary of national security export controls. On the contrary, 
my company, and the semiconductor industry as a whole, recog 
nizes the sensitive military potential of many of the commercial 
products we sell. We devote much time and resources to ensuring 
that they are not diverted to potential adversaries. In order to pro 
tect our proprietary technology, it is in our interest to join with the 
Government in formulating an effective control system. As I will 
describe in detail below, industry already imposes a variety of con 
trols on its own initiative.

The semiconductor industry does not advocate a drastic shift in 
the balance between restricting exports to potential adversaries 
and expanding trade. On the whole, our industry's trade with the 
Eastern bloc is minimal. We have no doubt that the technological 
and economic development of the U.S. industry can proceed with 
out our supplying potential adversaries with the means to threaten 
our national security.

I will attempt to describe briefly how Digital transfers goods and 
technology abroad and the controls we impose on this transfer. 
Then I would like to focus on export licensing, for it is this system 
that affects most of our business on a day-txxlay basis.

From the point of view of a high-technology industry, there are 
three essential ingredients of a workable export licensing scheme 
that will protect national security and allow us to compete in the 
West.

First, the export licensing process should focus on a company's 
internal system of control rather than review each separate trans 
action; this means providing licensing mechanisms that allow mul 
tiple and continuing transactions without an overwhelming 
number of applications, reviews, and approvals.

Second, the licensing process must be grounded in the realities of 
the international market place, timely recognition of the foreign 
availability of most U.S. goods and technology and the need for 
multilateral restrictions to achieve control.

Third, the expert licensing process should be more narrowly fo 
cused on technology that is truly of military significance. While it 
may be a step in the right direction, the militarily critical technol 
ogies list in its current form does not provide such an appropriate 
focus.

INDUSTRY CONTROL OF TECHNOLOGY TRANSFER

As you suggested Mr. Chairman at the beginning of these hear 
ings, any evaluation of national security export controls must in-



215

elude "an understanding of the magnitude of technology transfer 
and the process by which this transfer is accomplished."

American computer, semiconductor and instrument manufactur 
ers work in a world market. Digital's international business is 
roughly 40 percent of our $4 billion in sales. The rest of the com 
puter industry's sales are in similar proportion so that the U.S. 
computer industry alone accounted for a $7 billion trade surplus in 
1982.

The number of individual shipments involved in high-technology 
trade to Western markets is substantial. Digital alone made in 
excess of 70,000 product shipments overseas last year. This does not 
include an even larger volume of parts shipments to Digital's inter 
national affiliates, such as assembly plants. The transfers abroad of 
know-how and technical data through shipments, visits, and con 
versations were at least as great. This is an enormous flow of goods 
and technology that market conditions require to be accomplished 
quickly and predictably.

Because of the volume and speed of exports, companies in our in 
dustry have had to devise their own means to monitor and control 
shipments. At Digital for example, we have an extensive system for 
tracking shipments and qualifying customers. Every customer or 
consignee and every international order is screened on both a 
manual and automated basis. This allows us to give special scruti 
ny to an export if, for example, it involves shipping into a customs 
bond area or if we cannot trace the final destination. Export licens 
ing compliance is administered in the field and verified by corpo 
rate headquarters. Random checks, extensive after-the-fact report 
ing, and audit integrity are built into our system.

Although Digital's system may be more extensive than some in 
the semiconductor or computer industry, its basic elements are nec 
essarily common to all high-technology companies that engage in 
more than a handful of shipments a year. Competitive and propri 
etary forces ensure that the industry maintains a careful surveil 
lance over its products and technology.

LICENSING A SYSTEM RATHER THAN INDIVIDUAL TRANSACTIONS

As you can see, companies in the semiconductor or computer in 
dustry must rely on an overall system to control the flow of goods 
and technology. We believe that the Government's export control 
process should take advantage of a company's internal control of 
its proprietary technology. Because bulk or multiple licensing 
mechanisms, such as the distribution license, encourage the Gov 
ernment to assess a company's export system rather than numer 
ous individual transactions, they offer the best prospect for effec 
tive national security control. Because they can accomodate a 
series of transactions, bulk licenses afford industry the operating 
flexibility it needs.

For example, Digital, like others in the industry, currently oper 
ates with a distribution license that must be renewed every 2 
years. The majority of our overseas customer shipments that re 
quire export licenses are shipped pursuant to our distribution li 
cense. We consider it critical to our success in the international
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market that we are able to operate under the distribution license. 
We, therefore, take its obligations very seriously.

I cannot overemphasize how important the flexibility of the dis 
tribution license is to companies like mine. We in industry con 
stantly hear that in order to prevent illicit diversion and gain ade 
quate control, new individual license requirements calling for 
transaction-by-transaction applications are to be imposed and the 
scope of existing bulk licenses, like the distribution license, are to 
be curtailed. This could have devastating consequences for Digital 
and the U.S. industry generally. Paperwork, delay and uncertainty 
would all increase with virtually no offsetting benefit to national 
security.

To the extent that new controls are imposed on technology, the 
comprehensive operation license, as generally advocated by indus 
try, would similarly take advantage of a company's internal control 
system and avoid applications, reviews and approvals on an indi 
vidual transactions basis. SIA members can accept new controls on 
the export of militarily critical technology to the West if a licens 
ing mechanism is established that is tailored to the special charac 
teristics of technology-intensive firms. Companies treat technology 
differently from products, and so should the Government.

As endorsed by SIA, the comprehensive operations license would 
permit multiple exports and reexports of technology to and among 
companies in the free world network of a U.S. exporter. In review 
ing an application for a comprehensive operations license, the Gov 
ernment would concentrate on the system that the applicant has in 
place for preventing unauthorized transfers of sensitive technical 
know-how. Once that system was approved, the license would allow 
the U.S. company to transfer technology to authorized affiliates in 
a continuous exchange that is so crucial to survival in the interna 
tional market place.

In short, bulk licenses provide the Government with the same 
level of information, the same audit trail, and the same protections 
against diversion as do licenses for individual transactions.

I also want to point out how helpful it could be in the licensing 
process for the Government to take advantage of automation. As I 
have described, many computer, semiconductor ana other high- 
technology companies have in place automated control systems. 
Administration of export licensing would be substantially improved 
if the Government implemented the same kind of automation. Li 
censing activity certainly lends itself to automation, given that a 
great deal of information must be assembled and reviewed for a 
very small number of license denials. Most export shipments are 
routine or repetitive. A computer could easily screen for the sever 
al critical factors that would identify a questionable transaction.

Another practical step to more effective export control would be 
for the Government to share more information with industry about 
unreliable consignees, an extremely important point to ponder. 
Certain illegal diversion occurs as a result of retransfer by unreli 
able consignees. That is not a problem that will be solved by tight 
ening West-West license requirements; wider identification of those 
who subvert U.S. export controls would help.
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I believe that industry stands ready to cooperate in avoiding 
shipments to unreliable consignees, if the Government would take 
a greater initiative in this regard.

ADDRESSING INTERNATIONAL REALITIES

Any realistic export licensing system cannot ignore foreign avail 
ability. Despite elaborate statutory and regulatory direction, for 
eign availability has simply not been administered adequately. For 
eign availability determinations have not been informed, timely, or 
predictable. Imposing export controls in the face of foreign avail 
ability has resulted in expensive and wasteful efforts by industry 
and Government alike.

It is both futile and self-defeating for the United States to impose 
an extensive system of controls on goods and technologies that 
remain available on an uncontrolled basis from our principal allies 
and competitors. The United States, with very few exceptions, has 
no monopoly on militarily critical goods and technology. For exam 
ple, the famed 64K RAM manufactured by many U.S. semiconduc 
tor companies has been for some time a leading product of the Jap 
anese semiconductor industry. U.S. exports of technology should 
not be restrained when uncontrolled sources of comparable technol 
ogy in other Western nations will eagerly fill the demand.

Widespread foreign, availability makes multilateral controls in 
dispensable to denying militarily critical goods and technologies to 
potential adversaries. To the extent th&t our Cocom partners will 
not agree to establish and enforce multilateral controls, the United 
States is constraining its own industry to no avail.

By imposing unilateral controls on exports, the United States 
creates a disincentive for our Cpcom allies to agree to multilat^ 'al 
controls, leaving lucrative foreign markets to them. SI A beli 
that any changes in existing export controls should reflect, rath . 
than precede, agreement reached in Cocom.

Unilateral controls not only fail to solve the diversion problem; 
they could well cost this country its competitive edge in high tech 
nology. The backbone of U.S. technology industry is research and 
development. In fiscal 1982, Digital invested $349 million in re 
search and development, over 10 percent of total revenue. This pat 
tern is reflected throughout the semiconductor industry. To have 
sufficient competitiveness to maintain such intensive investment in 
research and development, industry must expand its success in free 
world markets.

PROPER FOCUS OF CONTROL—THE "MCTL"

In 1976, the report of the Defense Science Board's task force on 
the export of U.S. technology, known as the Bucy Report, recom 
mended that national security export controls be fundamentally re 
structured to control technology rather than goods. The primary 
conclusion of the report was that, "control of design and manufac 
turing know-how is absolutely vital to the maintenance of U.S. 
technological superiority. Compared to this, all other consider 
ations are secondary."

The imperative to concentrate control on the most sensitive tech 
nology has been embraced by the government and industry alike.
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In 1979, Congress mandated the incorporation of the militarily 
critical technologies list [MCTL] into the export control list. De 
spite this legal requirement and the extensive effort of industry 
and Defense Department officials to assess militarily critical tech 
nologies, virtually nothing has been done to base national security 
export controls on the MCTL.

SIA supports a national security export control regime concen 
trated on the most sensitive technology with little restriction on 
the commercial products of that technology. Unfortunately, the 
MCTL in its current form is not appropriate as 3 control document. 
Before the approach of the Bucy Report can become a reality, 
much needs to be done to the MCTL.

If the MCTL is to be an effective control document as contem 
plated by the Export Administration Act, it must reflect more than 
a technical assessment of capability; it must be more than what 
Deputy Under Secretary of Defense Lindstrom has termed a "refer 
ence list." A number of improvements are in order.

First, items should be included on the MCTL only if they are 
truly militarily critical. This will necessitate considerable compres 
sion of the MCTL. For example, removal of items whose inclusion 
is predicated solely on their incorporation of a commodity level 
semiconductor, such as the Speak and Spell Toy and many hand 
held calculators, would greatly shrink the MCTL.

I do not intend to minimize the technical difficulties with devis 
ing an appropriate MCTL. The Defense Department is clearly very 
dependent on commercial technology with military technology 
often lagging behind commercial research. The scope and pace of 
commercial technology development has tended to blur the follow 
ing control categories: Goods that are controlled for national secu 
rity purposes. Technology that is subject to special control because 
it is militarily critical. Goods or technology that are controlled as 
munitions.

The difficulties of distinguishing these categories in practice are 
substantial. For example, many of Digital's most sophisticated com 
puters can become militarized irerely by reducing their size, re 
packing for mobility, and protecting against shock.

Another recent example of major concern to the semiconductor 
industry has been the placement of very high-speed integrated cir 
cuits [VHSIC] devices and technology on the munitions list. It is 
appropriate that VHSIC devices designed for military use and only 
have military application should be on the munitions list. On the 
other hand, it is much more difficult and troubling to the semicon 
ductor industry to place the technology for these devices on the 
munitions list when the technology has clear and substantial appli 
cation ^o commercial devices.

Contradictions, inconsistencies and overbroad treatment are too 
often tae result of current administrative treatment of items whose 
export is controlled in the national security. Limiting the scope of 
the MCTL to technology which is in itself truly militarily critical 
would greatly reduce these problems.

Second, the MCTL should be mainly restricted to design and 
manufacturing know-how; products should be included only in the 
most extraordinary cases. If product groups such as keystone equip 
ment and "goods accompanied by sophisticated know-how" are to
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be included on the MCTL, they should be strictly limited to items 
indispensable to the development or application of a specific mili 
tarily critical technology; be a major and integral part of the devel 
opment or application of such a technology; and be identifiable by 
objective and understandable criteria.

Instead of such a narrow treatment of goods as a component of 
technology, we have been witnessing attempts both in statute and 
regulation to violate any common sense bounds of the definition of 
"technology", the recent report by the Senate Banking Committee 
effectively defines "technology" as any goods which use technologi 
cal data. Speaking as a computer manufacturer, I am particularly 
concerned that the current version of the MCTL, as we understand 
it, defines as "keystone equipment," and hence as militarily criti 
cal, all digital computers listed on the commodity control list.

Mr. Chairman, such sweeping breadth for the MCTL will make it 
unworkable as a tool for export control. In contrast, by focusing the 
MCTL on design and manufacturing know-how, the impact of con 
trols on an adversary's military potential will be greatest and the 
controls can be most effective. At the same time, controls on the 
products of this technology and on goods generally should be drasti 
cally reduced.

Third, further weight should be given in the MCTL to first, the 
realistic asse&sment of actual foreign availability and second, the 
feasibility of control. In order to accomplish this, it is important 
that the process of translating the MCTL into an export control ve 
hicle include the participation of management personnel and those 
experienced in the marketplace, as well as technical engineers.

In short, it is crucial to the effectiveness of the MCTL as a con 
trol dorument that it reflect a genuine consensus between Govern 
ment and industry. Some members of industry have already taken 
the initiative to seek out those officialo in government who can 
help create such a consensus, incorporating key industry concerns 
into an effective system of national security export controls.

These concerns are: The need for a rationalized MCTL along the 
lines discussed above; a rationalized approach to foi~lgn availabil 
ity determinations, including strengthened multilateral controls, 
especially withm Cocom; development of a licensing structure in 
corporating the three foregoing, and focusing on a company's inter 
nal system of controls.

Congress can contribute to the continued viability of U.S. tech 
nology companies and preserve their strength as a contributor to 
pur own defense effort by enacting export control legislation which 
implements these changes.

CONCLUSION

The semiconductor industry believes that an equitable balance 
can be struck between the need to protect our national security 
and the need of high-technology industries to compete vigorously in 
the world market.

SIA believes the bill before you, H.R. 3231, can provide the 
framework for a workable licensing system with the elements I 
have mentioned. The bill includes language ensuring that bulk li 
censes, in particular the distribution license, will remain available
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to industry. It establishes a new comprehensive operations license 
that will allow the government greater control over sensitive tech 
nology in the most effective way, by focusing resources on approv 
ing existing control systems.

The bill, effectively acknowledging that stricter West-West con 
trols cannot prevent diversion, eliminates validated licensing re 
quirements within CoCom, and instead emphasizes the importance 
of increased multilateral controls, and tightens the enforcement 
provisions of the law to cope more effectively with actual viola 
tions.

H.R. 3231 provides for responsible treatment of the MCTL, by in 
corporating criteria to ensure that items will not be included on 
the list if they are available from foreign sources, or if they will 
not significantly improve the military system of a U.S. adversary. 
SIA supports the efforts of the Foreign Affairs Committee, and 
stands ready to cooperate with the Armed Services Committee to 
achieve a realistic, effective, and equitable system of export con 
trol.

Mr. Chairman, I appreciate the opportunity you have afforded 
me and other industry representatives in addressing this important 
subject before your committee.

Mr. HUTTO. Thank you very much, Mr. Lewis.
Now Mr. James H. Mack.

STATEMENT OF JAMES H. MACK, PUBLIC AFFAIRS DIRECTOR, 
NATIONAL MACHINE TOOL BUILDERS ASSOCIATION

Mr. MACK. Good afternoon, Mr. Chairman. I'm public affairs di 
rector of the National Machine Tool Builders' Association. Our 
members make the machinery that cuts and shapes and forms 
metal.

Let me say right up front that NMTBA opposes any trade-related 
activity that would permit our adversaries to significantly and di 
rectly increase their military capability.

Our written testimony documents the serious and dangerous 
state of the U.S. machine tool industry. In 1981, in 1982, in 1983, 
are years of retrenchment for us. Orders and shipment and em 
ployment each have dropped dramatically. At the same time, im 
ports have skyrocketed in the past 5 years and have reached 
alarming proportions.

In light of the unprecedented level of import penetration into our 
domestic machine tool market, the opportunity for U.S. machine 
tool builders to competitively export their products has become 
more critical than ever.

The degree to which our industry's export performance is im- 
pro\^a depends, in a large measure, on the criteria which deter 
mines the application of export controls.

Mr. Chairman and members of the panel, we have long main 
tained that the statutory criteria for imposing export controls are 
infinitely more important than which agency administers them. 
However, we believe that the Department of Defense already has 
sufficient authority under the current act to prevent shipments of 
items which will enhance the military capability of a potential ad-
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versary. Therefore, we oppose tue transfer of any further authority 
to the DOD with regard to the licensing process

In 1979, Congress achieved a delicate balance with respect to the 
administration and enforcement of export controls. Much of this 
balance was achieved through a series of amendments which were 
proposed on the House floor by the leadership of this committee. It 
seems to us to be incumbent upon those who would change or upset 
this delicate balance, which, through your efforts, the Congress 
achieved in 1979 by, among other things restricting West-West 
trade, to present evidence of problems which have arisen or events 
which have occurred since 1979, which would necessitate those 
changes. Pointing to events which occurred prior to 1979, before 
that balance was achieved, should be insufficient reason to make 
changes in that balance.

Permit me now if you will to turn to a proposal which in our 
judgment will if enacted, help terminate unwanted transfers and 
diversions to the Soviet bloc.

CoCom was established to insure parallel controls within the 
West over exports of militarily critical products and technology. 
Unfortunately, many of our CoCom allies which you've heard today, 
have adopted a decidedly more flexible approach of interpretation 
of previously agreed upon controls than we have and are engaging 
in often blatant violations of agreements which are allegedly multi 
lateral.

It may interest you to know, Mr. Chairman, that in 1981, the 
Soviet Union imported approximately $1 billion worth of machine 
tools. Of that the United States supplied only $17 million. So that 
clearly if there was a leakage of machine tool technology to the 
Eastern bloc it is more assuredly not coming from us.

This situation demands that our government send a strong and 
unmistakable signal to violators that their conduct will not be tol 
erated.

The Foreign Affairs Subcommittee on International Economic 
Policy provided such a signal earlier this spring when it adopted 
Congresswoman Snowe's proposal authorizing the imposition of 
import controls on foreign companies which patently and persis 
tently disregard CoCom regulations.

Unfortunately, the full Foreign Affairs Committee chose to 
delete this important safeguard from the bill. We urge you to rec 
ommend and support its reinsertion when the bill comes to the 
House floor. You have the opportunity to give clear guidance to our 
negotiators in CoCom, in order to insure compliance by our allies 
with their obligations to control exports for national security pur 
poses. Adoption of the Snowe amendment in our judgment would 
do more for the termination of militarily critical technology trans 
fers and diversions to Communist countries than any other action 
this panel might take. Fortunately, such a provision is currently in 
the bill under consideration in the Senate,

When the United States complies with CoCom regulations but its 
allies do not, export controls, we would submit, actually work to 
the detriment of the free world in two ways. First of all, Soviet 
access to militarily critical items is not denied. And second, our 
own critical industrial base is imperiled because the economies of 
scale utilized by our CoCom-violating competitors allow them not

27-827 0-84-15
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o^ly to capitalize on the export market, but also to flood our do 
mestic market with their imports.

We join those at the table, in supporting the specific reforms of 
national security export control criteria contained in H.R. 3231, in 
cluding the creation of new forms of licenses, including the compre 
hensive operations license; the elimination of unilateral controls 
under certain conditions; the elimination of controls on exports to 
CoCom countries with certain exceptions; the inclusion of the 
MCTL on the commodities control list under the conditions cur 
rently provided in the act for the inclusion of new items on the 
commodities control list; and the reforms of foreign availability de 
terminations contained in H.R. 3231.

Mr. Chairman, I know my time is up so let me just make one 
final point. The imposition of export controls for purposes of na 
tional security or foreign policy curtails not only the ability of our 
members to transfer the items restricted by such controls, but in 
creasingly, their ability to market equipment which is not restrict 
ed by controls. Our members report that potential and often lucra 
tive markets are lost to them because of the perception overseas 
that the United States, with its well-known propensity for "light 
switch" diplomacy, could impose controls at virtually any time on 
virtually any product and without any warning. And without ques 
tion, the uncertainty and unpredictability of this situation hinders 
the ability of our members to export to the world market on a com 
petitive basis.

We urge in light of this perspective, that export controls be ap 
plied as pragmatically as possible. It must be recognized that con 
trols can have and do have a long term, often unintended and per 
haps unforeseen effect on the export capabilities of American man 
ufacturers, and ultimately on the national security of the United 
States. Thank you.

[The prepared statement of Mr. Mack follows:]
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PREPARED STATEMENT OF JAMES H. MACK

I. INTRODUCTION

Good afternoon, my MM if James a. Mack. I a* Public 

Affairs Director of the National Machine Tool Builders' Association 

(NMTBA), a national trad* association comprised of approximately 400 

member companies which account for nearly 85% of Onited States 

machine tool production.

He. Chairman, we certainly appreciate this opportunity 

to express our views concerning renewal of the Export Administration 

Act   an issue which, as you know, has direct and very substantial 

impact on the U.S. machine tool industry. We are here to support, 

with some modifications, the measure reported by the Committee on 

Foreign Affairs earlier this summer. 

A. The O.S. Machine Tool Industry Today

Before proceeding with our comments concerning export 

legislation, we would like to offer the Panel a brief overview of 

the O.S. machine tool industry and where it is today. KMTBA 

represents those in the business of manufacturing the tools of 

netalworklng productivity, including machine tools, cutting, 

grinding and forming machines, electrical and electronic controls, 

universal measuring machines, and automated production systems. The 

American machine tool industry accounts for a very basic and 

strategic segment of the O.S. defense-industrial base   this is the 

industry that builds the machines that are the foundation of ouc 

military readiness and our ability to respond in the event of a 

national er<ergency.

For the O.S. machine tool industry, 1981 and 1982 were 

years of retrenchment   sustained decline following six years of 

strength. One of the most accurate indicators of the severity of 

the decline is the industry's rate of new order acquisition. After 

experiencing virtually uninterrupted growth from mid-1975 through 

raid-1980, orders for new machine tools (both metal cutting and metal 

forming) at first leveled off and then began a cyclical decline as 

the nation's economy slipped further into recession.

The unexpected extremity of the 1981-82 recession,
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especially in such major markets foe machine tools as the 

automotive, aerospace, farm implement, and construction equipment 

industries, ,\ed to a decline in net new orders of nearly 50% in 1982 

  following a drop of 37% in 1981. The cumulative collapse in 

U.S. orders, from the peak in early 1979, is a staggering 81%. 

Unfortunately, industry analysts predict that the outlook for 1983 

will be equally unpromising. Our most recent data indicate that net 

new orders for January, 1983 were 55% below those for January, 1982.

Shipments and employment have also dropped

dramatically. Unfortunately, because of the time that is required 

to build capital equipment like Machine tools, shipments necessarily 

follow orders. Thus, although shipment* fell about 30%   from $5.1 

billion in 1981 to *3.6 billion in 1982   they will continue to 

decline in 1983, because of the drop in orders.

In December 1975, at the bottom of the last recession, 

tin total employment in the industry was 82,800. Five years later, 

at the peak of the next cycle in Hay of 1980, the industry's 

employment bad grown to 110,000. Since then, however, employment 

has fallen sharply to 68,600 as of December, 1982, the latest month 

for which figures are available. This represents a 37.6% decline in 

employment   a loss of more than 41,000 jobs   in less than two 

and a half years. Total employment thus stands at a level 

substantially below the level that was reached at the bottom of the 

last cycle.

It is particularly distressing to note that the 

decline in employment of production workers is greater than the 

decline in overall employment and has reached into the ranks of 

workers with relatively high levels of seniority and competence. 

Industry management is deeply concerned abouc the implications of 

this development for the industry's competitive position. The 

quality of our industry's products depends to a substantial extent 

on the competence of its production workers. Skilled production 

workers who are laid off an' then find ether jobs will be reluctant 

to return to a cyclical industry that is, as documented below,

purposes of this statement, v,lues are based on current 
dollars.
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seriously threatened by imports. Efficiency and quality are likely

to suffer, thereby further eroding our industry's competitive

posture.

B. Machine Tool Imports: Penetration On An Unprecedented Scale

There.are several factors to be considared when 

assessing the status of the 0.3. machine tool industry. Clearly/ 

the recent economic downturn and the decline in the nation's rate of 

capital spending resulting from it have played a significant role. 

Even more significant, however, is the phenomenal influx of imported 

machine tools. Since 1964, America's imports of foreign machine 

tools have increased seven-fold from 4.5% of total consumption 19 

years ago to 35.3% in 1982, based on value. (Exhibit I) As a share 

of units (that is, machines actually installed), imports accounted 

for nearly 43% of U.S. consumption in the first three quarters of 

1982. During this period, orders for U.S. machine tools fell 50%.

As as result of the rising tide of imports, the

machine tool industry's balance of trade was negative for the first 

time in history in 1978. In 1979 the trade deficit reached J400 

million; 1513 million in 1980; $455 million in 1981. The industry 

suffered its fifth straight year of negative trade balance in 1982
s

with a deficit of $638 million. (Exhibit II)

We are not suggesting that import sales in our

domestic market are a new phenomenon. However, both the level and 

the character of these sales, particularly within the last several 

years, is unquestionably alarming. Exhibit III, for example, 

clearly illustrtes the dramatic jump in the value of foreign machine 

tools sold in the United rtates between 1977 and 1981.

The fact that we are losing an increasingly larger 

share of our domestic machine tool market to imports each year is, 

by itself, cause for concern. But perhaps even sore disturbing is 

the changing character of that market share   it is increasingly 

comprised of more technologically advanced and defense-sensitive 

equipment. (Exhibit IV) Ouring the first half of 1982, imports, 

based on value, accounted ";c 53.3% of the numerically controlled 

(NO lathes, 42.7% of SC machining centers, 43.9% of forging
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machines, and 32.7% of the boring machines purchased in the Onited 

States.

It la Interesting to note that these very same product 

lines   computer controlled metal cutting machines   have been 

identified by the Defense Department as the most critical to the 

production of weapons systems (and thus subject to the moat 

extensive export controls). This leads one to the inescapable 

conclusion that our vital defense base is being eroded and 

threatened by imports.

In addition, our COCOM allies continue to ship machine 

tools to Communist countries (despite the COCOM proscriptions), 

enabling them to achieve greater competitiveness in the O.S. market. 

The national security implication* for the Onited State* are obvious.

II. THE ABILITY TO BHTBR AND REMAIN IN THE WORLD EXPORT MARKET 
IS VITALLY IMPORTANT TO AMERICAN MANUFACTURERS -- INCLUDING 
MACHINE TOOL BUILDERS. HOWEVER, O.S. EXTORT PERFORMANCE 
HAS SHARPLY ERODED IN RECENT YEARS.

A. The Significance Of A strong Export Market

The strength of our nation's economy depends, in large 

measure, on a thriving export market for American products. A more 

stable dollar, reduction of the spiraling federal deficit, and the 

creation of jobs are inextricably linked to healthy export 

performance. In addition, the international influence and prestige 

of the Onited States can only be enhanced by prolific export 

activity.

Later in this statement, we will document the

importance of exports to the continued health of the O.S. machine 

tool industry. These data indicate that whil-s the O.S. market is 

subject to wide cyclical fluctuations, the world machine tool market 

reflects a pattern of steady growth. These data also show that 

approximately half the consumption of machine tools outside the 

Onited States exists in the Communist countries. Thus, unless 

export controls are applied multilaterally to the Communist 

countries, the O.S. machine tool industry is placed at a severe 

competitive disadvantage   at home and abroad.

20ne out of every seven O.S. jobs is export-dependent.
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Foe the U.S. machine tool industry, the vigorous

expansion of export markets has always been a primary objective. In 

.".ight of the current levels of import penetration, however, the 

industry's ability to export on a competitive basis has become 

absolutely essential. Given the importance of export activity to 

America's machine tool builders and our problems with government- 

imposed limitations on exports, we feel it is appropriate to briefly 

apprise) the Panel of the ongoing export promotion efforts undertaken 

by HHTBA and its member companies.

B. Export Prqmotion Activities Sponsored BY NMTBA

NMTBA, on behalf of tbe American machine tool industry, 

is devoting its own resources to tbe development and maintenance of 

international markets around the world. Tbe Association has three 

staff directors who spend virtually their full time overseas promoting 

O.S. machine tool exports, witb considerable assistance from the 

Department of Commerce.

NMTBA develops seminars and workshops to train our 

members' marketing and service personnel on all aspects of interna 

tional trade. He conduct market research analysis to identify 

promising markets for industry development. He have conducted more 

tban 40 Industry-Organized, Government-Approved (IOGA) overseas 

promotional activities to help establish a viable foothold in these 

new markets^ approximately 15 major promotional events (including 

catalogue shows and International trade fairs) are planned for 1983. 

We sponsor foreign exhibitions so tbat our members will have more 

opportunities to display their products overseas. We organize reverse 

trade missions to bring foreign buyers to our members' plants. And we 

bring large groups of foreign visitors to tbe International Machine 

Tool Show in Chicago every two years. In 1982, we attracted more than 

5,600 foreign visitors   despite the depressed economic climate. The 

Commerce Department has worked closely with us in the development and 

implementation of these programs, as have the commercial officers in 

our trade centers and embassies throughout the world.

One year ago, we concluded the most extensive machine 

tool show ever held in Mexico. (In 1981, Mexico surpassed Canada to
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become the U.S. machine tool industry's largest export market.) The 

show, held in conjunction with the Commerce Department and the U.S. 

Trade Center staff in Mexico City, was a resounding success. Despite 

the severe devaluation of the peso, the show registered more than 

4,000 potential end-users of American machine tools and nearly $3 

million in equipment was purchased directly off the show floor.

Earlier this year in Beijing, we held the first formal 

exhibition of American machine tools ever held in the People's 

Republic of China. Our members report that the exhibition was very 

successful. 

C. The Export Outlook For The U.S.

Saving acknowledged the importance of au.itain.ed export 

activity, it is discouraging to note that in fact, overall U.S. export 

performance is unmistakably on the decline   since 1960, the U.S. 

share of manufactured exports has slid from 22.8% to 6.7% of the world 

total. This decline is evidenced by a rapidly mounting trade deficit 

(the Department of Commerce estimates a staggering $31.8 billion in 

1982) and indications that the competitive edge traditionally held by 

American industry is steadily slipping away. While countries like 

West Germany export 36% of its gross national product (Canada, 27%; 

the United Kingdom, 22%), the United States consumes all but 18% of 

domestic production. Recent statistics indicate that a mere 4% of 

this country's 350,000 manufacturers market their products abroad and, 

of those, 200 industrial 'heavyweights* account for almost 80% of all 

O.S. exports.

Unfortunately, the U.S. machine tool industry is no 

exception to our nation's declining share of the world export market. 

When we look at the dollar value ot  achine tool exports, the results 

appear to be encouraging. But when we view our exports as a percentage 

of all machine tool exports worldwide, the results indicate chat our 

industry's share of the international Marketplace has seriously eroded 

over the past 20 years. The O.S. portion of the world's machine tool 

exports fell from 21% in 1964 to just 6.7% in 1982, placing us well 

behind West Germany (24.2%) and Japan (13.4«) as a machine tool 

exporting nation.
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Consider that in the »id-1960'a. American machine tool 

builders supplied approximately on«-thicd of the tot*.' global market. 

In other words, on* out of every three machine tools consumed in the 

world (including the o.s.) was a product of oui domestic machine tool 

industry. By the tnd of 1982, hovev»r, that portion had fallen to 

only on* in six. Certainly th* overwhelming invasion of out doMttic 

market by foreign competition has contributed h*avily to thi* dramatic 

decline. However, thi» startling reduction can also be attributed to 

our industry's substantial loss of world export aarKet share. 

D. The Export Outlook for Out Foreign Competitors

While the O.S. machine tool industry's percentage share 

of the world export market has oscillated since 1972 with a net 

decline of about 91, Japan's percentage share has increased threefold 

over the past ten years. Exhibit V illustrates that Japan's 

substantial increase during this period has also cut into the 

percentage share of West Oeraany, the perennial front-runner in 

uachine tool exports. West Germany, while still the leader, h»» teen 

its percentage share of the world export market decline by 12.3% since 

1972.
/

Machine tool experts to Eastern Europe and the Soviet 

Union also indicate some very revealing trends. In the «arly 1970's, 

the O.S. established itself as a machine tool exporter to Eastern 

Europe. Prom 1970-75, O.S. exports to the Eastern Bloc countries 

increased from $7.5 million to $99.4 million, an average annual growth 

of 68%. (Exhibit VI) Prom the peak in 1975, however,, our exports 

fell to $20.3 million in 1981   about where we had been in 1972.

By contrast, the other major Western suppliers (Japan, 

West Germany, Italy, Prance ana Switzerland) increased their share of 

total machine tool exports to Eastern Europe   beginning in 1975. 

(Exhibit VII) In 1975, these countries accounted for 77% of Eastern 

Bloc machine tool imports; by the end of 1979, that proportion had

increased to 88%. Interestingly, this 11% gain approximates the O.S.
>- ; ~ , ,,, , , , ,     - - -     
share of Eastern Bloc machine tool imports in 1975. (Prom 1975 to

most recent year for which complete data are available.
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1979, the U.S. share of imports to this region Cell from 11.3% to 

l.St.) Obviously, our Western competitors (and, with the exception of 

Switzerland, fe.llow COCOK members) took up the slack created by our 

relative absence from the East European market during those years.

Consistent with its pattern of machine tool exports to 

Eastern Europe, U.S. shipments to the Soviet Onion declined following 

a peak in 1975 when $89.1 million in U.S. equipment entered the Soviet 

market   15.7% of total U.S. machine tool exports that year. By 

1982, we were exporting only Sl.l million in machine tools (.2% of our 

total export market) to the Soviets   a cumulative decline of 98% 

over the seven year period; an average annual decline of 25%.

Although information is sketchy with regard to the 

Soviet Union's machine tool imports from other supplier*, we do know 

that the O.s.S.R. is high dependent upon West Germany for imports of 

NC turning machines. Japan is a primary source of the Soviets' 

machining centers. By comparison, the U.S. is definitely not a factor 

in Soviet imports of MC machinery. 

5. The Decline in U.S. Export Performance

The reasons for the decline in U.S. export performance 

(both generally and specifically witi regard to the machine tool 

industry) are varied and complex. Certainly, contributing factors 

include: the worldwide recession, the inability of U.S. firms to be 

price competitive in overseas markets, lack of capital investment here 

at home, and the fact that the United State* is consistently lagging 

behind its competitor* in expenditures for export promotion and 

research and development. It is also true that many American 

manufacturers have been reluctant to enter what they perceive to be 

the complex and overwhelming world of international trade. (In that 

regard, however, we are confident that the Export Trading Company Act

^Preliminary data indicate that shipments of U.S. machine 
tools to Eastern Europe remained in the range of 1-2% of the 
region's total imports for 1980-82.

'Senator John Glenn recently noted that while R t D 
expenditures in the U.S. (as a proportion of GNP) have declined by 
20% since 1964, West Germany, Japan and the Soviet Onion have 
significantly increased the proportion of their GNP'» devoted to R & 
D investment   by 46%, 32% and 30%, respectively.
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(P.L. 97-290), favorably reported by this Committee one year ago and 

signed into law last October, will assist in providing soraly needed 

incentives for small and medium-sized businesses to enter the export 

market.)

In addition, NMTBA believes that, in certain 

instances, our government's uneven and often ill-considered 

application of export controls must also be recognized as an 

impediment (albeit unintended) to the export prospects of those who 

manufacture and market American products. We will share with the 

Committee why this 13 so. 

III. 'THE EXPORT ADMINISTRATION ACT

He have demonstrated that the opportunity to export on 

a competitive basis is crucial to the U.S. machine tool industry. 

We believe that our export performance can   that it muat   be 

improved. The degree to which that improvement takej place depends 

in no small part on the criteria, set forth in the Export 

Administration Act of 1979 (E.A.A.), which determine the application 

of export controls. The Act expires at the end of this fiscal 

year. He view the reauthorization process as a welcome opportunity 

to acknowledge the progress which has been made and to identify 

those areas where further adjustments may be desirable, and in fact, 

necessary.

Mr. Chairman, our members report that overall,

distinct improvements have been made in the general export licensing 

system since enactment of the E.A.A. four years ago   particularly 

with regard to the notorious delays which plagued the system prior 

to 1979. While we genuinely appreciate the significant changes that 

have been made in that regard, we firmly believe that further 

refinements, enumerated below, will improve the current law. 

Because of the focus of this Panel's considerations, we shall 

confine our remarks to those sections of H.R. 3231 which relate to 

national security controls. 

A. Administration Of The Act

Mr. Chairman, we have long maintained that the

statutory criteria tot imposing export controls (and the philosophy 

of those who implement them) are more important than which agency
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administer* "-.ch controls. However, we believe trie » the Department 

of Defense already has sufficient authority under the current Act to 

prevent shipments of item* which will enhance the military 

capability of a potential adversary. Therefore, we oppose the 

transfer of any further authority to the DOO with regard to the 

licensing process.

In 1979, Congress achieved a delicate balance between 

the various competing forces within the executive branch with 

respect to the Administration and enforcement of export controls. 

Much of this balance was achieved through a series of amendments 

proposed by the Armed Services Committee and adopted on the House 

floor. It seems to us to be incumbent upon those who would change 

or upset this delicate balance achieved in 1979 to present evidence 

of probleiu which have arisen or events which have occurred since 

1979, which would necessitate such changes. Pointing to events 

which occurred prior to 1979 -- before the balance was achieved   

should be insufficient reason to make changes in that balance.

We do not object to the transfer of much of the Act's 

enforcement authority (including the responsibility for post-seizure 

investigations) from the U.S. Customs Service to the Department of 

Commerce. (Sec. 103 of H.R. 3231.) However, the competition which 

currently exists between the two agencies is counterproductive and 

should be eliminated.

We believe that the Foreign Affairs Committee's 

proposal directing the Customs Service to employ targeted rather 

than random inspections of outbound cargo would significantly reduce 

the harassment and delays which currently pervade the inspection 

process.

Also on the subject of delays, we* urge the adoption 

the Committee's proposal requiring that the current overall 90-day 

time limitation on licensing decisions be reduced by one-third to 60 

days. We also support the other procedural reforms adopted by the 

Committee (Sec. 120 of H.R. 3231). However, we believe that these 

reforms require a greater commitment of resources to the staffing of 

export control agencies with competent personnel who have 

substantial technical expertise in the area they are charged with
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overseeing, rhe Defense Department, for example, is woefully 

lacking in such >:«chnical expertise in our particular area of 

concern   machine tools. We also believe that the implementation 

of these procedural reforms should be subject to judicial review, 

and we urge you to adopt an amendment to the Subcommittee's bill 

making then so.

PinalJ", NMTBA supports Section 102 of H.R, 3231,

which provides that anyone convicted of a violation under Secton 5 

of the E.A.A. shall forfeit any property interest or proceeds 

related to the goods or technology that were the subject of the 

violation, and which nakea it a criminal offens* to (1) possess 

restricted item* with the intent to illegally export and (2) to 

conspire to illegally export restricted items. 

B. National Security Controls

Machine tools have long been recognized as essential 

to military production. Therefore, controls imposed Cor purposes of 

national security have a direct and often substantial impact on our 

 embers' ability to export much of the equipment they manufacture.

NMTBA recognizes that our nation's ability to maintain 

a defense-industrial edg^ over its potential adversaries is 

absolutely essential. In that regard, we continue to adamantly 

oppose any trade-related activity which would permit our adversaries 

to significantly and directly increase their military capabilities.

COCOH was established to ensure a degree of uniformity 

among the major Western trading nations' policies concerning the 

transfer of militarily critical technology. Unfortunately, many of 

our COCOH allies have adopted a decidedly more flexible interpreta 

tion of export controls than we have   and, in fact, are engaging 

in sometimes blatant violation of agreements which are allegedly 

multi-lateral.

Consider, for example, that approximately 25* of the 

world market (about half of the market outside the U.S.) for machine 

tools lies in the Communist countries. In 1981, the Soviet Onion 

imported $1 billion worth of machine tools; the United States 

supplied only $17 Billion of that market. U.S. machine tool
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builders, then, are effectively denied access to about naif of their 

potential export market. But comparable equipment, manufactured by 

other COCQM members, enters the Communist countries in clear 

violation of COCOM regulations. In 1981, for example, 38% rf the 

machine tools going into the Soviet Onion came from Western allies 

(and fellow COCOM members); the U.S. share accounted for 

approximately 1.5%.

Although not all of these shipments were in violation 

of COCOM agreements, it is significant that the average unit value 

of the machining centers exported by Japan to the Soviet Union 

between 1979 and 1981 ($172,000 in 1979; $160,500 in 1980; $212,650 

in 1981) was substantially higher than the average unit value of 

total machining center production during those years ($94,950; 

$93,900; and $101,400 respectively). Machining centers of this 

value are highly sophisticated pieces of metalworking equipment and 

many were of the type which our members would be prevented from 

shipping.

Clearly, Mr. Chairman, if there is a leakage of

machine tool technology to the Soviet Onion, it most assuredly is 

not coming from us   a fact that the Soviets themselves have . 

acknowledged. Commenting last month on the likelihood that Soviet 

orders for machinery £.nd related equipment from the O.S. would be 

even lower this year, an economist with the Soviet Ministry of 

Foreign Trade remarked: *0ur image of the U.S. is not as an 

industrial nation, but as a supplier of farm products." In 

that regard, an American representative of a O.S. international 

trading concern located in Moscow recently observed that 'in fact, the 

Soviets have found alternate sources of supply [for machinery] and 

will b* reluctant to ditch their new trading partners.' 7

The People's Republic of China provides another example 

of COCOM non-compliance. Chinese manufacturers (potential end-users

^"Cash-Short Soviets Cool to U.S. firms, But Moscow Nurtures 
ucn«r 'i'ra«e Ties," 'ijne Wall atruac Journal, Feuruaty 16, i»o3, y. 3*.

'Id.
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of American aachine tool*) havi visited our members' plants, only to 

find '.hat export licenses could not b« issued foe the equipment thay 

wi*hejd to puccbaM. Consequently, tbeir orders war* filled elsewhere 

  by otbac COCOH members.

Practices such an these   increasingly widespread   

«r« coming at a tiae whan tn« strength .(. CO COM na*d« to be reinforced, 

not unde mined. This situation demands that our government sand a 

strong and unmistakable signal indicating that »uch conduct will not 

ba tolacatad.

Tha Foreign Affairs Subcommittee on International 

Economic Policy providad mch a aignal aacliac this Spring wban it 

adoptad Congresmoman Snowa'a pcopoaal authorizing tha imposition of 

import controls on foraign companies which patently anO pacsistantly 

diaraqard COCOH ragulttiona.

Onfortunataly, tha full Foraign Affairs Coraittaa choaa 

to dalata this ioportant safeguard froa tha bill. Wa urga tbis Panal 

to cacouMnd its reinsertion whan tha bill cosies to tha House floor. 

You have tha opportunity to give clear guidance to our negotiators in 

COCOM, in order to ensure compliance by our allies with their 

obligations to control exports for national security purposes. 

Adoption of the Snowa Amendment would do nore for tha termination of 

militarily critical technology transfers to Communist countries than 

any other action this panel might take. Fortunately, such a provision 

is currently in the bill under consideration in tha Senat«.

Mr. Chairman, when tha 3.S. complies with COCOH

regulations, but our allies do not, export controls actually work to 

the detriment of tha security of the free vorld   in tvo ways. 

First, Communist Bloc access to militarily critical items is not 

denied. Second, our own critical industrial base is imperiled because 

the economies of scale utilized by our COCOM-violating competitors 

allow them not only to capitalize on the export market, but to flood 

our domestic market with imports as well.

Statutory authority which allows the President to impose 

import reatricitions under conditions which threaten to erode our 

nation's defense posture is clearly consistent with Article XXI of the 

General Agreement on Tariffs and Trade (GATT), which provides that;
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*[n]othing is this Agreement shall be construed 
... (b) to prevent any contracting party from 
taking any action which it considers necessary 
for the protection of its essential security 
interest . . . (ii) relating to the traffic in 
arms, ammunition and implements of war and to 
such traffic in other goods and materials as is 
carried on directly or indirectly Cor 'the purpose 
of supplying a military establishment. . . .   
(Emphasis added.)

As Professor Jackson has observed, this "language explicitly gives the 

right of determining necessity to each individual government." 

Moreover, "[djuring the discussion in the original OATT section, it 

was stated that 'every country must have th* last resort on questions 

relating to- its own security."'

NMTBA supports the Foreign Affairs Committee's proposal 

prohibiting validated license controls on exports of strategic 

products to COCOM and other countries which provide controls and 

enforcement parallel to that of the Dmted States. (Sec. 106(b) of 

H.R. 3231) An amendment adopted in the full committee clarifying the 

Secretary's authority to control item* to specific unreliable end 

users provide* an adequate safeguard against diversion.

He agree with the Foreign Affairs Committee that

unilateral national security controls should be eliminated on products 

where there is a history of consistent 0.S. approvals in significant 

numbers. (Sec. 106(f) of H.R. 3231)

He argee with the Committee that wider use by the 

Commerce Department of qualified general and distribution licenses 

should be encouraged. He support the Committee'* recommendation that 

a new comprehensive operations license for intercorporate technology 

transfers (or transfers to foreign licensees) and a new service supply 

license for spare or replacement parts be established. (Sec. 105 of 

H.R. 3231) As Congressman Bonker has observed, a comprehensive 

operations license "could facilitate trade by companies with 

unblemished records of conpltaneif with export controls."

We applaud the -foreign Affairs Committee's recognition

8J. Jackson, World Trade and the ^aw o£ GAIT j 28.4 at 748. 

9Jd. at 749, quoting GATT Doc. Cp.3/20, at 3 (1949).
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thac the Militarily Critical Technologies List (MCTL) should be 

incorporated into the Commodity Control List (CCL) by 1985, under 

the conditions currently provided in the Act for the inclusion of 

new items on the CCL. (Sec. 109 of H.R. 3231)

We support the Foreign Affairs Committee's proposal 

which eliminates license requirements based solely on the fact that 

a product contains an imbedded/ non-reprogrammable processor. 

C,ec.l06(f) of H.R. 3231) While the proposal would have no 

immediate impact on th« machine tool industry (due to other controls 

which are currently in place), we view it as a sizable step forward 

towards a more flexible and realistic application of export controls. 

C. foreign Availability

NNTBA firmly believes that licensing authorities

should be required to notify Congress in a timely fashion regarding 

the government's efforts to assess foreign availability. Therefore, 

Sec. 108(c) of H.R. 3231 will help ensure that determinations of 

foreign availability will be more accurate   and more timely.

With regard to export license applications under both 

national security and foreign policy controls, we endorse the 

Foreign Affairs Committee's proposal that the government shall 

accept applicant's assertions of foreign availability, unless able 

to present evidence to the contrary. (Sec. 108(b) of a.P.. 3231) 

This provision strikes us as eminently reasonable. Our members 

have, in the past, submitted the catalogues of foreign manufacturers, 

as well as articles and pictures from trade journals, with their 

license applications. The U.S. government has considered this 

material inadequate for purposes of proving foreign availability. 

Numerous executives from our member companies, upon returning from 

visits to factories in the controlled countries, have offered to 

 ubKit sworn affidavits attesting to tne equipment they have seen 

installed in th«*e countries The U.S. agencie* involved with 

processing the licenses have never seriously considered that such 

affidavit* night help establish foreign availability and, 

consequently, have never asked for the*.

Finally, we agree with the Comaittee that a reasonable 

time liait should be placed upon the President's negotiations with

27-827 0-84-16
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ouc COCOM and other allies Coc the purpose of removing foreign 

availability, before controls are removed (Sees. 108(a) and 108(e) 

of H.R. 3231). The absence at such a time limit permits negotiations 

to drag on interminably to the detriment of O.S. exporters. 

IV. CONCLOSION

Mr. Chairman, we have presented some rather startling 

evidence here today with regard to th« declining competitive posture 

of the O.S. machine tool industry and the erocion of our defense 

industrial base. However, we hope that nothing we have said has 

conveyed the impression that our industry is either incapable or 

unwilling to compete. On the contrary, we believe that American 

machine tool builders have what it takes to meet competitive 

challenges from overseas. Today, our members are producing machines 

that can do many tiaes the work of previous generations of machines
f

— with greater speed, accuracy and economy. Computerization, 

robotics and other new automation technology have laid the 

foundation for significant gains in the years ahead. But to realize 

these gains and to pass them on to our defense base, American 

industry must have the opportunity to compete on equal footing.

That is all we ask.

We ask the Committee to keep in mind that the

unnecessary imposition of export controls, particularly in the face 

of foreign availability, curtails not only the ability of our 

members to transfer the items restricted by such controls, but, 

increasingly, their ability to market equipment which is not 

restricted. Cur members report that potential and often lucrative 

markets are lost to them because of the perception overseas that the 

U.S., with its well-known propensity for 'light switch* diplomacy, 

could impose controls at virtually any time and without any 

warning. Without question, the uncertainty and unpredictability of 

this situation hinder the ability of our members to export to the 

world market on a competitive basis. Pot example, our members 

frequently find themselves unable to answer, with any assurance, 

such reasonable questions as, 'Will spare parts, replacement 

machinery, and service personnel be readily available?*

We have also demonstrated that the unilateral
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application of export controls also strengthens the ability of our 

foreign competitors to market their products in the United States   

thereby weakening the national security those controls were intended 

to preserve.

We urge, therefore, that in light of this perspective, 

export controls be applied as pragmatically as possible. It must be 

recognized that controls can have long-term, unintended and perhaps 

unforeseen effect on the export capabilities of American 

manufacturers, and ultimately, on the national security of the 

United States.

Thank you.

Mr HUTTO. Thank you all for a very fine statement.
I will ask you a few questions although we are operating under 

some time constraints.
Mr. Lewis, 40 percent or $1.6 billion of your company's business 

is with foreign customers. How would you characterize your compa 
ny's problems with obtaining licenses and doing business overseas? 
Is it extremely difficult to cut through the Government bureaucra 
cy or merely just another gate that you have to pass through? Do 
you find that you lose out on sales because of any difficulties that 
you might have with the licensing?

Mr. LEWIS. We find, Mr. Chairman, that the process frustrates 
our customers because it becomes interminable in many instances, 
particularly with countries that become sensitive destinations 
during the process of applying for licenses, particularly in circum 
stances where we are not able to reveal any substantive reasons to 
our customers overseas why the process has slowed down in certain 
countries.

Mr. HUTTO. Having had some personal experience with that 
problem I know how difficult it can be. The question I wanted to 
address to you, has your company lost by delay or by problems that 
you've had with the bureaucracy in licensing? Could you state  

Mr. LEWIS. I can indeed. I could provide you with numbers that 
would support that statement.

Mr. HUTTO. But it's been significant. Has it changed any in the 
last few years or has this been a problem for a long time?

Mr. LEWIS. I think the process has improved in the last 6 to 9 
months, but it still results in us losing business overseas.

Mr. MACK. Mr. Chairman, could I respond to that as well?
Prior to the lasv; time Congress focused on the Export Adminis 

tration Act in 1979, our members would send us complaints about 
licensing decisions that would take up to 2 years to make. In some 
cases, by the time the decision had been made, the customer had 
canceled the contract and bought from some free world competitor. 
Partly because of reforms made internally at the Department of 
Commerce and the interagency process, ajnd partly as a result of 
the guidance that Congress provided in 1979 through the creation
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of the suspense points in the statute, we don't hear too many of 
those complaints today. If we hear about them they are, for the 
most part, the exception rather than the rule. What we would en 
courage the Congress to focus on at this point is the criteria for im 
posing controls and upon removing what is really the last vestige, 
if you will, of the delay.

The committee report for H.R. 3231 indicates that there are some 
100,000 items that are on the Commodity Control List and that 
some 75 to 80,000 license applications are processed per year. To 
the extent that those license applications could be reduced and that 
controls could be narrowed to focus on those items which are truly 
militarily critical and are not freely available to our potential ad 
versaries from foreign sources, then the whole process can be fur 
ther speeded up. Moreover, the licensing authorities who are limit 
ed in their resources, will have the time to really bear in on both 
examining and enforcing the controls on items that should be con 
trolled.

Mr. HUTTO. Our staff member, Mr. Chase, would like to follow up 
with a question.

Mr. CHASE. I'm a bit confused. Mr. Lewis, one of your last state 
ments was that the situation was improved in the last 6 to 9 
months. Mr. Mack, you say you're getting less complaints today. 
But I don't think you disagree with me that this administration 
has significantly tightened up on the constraints. However on the 
other hand you war changes in the law.

If things are getting better, why do we need the authorization of 
H.R. 3231? Why do we need a new bill?

Mr. LEWIS. I don't think that either one of us said that things 
were getting better, except in cycle time at a certain level of con 
trol. We've got difficulties with the control as the second category 
of consideration.

The question from the chairman as I understood it was as things 
are today, how is it going? Are things improving, are they getting 
worse, are they getting easier? In the current framework which we 
are concerned with, things are working a little more efficiently. 
That doesn't mean that we think the framework is all that good.

Mr. MACK. The train is running on time. Whether all the cars 
need to be on the train is another matter. I think that's what we 
would focus on. But the delay problem, at least from the viewpoint 
of our members is critical.

Mr. LEWIS. When an operation like mine considers 2,000 applica 
tions for something and has difficulty with maybe four of those ap 
plications, one begins to wonder whether this whole process isn't 
slightly redundant, at least at that level of control. We've made 
that known to the Federal Government. Why are we doing this 
when in fact in four cases out of a thousand maybe when we argue 
those cases, three of the four wind up being approved. There seems 
to be a lot of redundancy in that and there is a paucity of resources 
within the Government to address these issues. So we think all of 
those resources that are being devoted to that redundancy ought to 
be devoted someplace else where we get a little more of the secu 
rity that we're all concerned with out of the system.

This is basically the thrust of my remarks, what it was pointing 
to.
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Mr. KRAMER. I have two questions.
No. 1, does the new legislation move in the direction of putting 

the emphasis on, as I understand your testimony, on technology 
rather than finished product, and second, is in a sense what you're 
not advocating in a way self-policing within the industry?

In other words once a system within the company is determined 
to be an appropriate one with internal controls and is sufficient, 
then it's pretty much a company decision as to what is actually ex 
ported in that system?

Mr. LEWIS. To begin with, House legislation we feel is headed in 
the right direction.

The answer to your second question, the systems that are in 
place today are largely voluntary systems, self-policing systems. 
There is no element of the Government that resides in that organi 
zation that makes the determinations on what may or may not 
ship. We make the determination on what can ship on a general 
license or distribution license or what needs a validating license 
and what needs a validating license we submit to the Federal Gov 
ernment. But we make a decision based on that. So the system is a 
self-policing system. And we think that industry has been very re 
sponsible in the management of that voluntary system over the 
years.

Mr. KRAMER. In other words, you select the criticality of the ma 
terials or the product yourself and then based on that determina 
tion apply for the appropriate license?

Mr. LEWIS. No. We generally select. We have some general items 
that are not in our manufacturing category that we ship, certain 
general supplies, overseas and what not, but 99.9 percent of our 
products in one commodity category, 1565, which are computers 
and peripheral equipment. So we don't make those determinations.

In our categories of products that are very carefully described by 
the Federal Government, but within that CCL category, we make 
the determinations on what level of product needs, what license to 
go to what destination. Those determinations are made.

Mr. KRAMER. Are these determinations about criticality? In 
other words national defense utilization?

Mr. LEWIS. The levels address the relevancy of criticality. For in 
stance, computers are designated by agreement with the Federal 
Government. Each CPU, for instance, has its own processing rate, 
and we cut the processing rate off by country categories. Below a 
certain level we can ship on a general license or distribution li 
cense. Above that we can ship on an individual license. But those 
determinations are made by companies.

Mr. KRAMER. Thank you.
Mr. HUTTO. Thank you, Mr. Kramer.
Mr. Lewis, you say you have to renew a very important distribu 

tion license every 2 years. Is this difficult to obtain every 2 years, 
or is it routine?

Mr. LEWIS. It's difficult from the standpoint, especially if you 
manage a worldwide distribution license. It bus 80-plus consignees 
on it. From an administrative viewpoint it's difficult to get those 
large packages of application material and locations within about a 
6-month period. But beyond that we find the distribution license 
administration, as far as the user is concerned, to be very operable.
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Mr. HANSEN. It is far easier to operate with a distribution license 
and renew that every year than it would be if we had to have spe 
cial licenses. We believe and we are very concerned that the pri 
mary issue is maintaining the general distribution license to the 
free world countries. We believe, speaking for semiconductor com 
panies, that if that 2-year licensing procedure, it is a time consum 
ing thing, but it's something we can certainly live with in the 
name of maintaining the security, but if we got to a point where 
we didn't have the general distribution license, I think neither the 
Government nor industry could live with that situation.

Mr. LEWIS. Right now we could not operate without adding con 
siderable resources to our staff worldwide without our distribution 
license.

Mr. MACK. From our viewpoint, we make a different kind of 
product than these gentlemen do and don't use the distribution li 
cense ourselves all that much. I don't know how much we would 
use the comprehensive operations license, or if there would be 
some utility for it in our industry. But clearly, if you went back to 
a system where without the distribution license, these gentlemen 
and their competitors in the United States had to file an individual 
piece of paper every time they were going to make a transfer, it 
would affect us; because then we'd be back in the thick of things. It 
would again take 18 months and 2 years to get a license approved, 
simply because you've got mountains of paper that are being 
moved around.

Mr. LEWIS. Right now the Department of Commerce handles ap 
proximately 75,000 individual licenses per year. We've made a 
rough calculation based on some market data we have. The Depart 
ment of Commerce would have to handle, without the distribution 
license, somewhere between 70 and 80 million applications a year.

Now they have trouble handling 70,000. There would be a giant 
mountain of paperwork that would build up in the Commerce De 
partment.

Mr. MACK. To distinguish our situation from these gentlemen, we 
have a different problem than they do. Much of the technology and 
product they have is unilaterally controlled, isn't that correct? 
They are items which are not on a multilateral control list.

In the case of machine tools, the commodity control list and the 
CoCom list are pretty much coterminous. However, what happens 
in our industry is that because many of our allies interpret the 
CoCom regulations differently than we do and enforce them much 
Jess stringently, we end up vUh unintentional unilateral controls. 
In our instance the foreign availability aspect of all of this is criti 
cal to our remaining competitiveness.

Mr. HANSEN. I would second that, Mr. Chairman.
Just one further thought on that subject. We in the semiconduc 

tor equipment business have been trying for many years to get 
something done about foreign availability and that has not hap 
pened over many, many years. Foreign availability is still the criti 
cal issue. And I believe that if that foreign availability had been 
appropriately addressed in years past, we wouldn't be having this 
meeting today because the diversion, the so-called diversion, would 
not be of a magnitude that would be particularly troublesome in a 
national security context.



243

Mr. HUTTO. What would you suggest to do about the foreign 
availability problem?

Mr. HANSEN. There are a number of things that can be done. 
One has been suggested, that in the Senate bill there is a provision 
for restricting those companies who choose to do business with the 
Eastern bloc and mainland China, restricting them from doing 
business in the United States.

Mr. MACK. Do business in contravention to the agreements their 
governments have signed.

Mr. HANSEN. My point is, at the very leist, they should be de 
prived of the technology in the United States. Those companies 
who are known to be doing massive amounts of business in the 
East bloc.

Let me say in the semiconductor equipment area which is a key 
stone equipment area, it is a very critical area. My guess is that 
less than 5 percent of the equipment that has been sold to the East 
bloc in the last 5 years, and I think it's substantially less than 5 
percent but I'll say 5 percent as a maximum, was actually made in 
the United States.

Now making any kind of unilateral controls that will control us 
from West-West trade to stop that 5 percent is not going to have 
much of an effect on the national security of the country unless 
that other problem is addressed.

Mr. HUTTO. Do you think the intelligence agencies, CIA, could be 
effective on the foreign availability issue?

Mr. HANSEN. I've worked closely with that entire system for a 
good many years and I'm afraid that I have to say up until now 
they haven't been.

Mr. LEWIS. They could be, but they haven't been.
Mr. HANSEN. Up to now they certainly haven't been.
Mr. HUTTO. Do you know why?
Mr. HANSEN. I don't know why.
Let me give you an example. Here is a typical one. If you've got 

an additional minute I'd like to go through it with you.
This foreign availability is not only a problem, it's treated with a 

very cavalier attitude. Here is a case where there was a company 
in Hong Kong that wanted to buy 1 million dollars' worth of our 
equipment. So we applied for a license to the Commerce Depart 
ment to sell it. They said this company was owned primarily by 
mainland China and they refused our request. We talked with the 
Commerce Department and the Defense Department. We told them 
within 4 months those pieces of equipment will be sold from Japan. 
They said no way, this is a critical issue. We're not going to let it 
happen.

Four months later we sent our guy in and they were installing 
both pieces of equipment made in Japan. So we wrote a letter to 
the Commerce Department and informed them that those pieces 
were being installed, and I'd like to read you the letter we got in 
return.

It says:
Thank you for your letter advising us that Japanese semiconductor manufactur 

ing equipment has been supplied to the Hawko facility. The Department of Com 
merce is reviewing the information you've provided in order to determine what
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steps if any would be appropriate under the circumstances. However, the status of 
your export license remains unaffected by the report which you have provided us.

A cavalier attitude that, to us, is absolutely unsatisfactory.
Now let me tell you that in the final analysis, this is not just a 

million dollars worth of equipment lost. It's a lot more because 
these people are building other semiconductor lines and there are 
millions and millions of dollars which are now lost to the United 
States in favor of people who will not be controlled. It's totally im 
possible and it has to be stopped. \Ve want it stopped because we 
keep getting the heat as long as that foreign availability is there.

Mr. MACK. On the point that he is making what must his com 
pany and our members think when we have carries information of 
this kind into licensing authorities in the past, and we are treated 
as though we are the adversary. That's why the language is so im 
portant, which is in H.R. 3231, and which also appears in the 
Senate bill in effect, putting the burden of proof on the licensing 
authorities to prove that foreign availability doesn't exist when re 
liable information and documentation is provided that's why that's 
a good provision in the bill.

We can provide pictures of Russian machine tools that are sup 
plied with Japanese multi-axes controls and pictures of Chinese 
control systems that were licensed to the Chinese by a Japanese 
company not just selling them the equipment, but licensing the 
technology. We can provide examples of a Japanese company that 
actually licensed the Chepl works in Hungary to make multi-axes 
machining centers that are clearly CoCom violations. They didn't 
just sell them the equipment. They licensed the technology to make 
the equipment. The Hungarians exhibited that equipment in the 
United States with a big sign "Licensed from Yazda Machine Tool 
Company in Japan." This is crazy.

Mr. HUTTO. If you could provide that for the record, we would 
appreciate it very much. I'm sorry, I think we have run out of 
time. I thank you all for your good comments and for your state 
ments.

I will ask the third panel to begin. We won't be able to start 
until one of the other members comes back, or until I get back 
from voting. Thank you very much.

[Whereupon, a short recess was taken.]
Mrs. BYRON. We will now continue the testimony from panel 

three. Dr. Young, will you begin.

STATEMENT OF DR. LEO YOUNG, DIRECTOR, RESEARCH AND 
LABORATORY MANAGEMENT/RESEARCH AND ADVANCED 
TECHNOLOGY, DEPUTY UNDER SECRETARY OF DEFENSE, RE 
SEARCH AND ENGINEERING, DEPARTMENT OF DEFENSE
Dr. YOUNG. Thank you. My name is Leo Young, and I am the 

Director for Research and Laboratory Management in the office of 
the Deputy Under Secretary of Defense for Research and Advanced 
Technology, Dr. Edith Martin.

I am pleased to have the opportunity to discuss with you today 
some of the activities in the area of technology export control, par 
ticularly as they affect the basic research in science and engineer 
ing supported by the Department of Defense. Most of our work is
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performed in university centers all over this great country, with re 
search workers freely and openly competing and vying with one 
another to be the first to discover, the fastest to apply and the one 
to become the most respected among his peers. Our defenses are 
stronger and our Nation stands more secure because of the existing 
discoveries made by freely inquiring minds searching for new 
knowledge and understanding of natural phenomena and their 
practical applications. The achievements are almost endless, from 
lasers to microelectronics, from amazing new materials to incredi 
bly accurate clocks. The success of our research is based on part 
nerships such as have been developed between DOD and the uni 
versities. In this system the universities may be likened to the 
engine that delivers, while DOD provides the fuel that drives the 
engine. It is a very powerful combination and the envy of the 
world. Countries such as the Soviet Union, where freedom of 
thought and open communications are a dangerous luxury, are at a 
distinct disadvantage when it comes to productive research simply 
because it's hard for them to communicate freely.

The world of science is international in character. American re 
searchers meet and interact with the best researchers from other 
nations, exchanging ideas and information, so that everyone bene 
fits. Into this world of friendly scientific competition have intruded 
some research workers from unfriendly nations who have taken ad 
vantage of our openness, to obtain sensitive technical information 
to the detriment of our national security.

We are thus caught on the horns of a dilemma. To withhold new 
scientific knowledge from those who would use it against us re 
quires restrictions on the free flow of scientific and technical infor 
mation. Yet, these restrictions also impede the free and prompt ex 
change of information among our own scientists and engineers, and 
thus endanger the success of the very enterprise we are trying to 
protect.

We have tried to approach the resolution of this problem deliber 
ately and intelligently, and we have made significant progress. We 
first evaluated the seriousness of the problem with our intelligence 
sources. You have already heard from Mr. Richard Perle, Assistant 
Secretary of Defense [ASD] for International Security Policy, and 
Mr. Talbot Lindstrom, Deputy Under Secretary of Defense [DUSD] 
for International Programs and Technology, with whom we are 
working closely, about the seriousness of the problem. Then we 
worked with the academic community to assess the impact of var 
ious possible controls, because there are negative impacts as well 
as positive results. We arranged for meetings between academic 
representatives and intelligence personnel.

However, the most beneficial and helpful interactions with the 
academic community have taken place under the auspices of the 
DOD-university forum, cochaired by Dr. Richard DeLauer, Under 
Secretary of Defense for Research and Engineering, and Dr. DC.. J 
Kennedy, president of Stanford University. In particular, the 
forum established a working group on export controls cochaired by 
Dr. David Wilson, who is testifying alongside me today, and Dr. 
Edith W. Martin, Deputy Under Secretary of Defense for Research 
and Advanced Technology, to whom I report.
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The working group has worked hard and made considerable 
progress, as Dr. Wilson will show. Valuable inputs were received by 
the forum from the National Academy of Sciences Panel on "Na 
tional Security and Scientific Communications" under the chair 
manship of Dr. Dale Corson, which was strongly supported by 
DOD. Our goal is to protect without being so overprotective that we 
kill the goose that lays the golden eggs the defense research pro 
gram in our universities.

Since you have heard testimony on technology export control 
from several DOD witnesses, it may be useful to describe to you 
that various areas of responsibility of the four key offices in DOD 
participating in this area before getting into the particulars of my 
involvement.

Two of these four offices report to the Under Secretary of De 
fense for Policy, Fred Ikle.

One is General Stilwell, DUSD, policy, is responsible for the DOD 
information security program dealing with the overall protection of 
classified information, both within the U.S. Government and in our 
interactions with foreign governments.

The other office under Fred Ikle is that of Richard Perle, ASD, 
[International Security Policy], and his Deputy, Dr, Steve Bryen, 
DASD [International Economic Trade and Security Policy], who are 
charged with the responsibility for coordinating overall DOD policy 
on international echnology transfer and for the integration of de 
partment plans Jid policies with overall national security objec 
tives in the international arena. They manage the effort of process 
ing strategic trade and munitions export control cases.

The other two offices report to the Under Secretary of Defense 
for Research and Engineering, Dr. Richard DeLauer, who is also 
the cochairman.

Mr. Talbot Lindstrom, DUSDRE [International Programs and 
Technology] is charged with the responsibility for coordinating ef 
forts in coproduction, interoperability, and standardization as well 
as maintaining the military critical technologies list. With help on 
research issues from Dr. Martin's office, Tal Lindstrom provides 
technical support to Steve Bryen on strategic trade and munitions 
export control cases.

Dr. Edith Martin, DUSD [Research and Advanced Technology], 
has responsibilities which include departmental programs in basic 
research and advanced technology budget categories 6.1, 6.2 and 
6.3A. My responsibilities within her office, include the basic re 
search program budget category 6.1, the independent research 
and development [IR&D] program, and the DOD's scientific and 
technical information program [STIP], as well as university rela 
tions including staff support to the DOD-university forum. I also 
am her principal staff person for issues relating to technology 
export controls in the context of her overall science and technology 
responsibilities.

So what you see from this is that of the four offices, ours is the 
only one who's primarv responsibility is the science and technology 
program. We are concerned very much with the impact of any 
export controls on the vitality of our own science and research.
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Let me turn now to some activities internal to DOD with which 
we have been involved. Dr. Martin's office plays a leading role in 
the following four activities:

First, chairing the DOD steering committee on national security 
and technology transfer.

Second, revision or issuance of DOD directives and instructions 
such as DOD interim directive 2040.XX, whrch deals with the con 
trol of international technology, good, services, and munitions 
transfers.

Third, participation in White House efforts in response to nation 
al security study directives [NSSD].

Fourth, routine participation in DOD support of Department of 
Commerce and Department of State support of export administra 
tion regulations and international traffic in arms regulations.

In the next few minutes I will highlight briefly our work in each 
of these areas.

Dr. Martin chairs the Steering Committee on National Security 
and Technology Transfer which was established in January 1983. 
The committee's purpose is to review the ways by which we cur 
rently handle technology transfer issues; to develop issues and op 
tions; and to recommend procedures and policy changes to control 
unclassified, but militarily sensitive technology, working through 
five subcommittees with the following tasks: The Subcommittee on 
Contract Controls is looking at ways the contracting process can be 
used as a technology export control mechanism.

The Subcommittee on Visa Controls is looking at ways foreign 
participation in U.S. research may be controlled. Its charter was 
recently expanded to include review of patent processes.

The Subcommittee on Monitoring of Emerging Technologies is 
attempting to establish a mechanism to screen new technologies for 
military significance.

The Subcommittee on Scientific Conferences and Trade Shows is 
drafting a directive to control DOD participation and attendance at 
unclassified meetings where militarily sensitive technology is dis 
cussed.

The Subcommittee on Publication and Presentation of Research 
Papers is developing procedures to control transfer of information 
through these mechanisms.

The committee's report will be available by the end of Septem 
ber, and its recommendations will be incorporated in 2040.XX  
Control of international technology, goods, services, and munitions 
transfers is another activity. This draft directive was signed by 
former Deputy Secretary of Defense Carlucci on December 29, 1982, 
and provides interim policy addressing the issues of technology 
export. This draft directive is undergoing further changes because 
it requires further clarification, and coordination within DOD.

DOD directive 2040.XX establishes DOD policy and procedures to 
implement applicable portions of several congressional acts- 
Export Administration Act, Arms Export Control Act, conventional 
arms transfer policy and DOD directives and instructions con 
cerning disclosure of sensitive technical information. The interim 
directive establishes a panel, chaired by Richard Perle and a sub- 
panel, chaired by Steve Bryen. As currently structured the sub- 
panel is essentially reactive, it becomes the focal point for case-by-



248

case decisions which could not be resolved at lower levels; converse 
ly, the main panel is largely proactive; that is, anticipatory: It is 
concerned with identifying broad technology transfer issues but 
may also have to resolve cases referred to it by the subpanels.

My office is participating in the deliberations on national secu 
rity study directives [NSSD]. Under the auspices of the senior 
interagency group on the transfer of strategic technology, a steer 
ing group chaired by the NSC oversees the activities of three work 
ing groups preparing policy recommendations in the area of inter 
national transfer of unclassified but militarily sensitive informa 
tion. The working groups and their charters are as follows:

The working group organization chaired by the CIA is ad 
dressing the issue of the multiplicity and the requirement of co 
ordination of Federal activities on technology export control. Pre 
liminary estimates indicated that there are as many as 46 different 
activities, DOD's being only one of them.

The working group on policy cochaired by Department of State 
and Department of Defense is addressing the issues of required 
flexibility in proposed national policy to reflect the differences in 
our relationships with allies, potential adversaries, and nations 
toward which our policy must of necessity remain more fluid.

The working group on special issues chaired by the Office of 
Science and Technology Policy is addressing policy issues on con 
trol mechanisms such as contracts, visas, publication of scientific 
information, conferences and trade shows, establishment cf control 
lists such as the militarily critical technologies list and the emerg- 
ingtechnologies watch list.

There is almost a 1-to-l correspondence between the subjects con 
sidered by this working group and those of the five subcommittees 
of the DOD steering committee on national security and technology 
transfer, which is chaired by Dr. Martin. In fact, there is signifi 
cant interact"'~n between the two groups.

When the work of the steering committee is completed, when 
DOD 2040.XX is revised and finalized and the memoranda imple 
menting some of the above recommendations are promulgated, we 
will have come a long way toward a successful policy to control the 
export of technology.

The last, but continuing, major activity in the area of export con 
trol is our technical support of Department of State and Depart 
ment of Commerce activities.

Here, the research and advanced technology office functions as 
the technical agent addressing research and advanced technology 
issues for DOD's advice and assistance offered to DOC and DOS in 
their implementation of the Export Administration Act and the 
Arms Export Control Act by the EAR and ITAR respectively. This 
involves active participation in the preparation and updating of the 
militarily critical technologies list, on the updating of the commod 
ities control list, and participation in recently accelerated coordi 
nating committee activities. As a result of current DOD delibera 
tions my office will be participating in the formulation of an 
emerging technologies watch list to be used in conjunction with the 
MCTL for both inhouse purposes for/by the panels set up under 
DOD 2040.XX and for DOC/DOS purposes, for example, to assist 
in making decision about U.S. positions within CoCom, et cetera.
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Let me sum up now. First, I tried to describe to you the dilemma 
we find ourselves in: The vitality of our research enterprise, which 
is the envy of the world, depends on the openness and freedom we 
enjoy, while at the same time that very openness and freedom 
makes us vulnerable to exploitation by adversaries with the deter 
mination and skill to do so.

Next, I hope I have conveyed to you some of the many activities 
in which I have participated inside and through the Department of 
Defense. In doing so, I have also tried to lay out before you briefly 
the other organizational elements involved in these activities and 
the part played by Dr. Martin's office and of my office under her. 
Unlike the other DOD players, ours is a dual role, that of enhanc 
ing our technology base and maximizing the opportunities to use 
and apply it to our own advantage by our own industry, while at 
the same time minimizing the opportunities for exploitation of sen 
sitive militarily critical information by our adversaries.

We have come a long way, thanks to the efforts of many people 
and the contributions of many organizations and communities. We 
now have a clearer understanding of the problem, of the controls 
that are possible, and of their impact on our own research activi 
ties. As our understanding of the issues evolves, I believe that the 
research community will respond to a heightened awareness of the 
vital role played by technological superiority on national security. 
We in DOD are determined to work closely with the universities, to 
foster their understanding of defense needs, and to strengthen our 
support for their research efforts. The DOD-university forum has 
proved most valuable in establishing an effective continuing rela 
tionship between DOD and the universities, and we appreciate the 
opportunity to inform Congress of these activities.

I would be glad to answer any questions.
[Prepared statement of Dr. Leo Young follows:]

PREPARED STATEMENT OF DR. LEO YOUNG
Good afternoon, Mr. Chairman and members of the committee. My name is Leo 

Young, and I am the Director for Research and Laboratory Management in the 
Office of the Deputy Under Secretary of Defense for Research and Advanced Tech 
nology, Dr. Edith Martin.

I am pleased to have the opportunity to discuss with you today some of the activi 
ties in the area of technology export control, particularly as they affect the basic 
research in science and engineering supported by the Department of Defense. Most 
of our work is performed in university centers all over this great country, with re 
search workers freely and openly competing and vying with one another to be the 
first to discover, the fastest to apply, and the one to become the most respected 
among his peers. Our defenses are stronger and pur Nation stands more secure be 
cause of the exciting discoveries made by freely inquiring minds searching for new 
knowledge and understanding of natural phenomena and their practical applica 
tions. The achievements are almost endless, from lasers to microelectronics, from 
amazing new materials to incredibly accurate clocks. T e success of our research is 
based on partnerships such as have been developed between DOD and the universi 
ties. In this system the universities may be likened to the engine that delivers, 
while DOD provides the fuel that drives the engine. It is a very powerful combina 
tion and the envy of the world. Countries such as the Soviet Union, where freedom 
of thought and open communications are a dangerous luxury, are at a distinct disad 
vantage when it comes to productive research.

The world of science is international in character. American researchers meet 
and interact with the best reseachers from other nations, exchanging ideas and in 
formation, so that everyone benefits. Into this world of friendly scientific competi 
tion have intruded some research workers from unfriendly nations who have taken
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advantage of our openness, to obtain sensitive technical information to the detri 
ment of our national security.

We are thus caught on the horns of a dilemma. To withhold new scientific knowl 
edge from those who would use it against us requires restrictions on the free flow of 
scientific and technical information. Yet, these restrictions also impede the free and 
prompt exchange of information among our own scientists and engineers, and thus 
endanger the success of the very enterprise we are trying to protect.

We hav"; tried to approach the resolution of this problem deliberately and intelli 
gently, and we have made significant progress. We first evaluated the seriousness of 
the problem with our intelligence sources. You have already heard from Mr. Rich 
ard Perle, Assistant Secretary of Defense [ASD] for international security policy, 
and Mr. Talbot Lindstrom, Deputy Under Secretary of Defense [DUSD] for interna 
tional programs and technology, with whom we are working closely, about the seri 
ousness of the problem. Then we worked with the academic community to assess the 
impact of various possible controls. We arranged for meetings between academic 
representatives and intelligence personnel. However, the most beneficial and helpful 
interactions with the academic community have taken place under the auspices of 
the DOD-university forum, co-chaired by Dr. Richard DeLauer, Under Secretary of 
Defense for research and engineering, and Dr. Donald Kennedy, president of Stan 
ford University. In particular, the forum established a working group on export con 
trols co-chaired by Dr. David Wilson, who is testifying alongside me today, and Dr. 
Edith W. Martin, deputy Under Secretary of Defense for research and advanced 
technology, to whom I report. The working group has worked hard and made consid 
erable progress, as Dr. Wilson will show. Valuable inputs were received by the 
forum from the National Academy of Sciences panel on National Security and Sci 
entific Communications" under the chairmanship of Dr. Dale Corson, which was 
strongly supported by DOD. Our goal is to protect without being so overprotectiye 
that we kill the goose that lays the golden eggs the defense research program in 
our universities.

Since you have heard testimony on technology export control from several DOD 
witnesses, it may be uncful to describe to you the various areas of responsibility of 
the four key offices in DOD participating in this area before getting into the par 
ticulars of nay involvement.

Two of these four offices report to the Under Secretary of Defense for policy, Fred 
Ikle.

General Stilwell, DUSD, policy, is responsible for the DOD information security 
program dealing with the overall protection o" classified information, both within 
the U.S. Government and in our interactions v th foreign governments.

Richard Perle, ASD, international security policy, and his Deputy, Steve Bryen, 
DASD, int'l Economic trade and security policy, are charged with the responsibility 
for coordinating overall DOD policy of international technology transfer and for the 
integration of department plans and policies with overall national security objec 
tives in the international arena. They manage the effort of processing strategic 
trade and munitions export control cases.

The other two offices report to the Under Secretary of Defense for research and 
engineering, Dr. Richard DeLauer.

Tal Lindstrom, DUSDRE, international programs and technology, is cha.-ged with 
the responsibility for coordinating efforta in co-production, interoperability, and 
standardization as well as maintaining the military critical technologies list. With 
help on research issues from Dr. Martin's Office, Tal Lindstrom provides technical 
support to Steve Bryen on strategic trade and munitions export control cases.

Dr. Edith Martin, DUSD, research and advanced technology, has responsibilities 
which include departmental programs in basic research and advanced technology 
(budget categories 6.1, 6.2 and 6.3A). My responsibilities within her office, include 
the basic research program (budget category 6.1), the independent research and de 
velopment (ER&D) program, and the DOD's scientific and technical information pro 
gram [STIP], as well as university relations including staff support to the DOD-uni 
versity forum. I also am har principal staff person for issues relating to technology 
export controls in the context of her overall science and technology responsibilities.

Let me turn now to some activities internal to DOD with which we have been 
involved. Dr. Martin's office plays a leading role in the following four activities:

Chairing the DOD Steering Committee on National Security and Technology 
Transfer.

Revision or issuance of DOD directives and instructions such as DOD interim di 
rective 2040.XX, which deals with the control of international technology, goods, 
services, and munitions transfers.
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Participation in White House efforts in response to national security study direc 
tives [NSSD].

Routine participation in DOD support of Department of Commerce and Depart 
ment of State (support of export administration regulations and international traffic 
in arms regulations).

In the next few minutes I will highlight briefly our work in each of these areas.
Dr. Martin chairs the steering committee on National Security and Technology 

transfer which was established in January 1983. The committee's purpose is to 
review the ways by which we currently handle technology transfer issues; to develop 
issues and options; and to recommend procedures and policy changes to control un 
classified, but militarily sensitive technology, working through five subcommittees 
with the following tasks:

The Subcommittee on Contract Controls is looking at ways the contracting process 
can be used as a technology export control mechanism.

The Subcommittee on Visa Controls is looking at ways foreign participation in 
U.S. research may be controlled. Its charter was recently expanded to include 
review of patent processes.

The Subcommittee on Monitoring of Emerging Technologies is attempting to es 
tablish a mechanism to screen new technologies for military significance.

The Subcommittee on Scientific Conferences and Trade Shows is drafting a direc 
tive to control DOD participation and attendance at unclassified meetings where 
militarily sensitive technology is discussed.

The Subcommittee on Publication and Presentation of Research Papers is develop 
ing procedures to control transfer of information through these mechanisms.

The committee's report will be available by the end of September and its recom 
mendations will be incorporated in the draft DOD directive 2040.XX which will then 
be circulated within the department for coordination.

Contribution to the revision of draft DOD directive 2040.XX ("control of interna 
tional technology, goods, services, and munitions transfers") is another activity. This 
draft directive was signed by former Deputy Secretary of Defense Carlucci on De 
cember 29, 1982, and provides interim policy addressing the issues of technology 
export. This draft directive is undergoing further changes because it requires fur 
ther clarification, and coordination within DOD.

DOD directive 2040.XX establishes DOD policy and procedures to implement ap 
plicable portions of several congressional acts (Export Administration Act, Arms 
Export Control Act, Conventional Arms Transfer Policy) and DOD directives and 
instructions concerning disclosure of sensitive technical information. The interim di 
rective establishes a panel, chaired by Richard Perle and a subpanel, chaired by 
Steve Bryen. As currently structured the subpanel is essentially reactive, it becomes 
the focal point for case-by-case decisions which could not be resolved at lower levels; 
conversely, the main panel is largely proactive that is, anticipatory: it is concerned 
with identifying broad technology transfer issues (but may also have to resolve cases 
referred by the subpanels).

My office is participating in the deliberations on national security study directives 
[NSSD]. Under the auspices of the senior inter-agency group on the transfer of stra 
tegic technology, [SIG-TT], a steering group chaired by the NSC oversees the activi 
ties of three working groups preparing policy recommendations in the area of inter 
national transfer of unclassified but militarily sensitive information. The working 
groups and their charters ETC as follows:

The working group on organization, chaired by the CIA, is addressing the issue of 
the multiplicity and the requirement of coordination of Federal activities on tech 
nology export control. Preliminary estimates indicate that there are as many as 46 
different activities, DOD's being only one of them.

The working group on policy, co-chaired by Department of State [DOS] and De 
partment of Defense [DOD], is addressing the issues of required flexibility in pro 
posed national policy to reflect the differences in our relationships with allies, po 
tential adversaries and nations toward which our policy must of necessity remain 
more fluid.

The workinggroup on special issues, chaired by the office of science and technol 
ogy policy [OSTP], is addressing policy issues on control mechanisms such as con 
tracts, visas, publication of scientific informating, conferences and trade shows, es 
tablishment of control lists such as the militarily critical technologies list [MCTL] 
and the emerging technologies watch list.

There is almost a one-to-one correspondence between the subjects considered by 
this working group and those of the five subcommittees of the DOD steering Com 
mittee on National Security and Technology Transfer. In fact, there is significant 
interaction between the two groups.
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When the work of the steering committee is completed, when DODD 2040.XX is 
revised and finalized and the memoranda implementing some of the above recom 
mendations are promulgated we will have come a long way towards a successful 
policy to control the export of technology.

The last, but continuing, major activity in the area of export control is our techni 
cal support of Department of State [DOS] and Department of Commerce [DOC] ac 
tivities. Here, the research and advanced technology office functions as the techni 
cal agent addressing research and advanced technology issues for DOD's advice and 
assistance offered to DOC and DOS in their implementation of the Export Adminis 
tration Act and the Arms Export Control Act by the EAR and FTRA respectively. 
This involves active participation in the preparation and updating of the militarily 
critical technologies list [MCTL], on the updating of the commodities control list, 
and participation in recently accelerated coordinating committee [COOOM] activi 
ties. As a result of current DOD deliberations my office will be participating in the 
formulation of an emerging technologies watch list to be used in conjunction with 
the MCTL for both in-house purposes for/by the panels set-up under DODD 
2040.XX and for DOC/DOS purposes, for example to assist in making decisions 
about U.S. positions within, COOOM, etc.

Let me sum up now. First, I tried to describe to you the dilemma we find our 
selves in: The vitality of our research enterprise which is the envy of the world, de 
pends on the openness and freedom we enjoy, while at the same time that very 
openness and freedom makes us vulnerable to exploitation by adversaries with the 
determination and skills to do so.

Next I hope I have conveyed to you some of the many activities in which I have 
participated inside and through the Department of Defense; in doing so, I have also 
tried to lay out before you briefly the other organizational elements involved in 
these activities and the part played by Dr. Martin's office and of my office under 
her. Unlike the other DOD players, ours is a dual role, that of enhancing our tech 
nology and maximizing the opportunities to use and apply it to our own advantage 
by our own industry, while at the same time minimizing the opportunities for ex 
ploitation of sensitive and militarily critical information by our adversaries.

We have come a long way thanks to the efforts of many people and the contribu 
tions of many organizations and communities. We now have a clearer understand 
ing of the problem, of the controls that are possible, and of their impact on our own 
research activities. As our understanding of the issues evolves, I believe that the re 
search community will respond to a heightened awareness of the vital role played 
by technological superiority on national security. We in DOD are determined to 
work closely with the universities, to foster their understanding of defense needs, 
and to strengthen our support for their research efforts. The DOD-university forum 
has proved most valuable in establishing an effective continuing relationship be 
tween DOD and the universities, and we appreciate the opportunity to inform Con 
gress of these activities.

I would be glad to answer any quesitons.

Mr. HUTTO. Thank you very much. I believe Dr. Wilson has a 
time problem, so you may proceed. After giving your statement, 
feel free to leave at any time.

STATEMENT OF DR. DAVID A. WILSON, EXECUTIVE ASSISTANT 
TO THE PRESIDENT, UNIVERSITY OF CALIFORNIA

Dr. WILSON. Thank you very much, Mr. Chairman, especially for 
the opportunity to testify before this panel. I am David A. Wilson, 
executive assistant to the president and cochairman of the Work 
ing Group on Export Controls of the DOD-University Forum.

The Forum was organized in early 1982 as part of the new initia 
tives from the DOD to strengthen the relationship between the re 
search programs in the department and the research and training 
capacities of the country's universities. This initiative received the 
support of the Armed Services Committee in authorization legisla 
tion last year. Members of the Forum are presidents of six leading 
research universities, department research officials, and, members 
of the Defense Science Board. It is cosponsored by the American
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Council on Education, Association of American Universities, and 
the National Association of State Universities.

One of the first items on the Forum's agenda was the vexing 
issue of export controls as they might be applied to universities. 
Some activities in this area created a certain amount of consterna 
tion in the academic and scientific communities in 1980 and 1981; 
consternation which was enlarged by public remarks from Adm. 
Bobby Inman, then Deputy Director of the CIA, which received 
considerable publicity. The consternation focused on a concern that 
the broad, clumsy, and unexplained attempt to impose restrictions 
on the ^ow of scientific information was about to be instituted by 
the Government in response to anxiety about technological ad 
vance in Soviet military systems, both industrial and weapons. 
Such an effort at control would have two unfortunate characteris 
tics. First, it would almost certainly damage the vitality of scientif 
ic research and technical development in controlled areas. Second, 
it would be quite impractical for universities to impose substantial 
controls on scientific publication or on the movement of people on 
campus. Many universities would probably withdraw from research 
requiring such controls, especially if the areas to which they were 
applied were broadly and poorly defined.

In 1980 and 1981 the Defense and Commerce Departments were 
involved in efforts to restrict papers presented at scientific meet 
ings and to make research on very high speed integrated circuits 
subject to the licensing requirements of the International Traffic in 
Arms Regulations. There was little or no explanation of what was 
going on so the presidents of Cornell, MIT, Cal Tech, Stanford, and 
California wrote to the Secretaries of Defense, State, and Com 
merce protesting what appeared to be arbitrary and unconstitu 
tional controls on academic research. This letter started a compli 
cated discussion between the scientific community and the Govern 
ment that came to focus largely in the DOD-University Forum.

In the same period of time, the National Academy of Sciences or 
ganized a panel chaired by Dale Corson, retired president of Cor 
nell University, to study and report on "Scientific Communication 
and National Security."

This panel's report the so-called Corson report, was published in 
September 1982, and has become an important element of the dis 
cussions with the Government within the Working Group on 
Export Controls and elsewhere. The report is, of course, available 
to this panel.

The Working Group consists of Dr. Edith Martin, Deputy Under 
Secretary of Defense, Research and Advanced Technology, and 
myself as cochairmen with members of the academic community 
and from several elements of the Department of Defense including 
the Office of the Under Secretary for Research and Engineering 
and Office of the Under Secretary for Policy, as well as liaison per 
sons from a number of scientific organizations. It has met four or 
five times over a period of about 15 months.

We reported to our parent group in October 1982 and April 1983. 
In those reports we endorsed the aforementioned report of the NAS 
while at the same time indicating some unresolved questions. We 
submitted a draft paper, a copy of which is attached to my testimo 
ny, that sets forth an approach to limited controls based on the

27-827 O - 84 - 17
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propositions and arguments of the NAS panel. The group believes 
the approach to be workable and acceptable. We also recommend 
that the forum recommend to the DOD:

First, DOD's own efforts to delay the transfer of technology to 
adversary countries as they relate to academic science should be 
based on the principles of the Corson report.

Second, based on these principles the DOD should seek imple 
menting procedures consistent with the Working Group Papers, 
which I referred to earlier.

Third, DOD should establish a subpanel of its International 
Technology Transfer Panel charged with responsibility for re 
search. The subpanel should be chaired by the Deputy Under Sec 
retary of Defense, Research and Advanced Technology. Participa 
tion by members of the scientific community in the work of the 
subpanel would make it more effective.

The Working Group's approach to limited controls on a possible 
band of militarily critical research work in universities a band we 
believe to be narrow involving only a few projects is based on the 
following basic propositions:

First, open communications among scientists is an absolutely es 
sential element of scientific advancement.

Second, the delay of transfer of truly critical technologies to the 
Soviet Union is desireable and important.

Third, restrictions imposed to curb the flow of scientific research 
and technology development whether they are restrictions on 
people, on speech or on documents must be kept to the minimum 
necessary to delay the transfer of truly critical technologies.

Fourth, the transfer of technology is, for the most part, not a 
simple matter; it requires long term, hands-on working acquaint 
ance with the specific technical area.

Fifth, the effort to advance technologies is worldwide that is, 
the United States does not have a monopoly on scientific research 
in high technology areas. Thus, it would be useless to try to control 
technology that is available elsewhere and also it would be counter 
productive to isolate U.S. research and development from beneficial 
interactions with that of other countries.

Sixth, research on truly militarily critical technology going on in 
universities will overwhelmingly be supported by the government 
and thus any restrictions should be accomplished by contract 
rather than by any license requirements. The Export Administra 
tion Act is the authority for control of unclassified technical data 
related to dual use technologies on the grounds of national secu 
rity. The act establishes a system of licenses which does not work 
very well when applied to formal commercial transactions and is 
completely impractical in relationship to the exchange of scientific 
information in academic situations.

Seventh, that restrictions should be limited to review and com 
ment on proposed publications and exclusion from direct participa 
tion by nationals or designated countries.

Eighth, the effectiveness of any such controls depends on the 
willing cooperation of performers in research which in turn de 
pends upon the credibility of the assertion that the delay of trans 
fer of a technology is critical to the national security. It also de 
pends on the workability of the restrictions.
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The definition of what actual work might be subject to contrac 
tual controls of the kind mentioned is the fundamental issue. The 
criteria of definition and the process for applying them are of cen 
tral importance to the effectiveness of any control program. The 
NAS report recommends four criteria for identifying such work.

First, the technology is developing rapidly, and the time from 
basic science to application is short.

Second, the technology has identifiable direct military applica 
tion; or is dual-use and involves process or production related tech 
niques.

Third, transfer of the technology would give the U.S.S.R. a sig 
nificant near-term military advantage.

Fourth, the United States is the only source of the information 
about the technology, or other friendly nations that could also be 
the source have control systems as secure as those of the United 
States

The working group suggests a bottoms up process that begins 
with a Department contracting officer. We also suggest the forma 
tion of a committee that would be able and obliged to monitor the 
process. Such a committee, which would include military and intel 
ligence personnel as well as government and non-government sci 
entists and engineers, would be instructed to balance the value of 
trying to delay transfer of technology against the value of openness 
as a critical element in the rate of advancement of the work.

Mr. Chairman, I believe that our discussions in the working 
group have been useful and even productive. I know that there is 
as wide a range of views within the government on the matter as 
between the government and the scientific community. We can all 
agree that energetic ~cientific research is in the national interest. 
It has and will contribute to the national security. Any activity 
that slows that effort down must be undertaken with the utmost 
care. This panel should assure itself that the executive branch 
takes adequate account of the absolute necessity to maxinme scien 
tific communications because of the contribution it makes to the 
country.

Thank you again, Mr. Chairman, for the chance to talk to the 
panel.

[The prepared statement of Dr. Wilson follows:]
PREPARED STATEMENT OF DAVID A. WILSON

Thank you Mr. Chairman for the opportunity to testify before this panel. I am 
David A. Wilson, Executive Assistant to the president of the University of Califor 
nia and co-chairman of the working group on export controls r>f the Department of 
Defense-University Forum.

The DOD-University Forum was organized in early 1982 as part of new initiatives 
from the DOD to strengthen the relationships between the research programs in the 
Department and the research and training capacities of the country's universities. 
This initiative received the support of the Armed Services Committee in authoriza 
tion legislation last year. Members of the forum are presidents of six leading re 
search universities, department research officials, and members of the defense sci 
ence board.

One of the first items on the Forum's agenda was the vexing issue of export con 
trols as they might be applied to universities. Some activities in this area created a 
certain amount of consternation in the academic and scientific communities in 1980 
and 1981; consternation which was enlarged by public remarks from Admiral Bobby 
Inman, then Deputy Director of the CIA, which received considerable publicity. The 
consternation focussed on a concern that a broad, clumsy and unexplained attempt
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to impose restrictions on the flow of scientific information was about to be instituted 
by the government in response to anxiety about technological advance in Soviet mil 
itary systems, both industrial and weapons. Such an effort at control would have 
two unfortunate characteristics. First, it would almost certainly damage the vitality 
of scientific research and technical development in controlled areas. Second, it 
would be quite impractical for universities to impose substantial controls on scientif 
ic publication or on the movement of people on campus. Many universities would 
probably withdraw from research requiring such controls, especially if the areas to 
which they were applied were broadly and poorly defined.

In 1980 and 1981 the Defense and Commerce Departments were involved in ef 
forts to restrict papers presented at scientific meetings and to make research on 
very high speed integrated circuits subject to the licensing requirements of the In 
ternational Traffic in Arms Regulations. There was little or no explanation of what 
was going on so the Presidents of Cornell, MIT, Cal Tech, Stanford, and California 
wrote to the Secretaries of Defense, State and Commerce protesting what appeared 
to be arbitrary and unconstitutional controls on academic research. This letter 
started a complicated discussion between the scientific community and the govern 
ment that came to focus largely in the DOD-University Forum.

In the same period of time, the National Academy of Sciences organized a panel 
chaired by Dale Corson, retired President of Cornell University, to study and report 
on "Scientific Communication and National Security." This panel's report; the so- 
called Corson Report, was published on September 30, 1982, and has become an im 
portant element of the discussions with the government within the Working Group 
on Export Controls and elsewhere. The report is, of course, available to this panel.

The Working Group consists of Dr. Edith Martin, Deputy Under Secretary of De 
fense, Research and Advanced Technology, and myself as co-chairmen with mem 
bers from the academic community and from several elements of the Department of 
Defense including the Office of the Under Secretary for Research and Engineering 
and Office of the Under Secretary for Policy, as well as liaison persons from a 
number of scientific organizations. It has met four or five times over a period of 15 
months.

We reported to our parent group in October 1982 and April 1983. In those reports 
we endorsed the aforementioned report of the NAS while at the same time indicat 
ing some unresolved questions. We submitted a draft paper, a copy of which is at 
tached to my testimony, that sets forth an approach to limited controls based on the 
propositions and arguments of the NAS panel. The Group believes the approach to 
be workable and acceptable, We also recommended that the Forum recommend to 
the DOD:

First, DOD, own efforts to delay the transfer of technology to adversary countries 
as they relate to academic science should be based on the principles of the Corson 
report.

Second, based on these principles the DOD should seek implementing procedures 
consistent with the Working Group paper.

Third, DOD should establish a Subpanel of its International Technology Transfer 
Panel chaired with responsibility for research. The Subpanel should be charged by 
the Deputy Under Secretary of Defense, Research and Advanced Technology, Par 
ticipation by members of the scientific community in the work of the Subpanel 
would make it more effective.

The Working Group's approach to limited controls on a possible band of militarily 
critical research work in universities a band we believe to be narrow involving 
on 1 ;- a few projects is based on the following basic propositions:

First, open communications among scientists is an absolutely essential element of 
scientific advancement.

Second, the delay of transfer of truly critical technologies to the Soviet Union is 
desireable and important.

Third, restrictions imposed to curb the flow of scientific research and technology 
development whether they are restrictions on people, on speech or on documents  
must be kept to the minimum necessary to delay the transfer of truly critical tech 
nologies.

Fourth, the transfer of technology is, for the most part, not a simple matter; it 
requires long term, hands on working acquaintance with the specific technical area.

Fifth, the effort to advance technologies is worldwide that is, the U.S. does not 
have a monopoly on scientific research in high technology areas. Thus, it would be 
useless to try to control technology that is available elsewhere and also it would be 
counterproductive to isolate U.S. research and development from beneficial interac 
tions with that of other countries.
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Sixth, research on truly militarily critical technology going on in universities will 
overwhelmingly be supported by the government and thus any restrictions should 
be accomplished by contract rather than by any license requirement. The Export 
Administration Act is the authority for control of unclassified technical data related 
to dual use technologies on the grounds of national security. The Act establishes a 
system of licenses which does not work very well when applied to formal commer 
cial transactions and is completely impractical in relationship to the exchange of 
scientific information in academic situations.

Seventh, that restrictions should be limited to review and comment on proposed 
publications and exclusion from direct participation by nationals of designated coun 
tries.

Eight, the effectiveness of any such controls depends on the willing cooperation of 
performers in research which in turn depends upon the credibility of the assertion 
that the delay of transfer of a technology is critical to the national security. It also 
depends on the workability of the restrictions.

The definition of what actual work might be subject to contractual controls of the 
kind mentioned is the fundamental issue. The criteria of definition and the process 
for applying them are of central importance to the effectiveness of any control pro 
gram. The NAS report recommends four criteria:

First, the technology is developing rapidly, and the time from basic science to ap 
plication is short.

Second, the technology has identifiable direct military application; or is dual-use 
and involves process or production related techniques.

Third, transfer of the technology would give the USSR a significant near-term 
military advantage.

Fourth, the U.S. is the only source of the information about the technology, or 
other friendly nations that could also be the source have control systems as secure 
as those of the U.S.

The Working Group suggests a bottoms up process that begins with a Department 
contracting officer. We also suggest the formation of a committee that would be able 
and obliged to monitor the process. Such a committee, which would include military 
and intelligence personnel as well as government and non-government scientists 
and engineers, would be instructed to balance the value of trying to delay transfer 
of technology against the value of openness as a critical element in the rate of ad 
vancement of the work.

Mr. Chairman, I believe that our discussions in the Working Group have been 
useful and even productive. I know that there is as wide a range of views within the 
government on the matter as between the government and the scientific communi 
ty. We can all agree that energetic scientific research is in the national interest. It 
has and will contribute to the national security. Any activity that slows that effort 
down must be undertaken with the utmost care. This panel should assure itself that 
the Executive Branch takes adequate account of the absolute necessity to maximize 
scientific communications because of the contribution it makes to the country.

Thank you again, Mr. Chairman, for the chance to talk to the panel.

CONTROLS To DELAY THE TRANSFER OF "SENSITIVE" TECHNOLOGY IN UNIVERSITY
SETTINGS

D?laying the transfer of certain technologies with critical military applications to 
potential adversary countries is a concern of the U.S. Government. The purpose of 
such a delay is to sustain the technical superiority of weapons systems of the U.S. 
and its allies as a significant element of strategic balance of the military force struc 
tures of the United States and NATO with those of the Soviet Union and the 
Warsaw Pact. Absolute and permanent prevention of technology transfer has 
proven historically to be impossible but with careful attention to a relatively few 
truly critical technologies a delay of sufficient duration to help sustain the neces 
sary superiority should be attainable.

Among those truly critical technologies some very small number may be the sub 
ject of research and development work in universities. This situation is likely to 
occur because in some technological developments the fundamental science and the 
processes that constitute design and manufacturing are in effect the same activity. 
Such may be the case, for example, in research on some areas of microelectronics, 
cryptology, and computer software. These technologies do sometimes have immedi 
ate weapons applications. Knowledge of some of these technology advances could 
give the Soviet Union a significant military gain. If such advanced technology devel 
opments are made initially in the United States there is a good possibility that their
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transfer can effectively be delayed. It is unlikely that there will be very many in 
stances that include all of the above conditions.

In order to delay the transfer of such militarily critical technologies it is probably 
necessary to impose certain restrictions. Up to now the methods of restricting tech 
nology transfer have been either to classify information about them under the au 
thority of the government to classify military secrets or to require a validated li 
cense for their export. Neither of these methods has been effective in academic re 
search situations. For the most part universities do not perform research on classi 
fied projects on 'heir campuses mainly because university research almost always 
includes the participation of students who must be able to publish their results and 
because th? ready exchange of scientific information is an essential element of sci 
entific advance. Requirements for validated licenses to carry on academic research 
including instruction, to participate in scientific conferences, to give seminars or to 
otherwise exchange information is neither acceptable nor practicable for academic 
institutions.

Because the free flow of scientific information is essential to the continued vital 
ity of scientific research and technological development, requirements for restricting 
the flow of information would certainly have costs in the form of inhibitions on re 
search. For this reason, procedures for control must be designed to minimize such 
inhibitions. Moreover, universities combine research with teaching. This too has an 
imperative for openness. The urgent need for productive teaching programs for sci 
entists and engineers in the fields at issue provides an additional reason for special 
care in the application of controls.

Nevertheless, review of the issues implicit in this complicated matter by the gov 
ernment, by a panel (Corson) of the National Academy of Sciences and by several 
associations of universities has resulted in agreement that a reasonable approach 
can be developed to deal with restrictions needed to delay the transfer of that small 
set of truly critical technologies that is being developed in university settings. The 
basis for an agreeable approach are laid out in the NAS report "Scientific Commu 
nication a"d National Security." The proposed criterion, however, needs to be made 
more specific procedurally before they can be expected to work effectively.

In addition to the view that technology transfer can be delayed although not per 
manently prevented, three significant ideas underlay the NAS approach. These 
ideas are:

(1) Restrictions imposed to curb the flow of scientific research and related technol 
ogy development whether they are restrictions on people, on speech or on docu 
ments must be kept to the minimum necessary to delay the transfer of truly criti 
cal technologies to potential adversaries.

(2) The transfer of technology is, for the most part, not a simple matter; it re 
quires long-term, hands-on working acquaintance witn the scientific or technical 
area; and

(3) The effort to advance technologies is worldwide that ia, the U.S. does not 
have a monopoly on scientific research on high technology development. Thus, it 
would be useless to try to control technology that is available elsewhere and it is 
counterproductive to isolate U.S. research and development from beneficial intera- 
tion with that of other countries.

What follows is a discussion of procedures that are believed to be both workable 
and effective. The first problem of a workable regime of controls is to define and 
identify what is to be controlled. The Corson panel has suggested three categories of 
technical and scientific information:

(1) information relating to the properties and characteristics of actual weapons 
systems, their development and use. This information is clearly and properly mili 
tarily classified;

(2) that group of technologies in what the Corson panel called the "gray area"  
meeting all of the following criteria: the technology is developing rapidly, and the 
time from basic science to application is short; the technology has identifiable direct 
military application; or is dual-use and involves process or production related tech 
niques; transfer of the technology would give the USSR a significant near-term mili 
tary advantage; and the U.S. is the only source of the information about the tech 
nology, or other friendly nations that could also be the source have control systems 
as secure as those of the U.S.;

(3) other research, whether basic or applied. Most university research is felt to be 
in this category.

DOD has also laid out in the Militarily Critical Technologies List [MCTL] three 
categories of militarily critical technologies defined as "elements of technology the 
export of which to potential adversaries could increase their military capacities to 
the detriment of U.S. national security" (45 FR 65014, October 1, 1980):
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(1) Arrays of design and manufacturing know-how;
(2) Keystone manufacturing, inspection and test equipment;
(3) Goods, accompanied by sophisticated operation, application or maintenance 

know-how.
The technologies listed in the index of the MCTL cover a large number of items. 

Other than the general statement quoted above, the criteria for selection of the 
items for the MCTL are not specified in the Federal Register. It seems clear, howev 
er, that they are much broader than the four set forth in the Corson report. For 
example, equipment, materials and goods are included as well as technical informa 
tion. In addition, if items on the MCTL were limited by such considerations as the 
state of development, and the utility to the adversary or foreign availability, then a 
much smaller list of "secret" or "sensitive" (gray area) items might result.

Items of technical information on the MCTL that clearly reveal the properties, 
characteristics, development or use of actual weapons systems are or could be classi 
fied. For the most part major research universities do not undertake classified re- 
t arch on their campuses because controls applied to classified work are generally 
not acceptable in an academic environment.

Within the list of items on the MCTL that meet the "gray area" criteria of the 
Corson report are topics that would be found in academic research activity. These 
could be subject to special controls in order to delay their transfer. Included here 
are: (1) items of technical information which are not yet elements of actual weapons 
systems but which may have potential weapons application; or (2) which are not 
suitable for classification for example, (a) they also have potential non-weapons ap 
plication, or (b) the cumbersome control of classified work is thought to be counter 
productive to development activities, or (c) they are not the property of the govern 
ment.

Such items if they meet the four criteria of the Corson report constitute the con 
tents of a set of "sensitive" gray area militarily critical technologies.

The process by which such a set of "sensitive' items is generated is essential to 
the effectiveness of controls in scientific settings. It is observed that the willing co 
operation of performers in technology development to support controls is absolutely 
critical to the effectiveness of the controls themselves. Such willingness depends 
upon the credibility of the assertion that the delay of transfer of such technical in 
formation is critical to the national security of the U.S. Without such ciadibility 
needed support for controls will be severely weakened together with the effective 
ness of the controls themselves.

PROCESS FOR DEVELOPING AND MAINTAINING A "SENSITIVE" (GRAY AREA) LIST

The credible identification of "sensitive" research items could be accompFshed via 
a committee structure, presumably set up and supported by DOD. Through this 
mechanism people with knowledge about the state of the relevant science and engi 
neering, both in the U.S. and abroad, as well as knowledge of potential military 
uses, in the U.S. and the USSR, would be assembled into a number of technical sub 
committees. These subcommittees would include scientists, engineers, military offi 
cers and intelligence experts. Necessarily, scientists and engineers from universities 
and industry as well as government should be included.

This technology committee would be charged by the Secretary of Defense with the 
responsibility to review research and development in universities on the basis of the 
MCTL, the criteria of the Corson report, and the burden imposed on the vitality of 
research and engineering development. The committee would (1) assess technical 
areas to determine their status as "sensitive" or not, (2) provide guidance to pro 
gram officers in DOD and other government agencies and also to university and ad 
ministrators, (3) to be informed of designation of actual projects as "sensitive" and, 
(4) on the basis of the committee's assessments and the experience from projects, 
maintain a working list of "sensitive" areas of technology which would be available 
to the scientific community. Although it might be possible for such a committee to 
develop a definitive list by applying the Corson report criteria to the MCTL such a 
process would run the risk of being rather abstract and leading to contention rather 
than resolution. It seems more likely that a process building on specialized subcom 
mittees that review actual cases, the number of which would be expected not to be 
large, would be more expeditious and credible.

CONTROLS
An assumption of the Corson report is that research and development work on 

"sensitive" gray area items would for the most part be sponsored wholly or in 
part by the U.S. government, probably the Department of Defense. Thus the con-
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tract or grant process of the sponsoring agency <-an be an effective mechanism for 
control of the transfer of "sensitive" technologies. The program official preparing 
the scope of work in a contract or other instrument of sponsorship for a university, 
on the basis of guidance from the committee, could choose to state in the course of 
negotiations that the subject matter of the research or development work is "sensi 
tive." It is important that this issue be dealt with in advance of contract completion, 
and that any resulting restrictions be spelled out in the funding instrument (con 
tract).

All such designations would be forwarded to the technical committee for its infor 
mation and/or review. If there is no dispute between the contracting officer and the 
principal investigator or the university the contracting process would proceed nor 
mally. If the institution or the principal investigator disagree with the designation 
of the work as sensitive they can request and expect an expeditious review by the 
committee. The committee can overrule the program officer.

If the work is deemed "sensitive" then it would be subject to controls such as: (1) 
that no national of a previously designated country will be employed or assigned as 
a direct participant that is, as a research worker, research assistant, research asso 
ciate, long-term visiting scholar, or post doctoral fellow without prior approval; 
and (2) that publications, defined as journal articles and prepared papers intended 
for publication, will be submitted to the sponsor 60 days prior to submission for pub 
lication in order that the author may be advised of the expert opinion of the govern 
ment about the possible revelation of "sensitive" technical data. The right and re 
sponsibility for publication rests with the university or the principal investigator 
after the aforementioned 60-day delay for review.

DISCUSSION OF CONTROLS

The suggested approach places discretion and information in the hands of people 
who are likely to be willing and able to use them effectively. The technical review 
committee would include people who together have the knowledge and inclination 
to produce a credible and mminmal "sensitive" or "gray area" list. The program 
official can be expected to have the knowledge necessary to understand the list and 
sufficient knowledge of a particular research activity to be able to judge the applica 
bility of the list. He will also have some balance of concern about the vitality of the 
work as well as the need for control. Finally, the principal investigator will have 
knowledge about the people participating in the work and what level of participa 
tion would be needed to transfer technology effectively. An interchange of opinions 
and information about publication between the principal investigator and the con 
tract officer is believed to be the most likely way to prevent the revelation of crucial 
technical information while minimizing inhibition of science and development.

A further safeguard and assurance procedure would be the making of the designa 
tion of a particular project as "sensitive," a positive or affirmative act subject to 
review by the technical committee. In this way designation will be kept to a neces 
sary minimum.

Although it is presumed that research in areas on the "sensitive" list is sponsored 
by the U.S. Government in whoie or in part it would be necessary, in order that 
delay of transfer be effective, that the control requirements apply equally to any 
elements of the designated research sponsored by non-government sources indus 
try, non-profit or university. Thus, the contract is seen as a mechanism to convey 
information about the need to delay the transfer of technology. The whole structure 
stands on the foundation of presumed willingness on the part of the research per 
former to make an earnest effort to inhibit the flow of truly sensitive information If 
that presumption is not true, then the foundation is gone.

EAR-IT AR

The Corson report recommends that university research be effectively exempt 
from the licensing requirement of Export Administration Regulations [EAR] and In 
ternational Traffic in Arms Regulation [ITAR] so far as technical information relat 
ed to research funded by government is concerned. This recommendation raises sev 
eral difficult questions of implementation.

Should universities as a class of institutions be exempt from EAR and ITAR?
Clearly they should not and cannot be exempt from controls over export of goods 

or closely associated technical services found on either the Commodity Control List 
or Munitions last. Whatever exemption from EAR or ITAR requirements for a vali 
dated license there may be should only apply to the transfer of information that is, 
not goods and associated technical services per se.

How can an effective exemption for research be accomplished?
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Doth sets of regulations can provide for a "general license" for scientific and edu 
cational data in universities recognizing explicitly that "sensitive" data will be con 
trolled by a procedure using contracts.

How will "sensitive" research information arising from work not sponsored by 
government be controlled?

Since contract controls do not apply, one must rely on statutory requirements 
such as EAR or ITAR, on commercial proprietary interests, or on an awareness 
gained by research workers associated with sensitive government, especially DOD 
sponsored R&D.
. In conclusion, we wish to point out that the process of interaction between DOD 
and the university community through the Forum is working out well. The frank 
exchange of views has been beneficial to all of us on the Working Group, and has 
led to a better understanding of the problem. Along with that understanding has 
come an appreciation of the difficulties and complexities of reconciling the necessity 
to maintain a strong and vital academic research enterprise on the one hand, and 
the need to protect the openness of our society from being exploited and used 
against us by a foreign military power, on the other hand. We have a long way to 
go, but we are determined to go it togetgher.

Mr. HUTTO. Thank you. Dr. Wilson, when universities conduct 
defensive research, what type of provisions are incorporated in the 
contracts to restrict the flow of the results of the information?

Dr. WILSON. At the present time there are no standard provisions 
in the contracts in the Department on that subject. In the working 
group we've been discussing provisions which would provide for a 
review of any papers in advance of publication so that a determina 
tion could be made to whether or not there was any critical tech 
nology information in that publication, whether it existed, and 
then an attempt could be made to arrive at an agreement to 
remove it.

However, we would hope that the authority to publish would 
remain with investigator as is characteristic of the academic com 
munity at present.

Second, we would anticipate direct participation in such projects 
as employees, researchers, postdoctoral fellows and the like by per 
sons who are national of particular foreign countries would not be 
permitted, or would be permitted only with prior approval from the 
contracting offices.

Dr. YOUNG. There is a memo that was signed by Dr. DeLauer on 
September 21, 1982 to clarify some confusion. It confirmed a policy 
often referred to as the principle of simultaneous submission. If I 
may summarize briefly, what it amounts to is this: When a univer 
sity research scientist submits a paper sponsored under the DOD 
basic research (6.1) program he should send his DOD sponsor a 
courtesy for copy review. DOD will advise him only if it is felt that 
there might be something sensitive in his paper, but what is pub 
lished is the researcher's responsibility.

Mr. HUTTO. But would there be a period of time there?
Dr. YOUNG. No; in fact, in this case we are saying he may submit 

his paper for publication before review. We make a distinction be 
tween university basic research and other R&D. We consider the 
change of anything sensitive getting out as a result of university 
basic research so miniscule that we would rather not inhibit and 
delay unnecessarily the process of basic research at the university.

Mr. HUTTO. Efforts to inform private industries of the effect of 
technology transfer and the threat of Soviet covert methods have 
been conducted. Have similar efforts been conducted with regard to 
the universities, and would such an effort be helpful?
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Dr. WILSON. I would say that there haven't been any organized 
efforts to inform the universities about this problem. I think in the 
case of the investigators who are working on contracts from the 
Department of Defense, or in some cases i suppose in the case of 
NASA or the Department of Energy there is a certain amount of 
information that comes from the contracting officer to the investi 
gator, but there is no organized program. I think that when we 
arrive at a pattern of controls that we would find acceptable, a pro 
gram to inform people of both the importance of the problem and 
the character of how we intend to deal with it, is absolutely essen 
tial.

Mr. HUTTO. Do you have any feel, Dr. Wilson, on the amount of 
technology that is gained by the Soviet Union or the Warsaw Pact 
nations from publications?

Dr. WILSON. From publications?
Mr. HUTTO. Yes.
Dr. WILSON. No. I really don't know how to measure that. There 

is such a variety of publications in the United States, not only from 
the academic community, but from a large number of other 
sources. I can hardly believe that they don't acquire a lot of infor 
mation that way. The degree to which they acquire truly critical 
technology by that means is hard for me to estimate. I would say 
that I think the amount of truly militarily critical technology that 
has been acquired by the Soviet Union from universities is very 
small, if any.

Mr. HUTTO. Dr. Young, you state that your office will participate 
in the formulation of emerging technology lists to be used in con 
junction with the MCTL. Many of the witnesses from industry have 
complained about the size of this MCTL, about 800 pages. Would 
the emerging technology list be used to reduce the number of 
items?

Dr. YOUNG. I hope so. We are now considering making up a list 
of technologies and they would be fewer than those on the MCTL. 
We \vould eventually, I hope, reduce the number.

Dr. WILSON. I would like to say for the academic community that 
the MCTL is sort of like a Frankenstein monster that has been cre 
ated. We only know of it through whit's been published in the Fed 
eral Register. And the index or table of contents is 26 pages of the 
Federal Register. And if there is one single publication that has 
alarmed the academic community more than that publication 

   hich seems to be a catalog of all technologies in the country today 
1 don't know it.

Dr. YOUNG. The MCTL has lots of shortcomings, it has been com 
pared to a reference work. I did not put it together, so I don't have 
responsibility. But the attempt was made to clarify as much as pos 
sible, how to evaluate, how to make judgments. It's like an encyclo 
pedia and you can't make a better encyclopedia by making it 
shorter. It's not as bad as it's being made but to be.

Mr. HUTTO. So maybe it could be used for reference only?
Dr. YOUNG. Yes, that's what it is.
Mr. HUTTO. We want to thank you very much for being with us. 

We appreciate your testimony and your willingness to work with 
us on this problem. Thank you.
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The panel stands adjourned until the hour of 11 tomorrow in 
room 2216.

[Whereupon at 4 p.m. the panel recessed to reconvene at 11 a.m. 
Thursday, July 14, 1983.]
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TECHNOLOGY TRANSFER
HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ARMED SERVICES,

TECHNOLOGY TRANSFER PANEL, 
Washington, D.C. Thursday, July U, 1983.

The subcommittee met, pursuant to call, at 11:10 a.m., in room 
2216, Rayburn House Office Building, Hon. Earl Hutto (chairman 
of the panel) presiding.

Mr. HUTTO. The Technology Transfer Panel will please come to 
order.

The purpose of today's hearing is to receive testimony from 
Members of Congress who have given considerable thought to the 
issues which are before this panel.

The gentlelady from Maryland, Mrs. Byron, a distinguished 
member of the panel, and of our committee, has a bill that address 
es many of these important issues.

Later, we will hear from Mr. Bonker, a gentleman from Wash 
ington, chairman of the Subcommittee on International Economic 
Policy and Trade of the Committee on Foreign Affairs, who has de 
voted a great deal of effort to the entire issues, and this effort is 
reflected in H.R. 3231.

We look forward to having his personal explanation of the bill 
and its rationale.

And the gentleman from California, Mr. Zschau, is an expert in 
the field because of his previous fascination of the melding of prac 
tical experience and political insight, will be helpful to the panel; 
and we have benefited from his presence at several of our previous 
meetings.

At this time I wouJd like to recognize the gentlelady from Mary 
land, Mrs. Byron who has been very active in this area, and who 
has been a very important member cf this panel.

Mrs. BYRON. Thank you.
Mr. HUTTO. So, you may proceed.

STATEMENT OF HON. BEVERLY B. BYRON, A REPRESENTATIVE
FROM MARYLAND

Mrs. BYRON. Let me thank you for this opportunity to be with 
you today.

The Export Administration Act is an important document. I 
think we must insure a predictable and growing export community.

As you know, the technology quality is major to our defense and 
deterrent capabilities. This is particularly critical in our conven 
tional weapons, especially in regard to the NATO alliance.

We are able to multiply the effectiveness of our forces through 
technology. We will not outproduce the Soviet Union in convention 
al weapons, but we can provide a deterrent to their numbers
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through better capabilities, equality, and survivability in our weap 
ons.

That is our edge. This edge is maintained by the amount of lead 
time we can maintain over improvement the Soviet Union makes 
in their systems.

As you know, a recent report by the Under Secretary of Defense 
for Research and Engineering emphasized our lead in developing 
and retaining a technology base, but more to the point, our lead in 
R&D quickly shrinks when we evaluate the technology that is de 
ployed and in the hands of our servicemen and women.

We develop technology far better than we deploy it. It is the 
nature of our system.

But the Soviet Union deploys systems far better than it develops 
technologies. But, the improvement of their deployed systems as 
technologies become available is important.

The specific point, Mr. Chairman, is that our technology in the 
hands of our opposition develops a potential adversary. The cumu 
lative impact is ominous when coupled with the disparity in R&D 
spending.

Improving our procurement of deployable systems is one answer. 
But, as you know, that has always been a bone of contention. The 
other option is creating a web in which the flow of technology must 
pass through before it can be obtained by the Soviet Union and its 
intermediaries.

We should put into perspective the argument that the Soviet 
Union is not capable of assimilating technology into its economy 
because of its inherent weaknesses.

But despite the barriers to overall technological assimilation, 
there is a difference between the Soviet civilian and military indus 
trial sectors, and that difference is based upon the capabilities and 
incentives that do exist between the Soviet civilian and military 
sectors. There is little that separates the Soviet military and R&D 
emphasis and incentives from many in the Western world.

What they lack and we have, is an industrial base to sustain 
both civilian and military development.

I alluded to the debate on the defense budget earlier in my state 
ment. It seems to me that, if we are to evaluate this budget with 
an eye toward better effectiveness, then we must also take into 
consideration what our defense dollars are spent for and how we 
retain the operational effectiveness of our systems.

Technology improvements, whether those 01 the United States or 
our allies, must be part of that debate.

We cannot separate the role of civilian and defense industries in 
this effort. We cannot separate our efforts from those of our allies. 
We cannot, in effect, hope to meet this problem without a leveling 
of interests and expectations.

I am convinced that we should err on the side of export caution 
in military application dual use technology before export advocacy.

It takes many more dollars for us to keep ahead of lost advan 
tages than it costs us in time and anxiety to reach an understand 
ing with our military allies and technology competitors.

We must secure our web of common interest. We must build 
upon the new sensitivity of our allies, business communities, and 
technical institutions on the importance of technology transfer.
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The House Armed Services Committee requested and received se 
quential referral of H.R. 3231. However, the referral was limited to 
section 109 of the bill, dealing with the militarily critical technol 
ogies list.

It would require that the integration of the MCTL with the com 
modity control list by April 1985, and the subsequent decontrol of 
items where it is determined that there is sufficient foreign avail 
ability.

Mr. Chairman, the MCTL is not a second list that the Commerce 
and Defense Departments actively use to determine the sensitivity 
of certain technologies.

Only the commodity control list is used to restrain th" export of 
technologies. The MCTL incorporates the commodity control list 
items, but it goes beyond to include emerging technologies that are 
in their infancy in development or offer potential advantages after 
additional extensive research and development.

This list is a reference book. It is a resource basis that has been 
developed to track technologies as they progress through the devel 
opment stage.

I am not convinced that a document that is attempting to pro 
vide some technological foresight, futuristic prognostication, if you 
will, should be integrated into the day-to-day Export Administra 
tive Act process.

Section 109 goes on to list criteria for removing export controls, 
presumably on the integrated list. Two criteria for exclusion in 
clude products that would not lead to a significant near term im 
provement in defense capabilities of the country to which exports 
are controlled, and slow evolving technologies.

The fact of the matter is that emerging technologies that appear 
on the list may not offer our defense with a near term improve 
ment in our capabilities.

I assume that the MCTL emerging technologies, given their prob 
ably additional characteristic of "slow and evolving" would be ex 
cluded from the export controls.

The point that should be made is that the combined impact of 
integrating the MCTL with the CCL, and then apply to decontrol 
criteria will at once identify those technologies that we will be 
counting on in the future for our security, and then free for export 
the same items for countermeasure or design acquisition programs.

We will be giving away the play book, and that makes little 
sense.

An additional criteria in section 109 would remove export con 
trols from components used in militarily sensitive devices that in 
themselves are not sensitive.

I interpret the application of the criteria as saying that if we 
have a military sensitive system, we cannot ship it as a total 
system, but if we take it apart, scatter the pieces, then it would be 
removed from export controls and shipped.

I fail to see the difference in the end result of our adversaries 
acquiring the technology incorporated in our weapon systems.

Finally, Mr. Chairman, the panel must indicate in some fashion 
to the committee that other important features of the Export Ad 
ministration Act are important to the overall responsibilities of the 
committee.
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I am supportive of efforts to give new authority to the Depart 
ment of Defense to review West-to-West exports, such as the provi 
sions contained in the recently reported Senate bill.

Technology regardless of destination should in the least be 
tracked and inventoried. DOD has no capability now because Com 
merce has the interpretation interpreted the ambiguity in the law 
as not allowing DOD review of the West-to-West exports.

Efforts to remove the stipulation within 6 months comparable 
foreign products would be controlled or our own technology would 
be exported.

What must be done is to get to the point of contention immedi 
ately, and then work to remove items from control that are lower 
level technologies. The panel should encourage a position that calls 
for acceleration and extensive work by intelligence community to 
identify foreign available critical technologies and to have that in 
formation worked into the EAA process.

Efforts to provide a combined carrot and stick approach to the 
adherence to an enforcement of export controls. Violators of agreed 
to national security controls must be penalized severely to not only 
retain the integrity of the system but also to insure that those com 
panies and countries that are abiding by the rules are not put at a 
disadvantage.

Import controls against corporate violations of the export control 
provisions. Toleration of foreign corporate disregard for the nation 
al security of the Western world must end.

In addition, I also believe that the flexibility of providing for 
import restrictions against countries could provide an effective en 
forcement lever.

It, however, should be a step of last resort. This two-step import 
restriction would place the responsibility of adhering to the export 
controls directly on those companies and governments that place 
the national security of their neighbors below that of commercial 
reward.

Efforts to strengthen CoCom in two ways first, elevate the com 
mittee to a treaty status, and provide for office and staff support 
commensurate with the task CoCom faces.

Second, provide for defense input into the process, not only for 
security reasons but for the technical expertise that is available.

Mr. Chairman, I want to thank you for the opportunity to testify 
today.

As the panel works toward its final report and recommendation 
to the committee, I will look forward to the continued working that 
we have had so far in this panel with the testimony that we have 
had before us.

[The prepared statement of Mrs. Byron follows:]
PREPARED STATEMENT or HON. BEVERLY B. BYRON

Mr. Chairman, I want to thank you for this opportunity to be with you today. The 
Export Administration Act is an important document. We must ensure a predict 
able and growing export community.

Let me begin by emphasizing that the technical competence and productivity of 
American industry is at the very root of this country's economic and national secu 
rity posture in the world today. A technology revolution is taking place in this coun 
try today. It is providing more jobs, improved productivity, and greater wealth and 
importance to this country than any time since the industrial revolution. It is this



269

very economic strength that provides improvements in our national security and the 
ability of our allies to meet the Soviet threat.

As you know Mr. Chairman, technology quality is major to our defense and deter 
rent capabilities. This is particularly crucial in our conventional weapons, especially 
in regard to the NATO alliance. We are able to "multiply" the effectiveness of our 
forces through technology. We will not out produce the Soviet Union in convention 
al weapons. But we can provide a deterrent to their numbers through better capa 
bility, quality, and survivability in pur weapons.

That is our edge. And that edge is maintained by the amount of lead time we can 
maintain over improvements the Soviet Union makes in their systems.

How effective our systems are is dependent on the continuing improvements we 
make to "keep ahead'. For anyone to claim that we can forever deter the introduc 
tion of better technology by the Soviet Union is absurd. It cannot be done. But to 
forever deny technology to the Soviet Union is a far cry from limiting its access to 
over-the-counter purchases or to steal it because of indifference to security

I would also like to make two brief observations, Mr. Chairman, first, the excel 
lence of our technology, and the growing strength of the Free World in technology, 
is reflected in the lead we have in basic technology areas. As you know, a recent 
report by the Under Secretary of Defense for Research and Engineering has empha 
sized our lead in developing and retaining a technology base, but more to the point, 
our lead in R&D quickly shrinks when we evaluate the technology that ia deployed 
and in the hands of our servicemen and women. We develop technology far better 
that we deploy it. It is the nature of the system.

But the Soviet Union deploys systems far better than it develops technologies. 
But, they incrementally improve their deployed systems as the technologies become 
available. The specific point, Mr. Chairman, is that our technology in the hands of 
our opposition develops a potent adversary. The cumulative impact is ominous when 
coupled with the disparity in R&D spending.

Improving our procurement of deployable systems is one answer. But as you 
know, that has always been a bone of contention. The other option is creating a web 
in which the flow of technology must pass through before it can be obtained by the 
Soviet Union and its intermediaries.

The second point is that we should put into perspective the argument that the 
Soviet Union is not capable of assimilating technology into its economy because of 
its inherent weaknesses. There is certainly some truth to this argument.

But, despite the barriers to overall technological assimilation, there is a difference 
between the Soviet civilian and military industrial sectors. And that difference is 
based upon the capability and incentives that do exist between the Soviet civilian 
and military sectors. There is little that separates the Soviet military R&D empha 
sis and incentives from many in the Western World.

The Soviet Union has been outspending us on defense research and development. 
What they lack, and we have, is an industrial base to sustain both civilian and mili 
tary development. What they can get from the West is the piece of the puzzle to 
make their weapon system work. What we have seen in France, Britian, Italy, 
Japan and Sweden in expelling Soviet officials represents the concerted Soviet effort 
of targeting specific Western industrial technologies that they could not otherwise 
get through legal sales.

Western transfers are not going to raise the overall Soviet economy up from the 
depths it is now in. But it does raise the threat, multiples the threat Mr. Chairman, 
to our defense capabilities and the edge we must have to overcome their quantity

Finally, if individuals truly believe that our technology base for strategic weapons 
is to be frozen, that t is important in arms control, then surely that same weapon 
technology embodied in *he United States and allied nuclear and conventional prod 
ucts should not be made available to our adversaries. Those who are certain that 
technology complicates the stability of the world must also follow through in re 
straining Soviet access to it regardless of the legal or illegal sources.

I alluded to the debate on the defense budget earlier in my statement. It seems to 
me that if we are to evaluate this budget with an eye toward better effectiveness, 
then we must also take into consideration what our defense dollars are spent for 
and how we retain the operational effectiveness of our systems. Technology im 
provements, whether those of the United States or allies, must be part of the 
debate. We cannot separate the role of civilian and defense industriee in this effort. 
We cannot separate our efforts from those of our allies. We cannot, in effect, hope to 
meet this problem without a levelling of interests and expectations.

Where we start from is important. I am convinced that we should err on the side 
of export caution in militarily applicable dual use technology before export advoca-
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cy. It takes many more dollars for us to keep ahead of lost advances that it costs us 
in time and anxiety to reach an understanding with our military allies and technol 
ogy competitors. We must secure our web of common interest. We must build upon 
the new sensitivity of our allies, business community, and our technical institutions 
on the importance of technology transfer.

The case for control of technology needs to be presented as plainly and as directly 
as possible to out allies that technology transfer does matter. Their cooperation is 
vital. Their national securities and scarce resources are at stake just as ours are.

We must have a system that does not punish those industries that recognize the 
sensitivity of exporting technology. The bottom line is the preservation of our deter 
rent capabilities. Preserving the lead time, the enhanced capability, or our defensive 
systems is paramount. Technology once lost fuels greater expenditures to retain our 
defensive capabilities. We need to be careful, we need to have our allies work with 
us and for us in the exporting of technology.

What specifically can this panel do to make an impact on the national security 
control section of the Export Administration Act reauthorization that must be com 
pleted this year.

The House Armeu S*. .-vices Committee requested and received sequential referral 
of H.R. 3231, legislation reported out of the House Foreign Affairs Committee. How 
ever, the referral was limited to section 109 of the bill, dealing with the Military 
Critical Technologies List. It would require the integration of the MCTL with the 
Commodity Control List by April, 1985, and the subsequent decontrol of items where 
it is determined that there is sufficient foreign availability.

Mr. Chairman, the MCTL is not a second list that the Commerce and Defense De 
partments actively use to determine the sensitivity of certain technologies. Only the 
Commodity Control List is used to restrain the export of technologies. The MCTL 
encorporates the CCL items, but it goes beyond the CCL to include emerging tech 
nologies that are in their infancy in development or offer potential advantages after 
additional extensive research and development.

The MCTL is a reference book. It is a resource base that has been developed to 
track technologies as they progress through the development stage. I am not con 
vinced that a document that is attempting to provide some technological foresight, 
futuristic prognostication if you will, should be integrated into the day-to-day EAA 
process.

Mr. Chairman, section 109 then goes on to list criteria for removing export con 
trols, presumable on the integrated MCTL/CCL list. Two of the criteria for exclu 
sion include products that: (A) would not lead to a significant near term improve 
ment in defense capabilities of the country to which exports are controlled; and (B) 
are slow evolving technologies.

The fact of the matter is that the emerging technologies that appear on the 
MCTL may not offer our defense with a new term improvement in our capabilities. 
I assume that the MCTL emerging technologies, given their probable additional 
characteristic of "slow and evolving' would be excluded from export c-mtrols.

The point that should be made is that the combined impact of integrating the 
MCTL with the CCL and they apply the decontrol criteria will at once identify those 
technologies that we will be counting on in the future for our security, and then 
free for export the same items for countermeasure or design acquisition programs.

We would be giving away the play book and it makes little sense.
Finally, Mr. Chairman, an additional criteria in section 109 would remove export 

controls from components used in militarily sensitive devices that in themselves are 
not sensitive. Unless I have misinterpreted this point, it seems to me we would have 
to release military relevant technology on a piecemeal basis. I interpret the applica 
tion of this criteria as saying that if we have a military sensitive system, we cannot 
ship it as a total system, but if we take it apart, scatter the pieces, then it would be 
removed from export controls and shipped. I fail to see the difference in the end 
result of our adversaries acquiring the technology incorporated in our weapon sys 
tems.

Finally, Mr. Chairman, the panel must indicate in some fashion to the committee 
that other important features of the Export Administration Act are important to 
the overall responsibilities of the committee.

I will briefly address each. I will only note that the brevity of the comments in no 
way detract from their importance. I am supportive of:

Efforts to give new authority to the Department of Defense to review west-to-west 
exports, such as the provision contained in the recently reported Senate bill. It is 
ironic that at a time when exports and reexports are finding their way through our 
allies and other western countries, there is not a concerted effort by this Congress to 
disallow third parties to sell to the Soviet Union what we will not sell ourselves. A
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technology, regardless of destination, should at the very least be tracked and inven 
toried. DOD has no capability now because commerce has not interpreted the ambi 
guity in the law as allowing DOD review of west to west exports.

Yet, H R. 3231, would remove the use of any validated license for technologies 
that would be shipped to CoCom countries. If we did not have a problem with diver 
sion or third part re-exporting, such loose licensing arrangements could be tolerat 
ed. But the varying enforcement and security lapses exhibited by some of our 
friends are reason for concern and should be strengthened.

Efforts to remove the stipulation that within six months comparable foreign prod 
ucts wuld be controlled or our own technology would be exported. The arbitrary 
figure of six months provides little flexibility for our negotiators to achieve an 
agreement, and little flexibility in what must be an on-going process. What must be 
done is to get to the point of contention immediately, and that is to what is availa 
ble and then work to remove items from control that are lower level technologies. 
The panel should encourage a position that calls for accelerated and extensive work 
by our intelligence community to identify foreign available critical technologies, and 
have that information worked into the EAA process.

Efforts to provide a combined carrot and stick approach to the adherence to and 
enforcement of export controls. Violators of agreed to national security controls 
must be penalized severely to not only retain the integrity of the system but to also 
ensure that those companies and countries that are abiding by the rules are not put 
at a disadvantage. I believe that we must leverage the greatest asset that we have 
as viewed by foreign companies, and that is the market of the United States. Import 
controls should be instituted against corporate violators of the export control provi 
sions. Toleration of foreign corporate disregard for the national security of the West 
ern World must end. In addition, I alsc believe that the flexibility of providing for 
import restrictions against country's could prove to be an effective enforcement 
lever. It, however, should be a step of last resort, but one that should be available in 
extreme circumstances. This two step import restriction would place the responsibil 
ity of adhering to export controls directly on those companies and governments that 
piace the national security of their neighbors below that of commercial reward.

Efforts to strengthen CoCom in two ways. First, elevate the committee to a treaty 
status, and provide for office and staff support commensurate with the task CoCom 
faces. Second, provide for defense input into the process, not only security reasons, 
but for the technical expertise that is available.

Mr. Chairman, I want to thank you for this opportunity to testify. I am encourage 
oy the progress that has been made in various aspects of the technology transfer 
process.

As the panel works toward its report and recommendation to the committee I 
look forward to working with each member to reach an acceptable and responsible 
position.

Mr. HUTTO. Thank you, Mrs. Byron. We appreciate your input, 
and we'll keep it in mind when we make our recommendations to 
the full committee.

Thank you. And I hope you'll join us here, if you can.
At this time we'd like to call forward Mr. Bonker, our distin 

guished do any of the members at this time wish to ask our col 
league any questions? We can do that at a later time.

T m very pleased to have Hon. Don Bonker, the chairman of the 
Subcommittee on International Economic Policy and Trade of the 
Committeo on Foreign Affairs. As I mentioned earlier, he's devoted 
a great deal of effort to this problem, and the Foreign Affairs Com 
mittee has reported H.R. 3231.

We're delighted to have you, Mr. Bonker, and you may proceed.

STATEMENT OF HON. DON BONKER, A REPRESENTATIVE FROM
WASHINGTON

Mr. BONKER. Thank you, Mr. Chairman. I wish to commend you, 
and other members of this special panel, for devoting some time 
and attention to an issue of critical importance.
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I also appreciate the opportunity to share my thoughts and com 
ments about H.R. 3231, which has now been reported out of the 
Foreign Affairs Committee, and will be on the House floor, hopeful 
ly, by the end of July.

Mr. Chairman, I have a statement I'd like to submit for the 
record, and I'll speak informally on the subject.

The Export Administration Act is the statutory authority for the 
President to impose economic sanctions, and to restrict exports for 
foreign policy, national security, and short supply reasons.

The bill also continues the antiboycott laws and a new provision 
has been added that applies some import restrictions on South 
Africa, as well as the Sullivan Principles to American businesses 
which are in that country.

As I understand it, your panel is concerned primarily with na 
tional security controls so I will limit my comments to that section 
of the bill.

Mr. Chairman, the committee conducted a series of hearings as 
we attempted, in the reauthorization of the act, to institute a 
number of reforms that would maintain tough controls on those 
items that have dual use capability, or that otherwise in any way 
compromise our national security interests.

We heard from a variety of witnesses. Let me say that this issue, 
probably more than any other, conies before the Congress as two 
policy imperatives that are in conflict.

One is that the United States, as a global power, must deal with 
its foreign policy objectives and national security concerns like no 
ether country in the world today. And that's why we have a very 
tough self-imposed policy, so that we can protect those interests.

On the other hand, we find ourselves in a fiercely competitive 
world economy, with Japan and other countries challenging Ameri 
ca's preeminence in a number of areas.

Impediments to exports is probably the major issue among those 
who are involved in international commerce, and without excep 
tion, the business community is strongly favoring the reforms that 
are now in the House bill.

We found that businessmen are as patriotic and tough on nation 
al security controls as anyone that I've come across. On foreign 
policy controls, there is something of an emerging consensus within 
the business community that they don't work, and so we ought not 
to have them. And that issue will have to be dealt with once we 
reach the House floor.

With respect to national security controls, however, there is a 
consensus that we need national security controls. They need to be 
effective, but they are not terribly effective because we find con 
trols involving so many different Federal agencies, that instead of 
being effective, those controls have proved to be terribly burden 
some, placing our businessmen at a competitive disadvantage. 
They're attempting to find their natural place in the global 
market.

So we attempt to reconcile these two policy imperatives, and I 
think we've done a fairly good job in the committee.

Here's what we've attempted to do by way of "reform" of some of 
the national security control provisions.
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First, with respect to West-West trade, we have, in effect, elimi 
nated license requirements on products that are destined for 
CoCom countries. That is, those countries that belong to NATO, 
plus Japan, minus Iceland and Spain.

A formidable case can be advanced for this decontrol, since the 
Government now processes about 80,000 licenses per year, about 
one-third of which are for products that are being shipped to 
CoCom countries.

There have been very few, if any, licenses denied in recent years 
on products going to CoCom countries, and yet the licensing proce 
dure represents an unnecessary delay and a burden upon export 
ers. We don't allow the decontrol to be open-ended, or total. We 
added a proviso in the legislation, and I quote from the bill, "no 
authority or permission to export may be required under this sec 
tion before goods or technology are exported,' and this is the oper 
ative phrase, 'in the case of exports to a country which maintains 
export controls on such goods or technology cooperatively with the 
United States. "And that simply means that the United States can 
still deny licenses on products that are destined for these countries, 
if they don r have comparable license procedures or controls on 
those products.

So we still insure our controls through multilateral understand 
ing.

Mr. Zschau, who is going to testify in a few moments, added an 
other provision.

"Except that the Secretary may require an export license for the 
export of such goods or technology to such end users as the Secre 
tary may specify by regulation," again placing an emphasis on the 
particular product. So the Secretary still maintains that control.

Second, with respect to unilateral controls, the committee, based 
on testimony before the panel, decided that products that had been 
licensed over and over should not any longer require a license.

In other words, if the Secretary has issued a license consistently 
for that product over the last year, the product is already in circu 
lation, it has already moved into the world market. To require a 
license constitutes a licensing burden which is now being carried 
by the exporters who have to comply with these requirements.

Lastly, we looked at the question of foreign availability. There's 
nothing more disconcerting for an exporter than to be denied a li 
cense for a particular product when he knows full well that 
France, or some other country, is exporting the same product. It 
puts him at a competitive disadvantage. Previous legislation set up 
technical advisory committees that would advise the Secretary of 
these instances, but the procedure really lacks teeth.

So what we've attempted to do, by adding language to H.R. 3231, 
is to strengthen that provision, and give the Secretary so many 
days in which he must determine that foreign availability does or 
does not exist. And if it does exist, then the item would be decon- 
t -oiled.

Again, this is a tremendously competitive industry, high technol 
ogy. It's the wave of the future economically. And nobody wants to 
see a flow of high technology that wou go into the hands of our 
potential adversaries, and help with the./ military capability. But 
on the other hand, to deny our business at a time when the same
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products are readily available by other exporters, I think the end 
result is not to deny another country that item, but to penalize our 
business community because of these export controls.

Lastly, we ought to look at the question of enforcement because 
that may well be an issue in our rewrite of the Export Administra 
tion Act.

A few years ago the White House authorized the establishment 
and funding of a program called Operation Exodus which has been 
implemented by the U.S. Customs Service. The purpose of Oper 
ation Exodus has never been clearly spelled out by the Congress. 
At least it didn't have the normal authorization which sets up 
these programs. I think the Department of Defense funded it from 
other sources to begin with.

Now the Customs Service has come before the Congress and is 
asking for $35 million to enhance its enforcement capability on the 
whole question of military technology.

The business community has not been terribly pleased with this 
new program, They feel it adds more Government regulation, and 
involves another agency in the whole process.

The biggest problem is that Customs really lacks the technical 
expertise, if you will, to make determinations on a whole range of 
items that are destined for the export market.

We now control on the commodity control list over 100,000 differ 
ent items. The product of the industry, as you know, and as Mr. 
Zschau can certainly attest to, is very advanced, very technical, 
and very complex. The Department of Commerce, as recognized by 
statute; is the enforcement authority, and has attempted to develop 
the expertise to deal with these matters. The Department of De 
fense becomes necessarily involved in the licensing procedure.

But to set up now in the Customs Service a whole new network 
where they lack the expertise, I think is to add further confusion 
and burden to the process.

We attempted to deal with this in a creative way, by recognizing 
at the outset that perhaps the Commerce Department lacks the au 
thority to be a good enforcement agency. Or perhaps it lacks the 
resources. The Customs Service may say that its seizure rate is 
more impressive than Commerce's, but last year the Customs Serv 
ice spent $30 million, and the Commerce Department spent a little 
under $4 million.

So if we expect Commerce to carry out its enforcement responsi 
bilities, we have to give the department both the authority and the 
financial resources to do a better job. Then we won't necessarily in 
volve another Federal agency.

But in any case, we worked something out with Mr. Frenzel and 
Mr. Gibbons on the Ways and Means Committee, which has juris 
diction over Customs, so that we reduce Customs' enforcement au 
thority to half of their request, to $15 million, and establish in the 
statute, which has no direct reference to the Customs Service now, 
a role for Customs, limited to enforcement activity involving 
searches, seizures, and inspections based on specific evidence of 
export control violations.

Now, we recognize and support the notion that the Customs 
Service has enforcement responsibilities on the illegal sale, or 
transfer, of high technology, and we don't want to deny them that,
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but to involve them so heavily in the Export Administration Act, 
and duplicate what is essentially a function that already belongs to 
Commerce, I think, would only add confusion and burden.

In conclusion, Mr. Chairman, I noted in my statement that the 
committee had reached basically three conclusions.

First, the authority provided the President is more than ade 
quate for restricting exports of commercial products, which wh«jn 
converted to military use, would make a significant contribution to 
the military capability of a potential adversary.

That authority, I might add, is granted to three different depart 
ments in the Federal Government to the Commerce Department, 
as the lead agency, to DOD, and to the Department of State.

Let me add that right now we have sufficient bounds in that 
process. DOD has a virtual veto authcr'ty when it comes to prod 
ucts that are destined for Communist countries.

They are heavily involved yrs the process and work cooperatively 
with the Department of Commerce. When Mr. Perle appeared 
before my subcommittee a whi'e back, I asked him, "do you have 
adequate authority to protect our national security interests under 
the provisions of the Export Administration Act," to which he re 
plied, "Yes."

So I think the authority provided primarily through the Jackson 
amendment, which was added, I think, by Representative Ichord 
the last time this bill was on the floor, does provide DOD with its 
authority, and with an integral part in the process itself.

Second, the United States imposes a greater degree of control 
over exports than is necessary to protect the national security. 
Overly broad controls harm national security by obscuring transac 
tions which deserve very close scrutiny, and retard economic recov 
ery.

T think Mr. Zschau, again, who is an expert with a good reputa 
tion on this issue, and who before he came to Congress dealt more 
intimately with the process, realizes that we can be far more effec 
tive if we limit our control to those items that have dual-use capa 
bility, or which represent a threat to our security, rather than 
trying M control virtually everything that is in the process.

Finally, Mr. Chairman, the improved enforcement of existing 
controls is critical to prevent any leakage of advanced goods and 
technology to potential adversaries.

I think the significant instances of Soviet bloc acquisition of 
western technology can be traced to the evasion of U.S. export li 
censing requir jments and foreign supply. In other words, the il 
legal diversion of this technology.

There have been no examples where it has been traced to the li 
censing procedure, which, of course, is inherent in the Export Ad 
ministration Act.

Once again, I want to thank you for allowing me to testify. I 
probably have gone on longer than I should, but it's an issue of 
great importance and complexity. Once agam, I'm pleased that 
you've undertaken this responsibility, and that your committee is 
looking into the Export Administration Act, and look forward to 
working cooperatively with you when this bill reaches the House 
floor.
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PREPARED STATEMENT op HON. DON BONKER

Mr. Chairman, I appreciate the opportunity to appear before the panel this morn 
ing to discuss the application of the Export Administration Act of 1979 in control 
ling exports of military critical goods and technologies to the Soviet bloc.

Implementation of export controls has been an area of close oversight by the Sub 
committee on International Economic Policy ant' Trade, on which I have served 
since 1975 and now have the honor to chair. As a result of our work, the committee 
has reached three conclusi . First, the authority provided to the President is more 
than adequate for restricting exports of commercial products which, if diverted to 
military use, would make a significant contribution to the *nilitary capability of po 
tential adversaries. And that authority is delegated among the Departments of Com 
merce, Defense, and State in the way most appropriate for thorough weighing of 
U.S. national security, foreign policy, and economic objectives. Second, the United 
States imposes a greater degree of control over exports than is necessary to protect 
national security. Overly broad controls harm national security by obscuring trans 
actions which deserve very close scrutiny, and retard economic recovery by ceding 
export markets to foreign competitors. Finally improved enforcement of existing 
control is critical to preventing leakage of advanced 4- -ods and technology to poten 
tial adversaries. The significant instances of Soviet bloc acquisition of Western tech 
nology can be traced to evasion of U.S. export licensing requirements and to foreign 
supply, not to faulty operation of the export control decision-making process.

H.R. 3231, the bill reauthorizing the Export Administration Act of 1979, reflects 
these three conclusions. The bill does not tamper with the arrangement of responsi 
bilities among Executive branch agencies. The bill does focus controls on exports of 
national security concern by eliminating unnecessary or ineffective controls and by 
mandating completion of the militarily critical technologies exercise, in which I 
know this Committee has a strong interest. Enforcement of controls is improved by 
providing law enforcement authorities to Commerce Department enforcement per 
sonnel, expanding the definition of violations, creating a new type of penalty, and 
delineating the respective roles of the Commerce Department and the Customs Serv 
ice.

As you know, businessmen wishing to export items controlled under the Export 
Administration Act must apply to the Department of Commerce for an export li 
cense, which constitutes U.S. government permission to ship. Applications for 
export licenses are analyzed by the Department of Commerce, in consultation with 
the Department of Defense for goods subject to national security controls, and with 
the Department of State for goods subject to foreign policy controls. Various other 
agencies may also be consulted. With respect to exports to countries controlled for 
national security reasons (the countries of the Soviet bloc), the Department of De 
fense has a virtual veto over export license applications. The U.S. also requires an 
export license for shipment of sensitive goods and technologies to free-world coun 
tries, in order to review the reliability of the end-user and ensure that the item will 
not be re-exported, or diverted, to a controlled country. It is the judgment of the 
Committee on Foreign Affairs that the Commerce Department's consultations with 
the Defense Department are sufficient to identify unreliable end-users in free-world 
countries, without formal referral of all free-world license applications to the De 
partment of Defense.

The Committee on Foreign Affairs is gravely concerned that the United States' 
imposition of more controls than are necessary to protect national security consti 
tutes a threat to our security. Overburdening the export licensing system with un 
necessary license applications diverts attention from applications for truly sensitive 
exports which may contribute to a controlled country's military potential. Excessive 
controls discredit the control system in the eyes of our allies, on whom we depend 
for cooperation, and tempt them to resist controls. Requiring export licenses for 
goods and technology which are available from other countries without restriction 
fails to deny such goods and technology to the Soviet bloc, but harms U.S. economic 
security by denying profits and employment to U.S. firms and workers. Promoting a 
healthy U.S. economy is essential to our national security because export profits 
help to fund the research, development, and future technological advances on which 
our Tiilitary strength depends.

H.R. 3231 provides several mechanisms for focussing U.S. controls on exports 
which are truly of national security concern. H.R. 323] eliminates the license re 
quirement for exports to our allies of goods which they also control through our 
system of multilateral security controls on exports to the Soviet bloc (CoCom). Li 
censes for exports to our allies constitute one-third of the 75,000 export license ap 
plications processed by industry and government each year. The routine approval of
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onstrates that exports to our CoCom partners are not a significant national security 
concern. The United States enjoys a veto at CoCom over any proposed transfer of 
CoCom-controlled goods and technologies to the Soviet bloc, making licensing of the 
export from the U.S. to a CoCom country a duplicative paper exercise.

Two concerns have been raised with respect to this provision. The Justice Depart 
ment argues that the export license application constitutes the "paper trail" neces 
sary to prosecute violators who re-export a product to a controlled destination. H.R. 
3231 therefore permits the Secretary of Commerce to require notification that an 
export is taking place. False statements as to end-use and end-user on such notifica 
tion fulfills the Justice Department's need for evidence. Other export licensing agen 
cies have raised concerns that not all customers located in CoCom countries may be 
reliable end-users. H.R. 3231 therefore allows the Secretary to continue to require 
export licenses for particular end-users within CoCom countries. The Committee on 
Foreign Affairs believes that greater reliance on CoCom is appropriate and will 
benefit the security of the allies by increasing the exchange of enforcement informa 
tion among all CoCom member countries. Most importantly, eliminating this large 
volume of licenses which are invariably approved will free up resources to give 
closer scrutiny to more sensitive export cases.

The Committee on Foreign Affairs is pleased with the efforts the Administration 
has been making to improve CoCom procedures. Although CoCom is a voluntary or 
ganization, and Ifess perfect that we might wish, CoCom is the best mechanism that 
we have for controlling exports to the Soviet bloc of goods and technologies which 
our allies also produce. Although the United States is often frustrated the CoCom 
opeates by consensus for example, a U.S. proposal to add an item to the CoCom 
control list can be defeated by a single country the consensus mechanism works in 
our favor when the United States opposes a member country's proposed export. H.R. 
3231 includes a mandate for negotiations at CoCom to strengthen the system of mul 
tilateral controls. The items for negotiation are already under discussion at CoCom, 
but the committee feels that including them in the bill is an appropriate expression 
of Congressional support for the Administration's efforts.

I would like now to outline the provisions in H.R. 3231 designed to focus U.S. con 
trols more tightly on items of national security concern by requiring review of var 
ious controls that may not be effective. H.R. 3231 places a high priority on recogniz 
ing the availability abroad of goods on which the United States maintains controls, 
and provides procedures for addressing that availability. U.S. failure to recognize 
foreign availability is a major obstacle to export growth, with no benefit to national 
security because controlled countries can obtain the goods or technology from for 
eign sources. H.R. 3231 specifically requires the Secretary of Commerce to study evi 
dence of foreign availability put forward by individual exporters or by the Technical 
Advisory Committees created under the 1979 act. In cases where the Secretary ac 
knowledges that availability abroad exists, the President is instructed to enter into 
negotiations to place the commodities under bilateral or multilateral control. If the 
negotiations are not successful, H.R. 3231 requires that the controls be eliminated.

Similarly, H.R. 3231 provides that products containing microprocessors shall be 
controlled on the basis of whether the product would make a military contribution, 
not simply on the basis of the incorporation of microprocessors which are readily 
available throughout the world. Finally, H.R. 3231 requires annual review of unilat 
eral U.S. controls and elimination of controls on products for countries consistently 
approved for export.

The Congress in 1979 required the Department of Defense to create a military 
critical technologies list [MCTL], with the idea that such a list might serve as a 
standard for judging the effectiveness of the Commerce Department's commodity 
control list [CCL] in restricting the export of militarily significant goods and tech 
nologies. Although that list is substantially complied, much work remains with re 
spect to refining the MCTL and then utilizing it in an interagency review of the 
CCL. H.R. 3231 provides criteria for revising the MCTL, and instructs the Secretar 
ies of Defense and Commerce to complete the integration of ths items on the MCTL 
onto the CCL by 1985.

New in the area of enforcement, H-R. 3231 broadens the definition of violations of 
the act to include conspiracies and attempts to export illegally, and possession of 
goods or technology with the intent to export illegally. This expanded definition of 
violations will enable prosecution of a broader network of parties to an illegal 
erport transaction, and allow law enforcement officials to step in long before an il 
legal export reaches the stream of trade where it could escape controls. The bill also 
provides a new type of penalty for violations forfeiture of the property involved in 
f* e commission of an illegal export. Coupled with the existing penalties of fines, im-



278

prisonment, and denial of export privileges, the committee expects this new penalty 
to further deter violations of the act.

H.R. 3231 also provides much-needed enforcement authorities to the Department 
of Commerce's enforcement personnel. Commerce enforcement officers at present 
must request assistance from Customs Service employees to execute warrants and 
make seizures and arrests, which can result in dangerous delays in reacting to evi 
dence of violations of the act. H.R. 3231 continues the Customs Service responsibili 
ty for inspection and seizure of cargoes at ports, but provides for Commerce Depart 
ment leadership in investigations of alleged illegal exports. The lead role the Com 
merce Department, as the licensing agency, is critical to effective enforcement. Com 
merce Department personnel have the expertise to identify controlled goods and 
technology, and the primary source of tips on possible illegal exports continues to be 
business community suspicions passed on to Commerce licensing and enforcement 
personnel. Commerce funding for enforcement is substantially increased, to $15 mil 
lion, while a ceiling of $14 million is placed on Custom's funding for enforcement. 
These authorization levels are appropriate for the respective roles of the agencies 
and assure the budgetary balance essential for an equal partnership in enforcing 
export controls.

Thank you again for the opportunity to discuss with you the system of export con- 
tols envisioned in H.R 3231 a system of more tightly defined goods and technology 
subject to controls, and more effective enforcement of those export controls. I hope 
that the Members of this panel will support these provision of H.R. 3231 in the full 
Hou^e.

Mr. HUTTO. Thank you, Mr. Bonker for your good testimony and 
your good work. I feel that we both have the same bills. That we do 
not condone the flow of technology to the Soviet Union and the 
Warsaw Pact nations. But at the same time, we want to loosen up 
on the bureaucratic process, and make sure that we protect our 
high technology that could work against us.

So I think that it is just a matter of how we go about it. As you 
know, there is concern on the part of the Armed Service? Commit 
tee about the flow of this technology.

With that in mind, let me ask you about H.R. 3231. In your sub 
committee irark up, I understand that Mrs. Snowe successfully in 
troduced an amendment giving the President the discretionary 
power to deny the right to any foreign company to export goods to 
the United States, if that country had violated multilateral trade 
agreements.

That provision would punish those companies who chose to 
ignore CoCom restrictions. And it is my understanding that the 
CoCom countries do not pay much attention really. And this would 
be a way, it seems to me, to get a check on that, and to discourage 
them from passing on to the other side some of this high technol 
ogy-

How do you feel about this amendment, and why was it defeated 
in the full committee; were you opposed to it, I do not know that?

Mr. BONKER. Well, I really feel that the administration lost an 
opportunity in negotiating with our allies on this question. On the 
one hand, the allies are part:cularly upset with foreign policy con 
trols, particularly the extraterritorial reach of those controls.

And second, they are terribly upset with the idea of imposing 
import controls on those companies or countries that willfully vio 
late CoCom and reexport procedures.

This provision was offered successfully in the Senate, and it was 
accepted by my subcommittee. It was knocked out in the full com 
mittee with an amendment from Mr. Hamilton from Indiana.

I feel that the administration lost the opportunity, because we 
could have said to our European friends that we would go along



279

with changes in contract sanctity, and dealing more favorably with 
extraterritorial controls, if you provide us with assurance of a 
strong commitment to CoCom.

In other words, if you would share our commitment to CoCom, 
strengthen its provisions, and Mr. Heinz wants to elevate it to a 
treaty status, that we would see this as an adequate quid pro quo, 
and attempt to work out a more simplified but effective means of 
controlling high technology.

The full committee knocked this out on Hamilton's amendment, 
because the Foreign Affairs Committee, as you can imagine, works 
very closely with foreign countries, and we felt that this would add 
more difficulty to our relationships.

I rather imagine that the amendment will be reintroduced on the 
floor. And since it is already in the Senate bill, I rather imagine 
that it will be an item greatly discussed when we go to conference.

Of course, if we adopt the provision on the floor, then it will not 
be a matter before conference. But there is widespread sentiment 
that we deal with it.

Mrs. Snowe, to her credit, revised her earlier amendment, which 
was to place those controls on the countries rather than companies. 
I think that by applying the import controls on companies makes it 
a far more realistic provison in the bill.

Mr. HUTTO. Along the lines of CoCom, your bill eliminates the 
licensing requirement for exports to our allies of goods that are 
controlled through CoCom. This feature implicitly places a great 
deal of confidence in CoCom's ability to control technology transfer.

However, yesterday, representatives of industry that we had 
before our panel cited examples of how industry in CoCom coun 
tries sold high technology capabilities to the East bloc.

How can you justify the removal of West licensing requirements 
when CoCom has that sort of record? I realize that you are calling 
for strengthening of CoCom, and there is no doubt that that is 
needed.

Mr. BONKER. I think in two ways. In my opening statement, I 
made reference to the provisions in the bill which would protect 
our interests if those countries did not exercise controls on these 
products. In other words, if they did not institute reexport controls 
on those particular products, the Secretary could still deny a li 
cense.

So we are trying to deal with the matter more selectively be 
tween the United States and that recipient country by controlling 
the item, if that country does not exercise controls itself.

Second, I really feel that CoCom can be strengthened as a result 
of this decontrol. The United States really has not been tough on 
CoCom. We have not really bargained as hard as we should with 
our allies who are CoCom members to institute more effective con 
trols.

But it is not a mere exercise. It is not a superficial entity that 
exists over there. And the controls are arrived at through consen 
sus. So the United States does have considerable influence on what 
goes on control lists. And I do not think that we are going to 
jeopardize our security interests by this particular reform in the 
bill.
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We still have options, and I think that we might be able to 
strengthen CoCom as a result of this provision being enacted.

Mr. HUTTO. Mr. Courier, do you have questions for Mr. Bonker?
Mr. COURIER. Yes, just a couple of quick ones.
Thank you, very much. It was good testimony. I have heard you 

talk before on this subject, and you are very well acquainted with 
it. There is no doubt about it.

You mentioned the fact that the Secretary could impose sanc 
tions, if a foreign country did not create reexport controls them 
selves. I wonder, if that country drew up reexport controls on the 
particular product, but they were grossly insufficient, how would 
your bill address that situation, or is it just cosmetic?

Mr. BONKER. Well, I think the language of the bill and certainly 
the intent is that it would apply to a country which maintains 
export controls on the product, and I would interpret that as mean 
ing more than just maintain a list that is ignored but the actual 
enforcement of those controls. If the Secretary determines that 
those controls are ineffective, then he can as a result require con 
trols on ih^.t product in the future.

Mr. COURIER. Let us say that they are enforced by that country 
or that they say they are going to enforce those re-export controls, 
but we are in disagreement as to who receives it.

For example, our allies are not necessarily the allies of our allies. 
We have one position with regard to Libya, and France has a dif 
ferent position, for example. I am saying that our allies, our West 
ern European CoCom allies, restrictions are not at all consistent 
with your foreign policy.

Mr. BONKER. With our foreign policy, or with our national secu 
rity interests?

Mr. COURIER. Our national security interests.
Mr. BONKER. Of course, we have differences on ijreign policy 

controls.
Mr. COURIER. But national security.
Mr. BONKER. But or national security controls, my experience as 

a result of hearing to. ; mony from a variety of sources is that the 
countries share our concern about the possible handling of high 
technology, and are committed to effective controls.

Their perception is that our controls are excessive, and that we 
attempt to control 100,000 different high technology items. Things 
as simple and basic as the embedded microprocessor, which has 
been around for years and years and is in wide circulation, and is 
an essential component to a lot of other products, is controlled for 
that purpose, a terribly dated control.

So their view of us is that we have been so excessive in the quan 
tity of controls, that it really has inhibited the whole world of high 
technology in terms of the internationo marketplace.

But I think that when one identifies those critical items or items 
that have dual use capability, they are just as vigilant as we are in 
control efforts.

Mr. COURIER. I know that we are going to have other people who 
are going to be testifying, and I am anxious to hear what they have 
to say as well. But there has been some testimony that there has to 
be licensing of West-to-West trade in order to establish some sort of 
a paper record as to where this stuff is.
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What would you comment on that?
Mr. BONKER. Are you talking about the Justice Department?
Mr. COURTER. Yes.
Mr. BONKER. Well, the forms would still be required. I think that 

we have left something of an audit trail, a notification requirement 
essentially, that is sufficient for the Justice Department to try to 
develop evidence for prosecution purposes.

Mr. COURTER. You can supply this for the record, if you like, be 
cause it is a very technical thing, but I am just wondering how that 
audit trail is created, what kinds of papers. We can talk later about 
this, if you prefer.

Mr. BONKER. The procedure would not really constitute a license 
in the normal process. But a notification requirement of that ship 
per at the time of shipment to the Commerce Department would 
still be a requirement in the law.

Mr. COURTER. Thank you, Mr. Chairman.
Mr. HUTTO. Mrs. Byron.
Mrs. BYRON. Thank you, Mr.Chairman.
Don, it is good to see you again this morning.
Let me pursue an area that we think that we have a little bit of 

disagreement on. That is, under H.R. 3231, you would establish cri 
teria to guide the Department of Defense in review of the militari 
ly critical technologies list. Your objective being to reduce the size 
of that list. I have no problem with that at all.

The one criteria that would apply in order to remove items from 
the list is a technology that is evolving slowly. I can think of many 
technologies that are evolving slowly that are absolutely critical to 
our national defense.

I think that the pointing and tracking technology for the space- 
based laser is one. Another would be isothermal forging critical to 
engine technology

Why would you mandate the removal of such technologies trom 
control, because just as they are evolving slowly, they are still criti 
cal to defense issues.

Mr.. BONKER. This whole militarily critical technologies list was 
the brainchild, if you will, of a former colleague, Mr. Ichord from 
Missouri, when the bill was taken up in 1979. The language to 
which you refer was offered by Mr. Roth, who is the ranking 
member of the subcommittee, and probably whose views are shared 
by you.

And he offered that amendment to strengthen that particular 
section of the bill. He wanted to see the militarily critical technol 
ogies list effectively incorporated in the commodity control list, so 
that it would be an active part of the licensing process, rather than 
something that is set apart and exclusive.

I think that is really important if we are to implement the mili 
tarily critical technologies list. The criteria to which you refer were 
placed there by Mr. Roth to serve essentially as guidelines. Those 
are not mandated criteria, but they are intended to be something 
of a guiding light for DOD in the development of this list.

My experience has been that under tne provisions of this Export 
Administration Act, DOD does not really feel constrained to follow 
all of the guidelines that are placed in it. So I think that they will 
probably choose to interpret it any way that they want.

27-827 0  84 - 19
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Mrs. BYRON. Let me pursue another area. You stated once and 
again today that when Mr. Perle testified he stated that there were 
adequate guidelines.

Mr. BONKER. That DOD had adequate authority in the Export 
Administration Act to protect our national interest.

Mrs. BYRON. I questioned him when he testified before this com 
mittee. Let me quote from the testimony if I may.

Mr. Perle, !at me address a couple of questions, first of all. When I testified before 
the House Foreign Affairs Committee I was told that you had testified previously 
and that the Department of Defense had adequate authority for export review.

I think your specific comment, and I quote here. We believe that the authority 
given to the S*»~retary of Defense in the Export Administration Act is adequate to 
assure that and National Security Administration is adequately administered.

Is this a proper interpretation of your testimony, that you do believe that the 
DOD has adequate authority in the review process?

Secretary Perle's response was.
I am afraid that I have to f"wer that both yes and no. I believe that the status 

gives us adequate authority, but I believe the interpretation placed on the statute 
by the Department of Commerce robs us of :.; ? authority granted in the statute. 
When I made those remarks it was my understanding, a misapprehension, that an 
agreement had virtually been reached between the two departments that better de 
fines the relationship, and I subsequently to my request was forced to conclude that 
no such agreement would be forthcoming and that it would be left, if the current 
interpretation of the Commerce Department placed on the legislation remains in 
effect, without adequate authority.

That is the testimony before this committee by the Secretary.
Mr. BONKER. My response to that is that it is pretty obvious by 

his explanation that Mr. Perle got a lot of his earlier experience as 
a staff assistant on the Hill.

Mrs. BYRON. Well, I think there is a slight disagreement on that 
interpretation.

Mr. BONKER. Well, I will go back and look at the actual record if 
the language hasn't been altered. [Laughter.]

Mrs. BYRON. We have to go to the Ethics Committee on this one? 
[Laughter.]

I have no further questions, Mr. Chairman.
Mr. HUTTO. Thank you. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman. I want to join the com 

mittee in thanking my colleague for his presentation and for all 
the work that you have done in this area.

I have one overall problem. It seems that we are concerned about 
this problem because we feel that there is a hemorrhage of technol 
ogy to the Eastern bloc and yet it seems like to some degree the 
answer is not tighter controls but decontrol; not having a tighter 
rein on the technology flow but libe 'Mzation, if you will. That 
seems somewhat unusual.

One thing that bothers me is I understand that you said that 
your legislation would give the Secretary a certain amount of time 
to determine if other sources for the product exist and if it is deter 
mined that they do exist that is, that somebody else is already 
doing it, selling then the items would be decontrolled.

My question is: Don't you think that to some degree we may be 
going in the wrong direction? In other words, this could lead to 
items that are critical to military advancement, to increasing the 
qualitative superiority or the qualitative status of Soviet weapons.
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Yet, because somebody else is doing it we would be do?a<; it, too. 
It would seem to me that the real answer would be to go the other 
way and would be to persuade or push our allies to a position 
where they are cutting off that technically critical item, rather 
than saying somebody else is doing it. I think maybe that points to 
the overall problem that we have and that is this CoCom arrange 
ment, that we are only as strong as our weakest link.

If we have one partner which is being fairly unreasonable and is 
not being prudent in making transfers, then it could result in a 
number of our partners and ourselves being imprudent also.

Mr. BONKER. Well, Mr. Hunter, you have touched upon the criti 
cal issue in this legislation and you have touched upon several as 
pects of it.

The point I made in my concluding remark is that if there is a 
problem of a hemorrhage of high technology, almost invariably it 
can be traced not to the licensing procedures, but to the illegal 
export of high technology and there are examples of that.

So what we are attempting to do, if we were to tighten up the 
legislation, is really not to expand control. It is almost akin to the 
example of just throwing money at a problem and hoping to solve 
it. By trying to control virtually everything that is in this high 
technology realm, we are not going to be effective. We might have 
a bigger bureaucracy and consume more of our financial resources, 
we can involve Customs and other agencies. But ultimately, we will 
be far more effective if we try to trim down those 100,000 items to 
essential items that are really critical that could really enhance 
the Soviet Union's military capability. So I think that is why this 
legislation deserves close scrutiny.

With respect to foreign availability, your implied answer is that 
we ought to be tougher with our allies to make sure that foreign 
availability doesn't exist. I think that is a laudable approach but it 
probably isn't a very realistic one because this is a fiercely competi 
tive enterprise.

You know what the Japanese are doing. The Brazilians are into 
it, and the French and the West Germans, and everybody is into 
high technology. There is a lot of transferring of technology and as 
sembling of components in other places.

So it becomes a formidable task. But it is terribly frustrating to 
the American exporter, if he applies for a license, trying to get his 
feet into a potential market, and is denied that license and he 
knows that his competitor does not subscribe to similar controls. So 
what do you say to the U.S. businessman? It is like foreign policy 
controls in both the Carter and the Reagan administrations. Ulti 
mately they proved ineffective and ultimately our foreign competi 
tors got into the act economically and ultimately the tremendous 
punishment was inflicted not upon Russia but upon our own ex 
porters.

So we shouldn't simply say foreign availability exists out there 
and it can't be controlled and it is not of critical importance.

If it is of critical importance the Secretary would be mandated by 
the provisions of this act to negotiate with that other country to 
control the item. The provision says that the Secretary has so 
many days in which to make this determination, and if he really
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feels that it is a matter of critical importance he can negotiate 
with the other government.

But if after 6 months he fails, then the question is: Do we hold 
back our manufacturer while the French competitor gets the busi 
ness? What we are saying simply is the items should be decon 
trolled.

Mr. HUNTER. Thank you.
Mr. HUTTO. Thank you. Mr. Kramer.
Mr. KRAMER. Thank you, Mr. Chairman, for the opportunity to 

ask a couple of questions, and I hope I don't retread ground al 
ready tread. While part of the hearing was going on I wasn't here. 
Two of the things I don't claim to have extensive knowledge on in 
this area. Two of the things that have stuck out in my mind during 
the course of our hearings on this subject have been, one, there 
doesn't seem to be any real authority totally in control of this proc 
ess, although I guess the Department of Commerce is nominally 
designated to be that entity.

I get the impression, and maybe correctly from the host of wit 
nesses that have come in here, that while there is a lot of liaison 
and a lot of conversation that no one entity really seems to be to 
tally in control.

I get the impression that your legislation really does not move us 
in that direction either. Could you comment on, No. 1, your own 
impression of the need to do that in other words, put one party 
totally in control and No. 2, whether o* not your legislation 
moves us in that direction?

The second thing that comes to mind is that the Export Act for  
administration dwells mostly on the unilateral concerns of the 
United States in making shipments abroad.

What is needed is a considerably more effective multinational ap 
proach to the problem, involving our CoCom partners. Is there any 
thing in the bill which recognises that need and moves us in the 
area of putting our licensing process on a treaty-type basis rather 
than simply a statutory exercise and what is your feeling about the 
desirability of it?

Mr. BONKER. Two good points, Mr. Kramer. The statute desig 
nates the Department of Commerce as the lead agency. It always 
has been. But in the course of review and rewrite of the Export Ad 
ministration Act, primarily by way of amendments offered by 
members of this committee, notably Mr. Ichord, the Defense De 
partment has had more statutory involvement in that process.

As the law stands now, Commerce continues to be the lead 
agency. It processes the licenses and the Secretary ultimately 
denies the licenses. But there is a collaborative process involving 
DOD, particularly when it refers to items or commodities that are 
destined for Communist countries, and in any case they become in 
volved in identifying all the critical technologies.

It is a matter that is negotiated; it is part of the process, and it 
seems to work fairly well. Now Customs has become involved be 
cause it was granted some seed money a while back and it set up 
this new program called operation exodus. You can imagine the 
confusion that this presents to the business community because 
they have to deal essentially with three Federal agencies that all 
have some responsibility, and then of course the intelligence com-
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munity and the State Department bec^-ne involved on occasion. So 
I don't think the answer is to spread that responsibility around and 
to involve more agencies.

I think the answer is to tighten up the program to be more effec 
tive with what we are doing. If Commerce has not been an effective 
enforcer, then we have to see why not.

Invariably the response is that they have not had the resources. I 
mentioned earlier, Mr. Kramer you weren't here but last year 
Customs spent $30 million on their enforcement responsibility. 
Commerce only spent $3.5 million. And second, Commerce was 
lacking authority.

We have dealt with those problems in this legislation and we 
think fairly effectively. The question of multilateral controls 
through CoCom I think is a valid one. You made reference to a re 
quirement Senator Heinz has placed into the Senate bill, which is 
out of committee, elevating the CoCom agreement to treaty status. 
I think that is a good move and I would like to support it in a con 
ference.

I think that we need to strengthen CoCom. But we have got to 
bring our allies into this process, and we make them so upset 
through foreign policy controls and through extraterritorial appli 
cation of those controls that it is hard to really get them into the 
right mood to cooperate more effectively.

I think the administration lost an opportunity to negotiate some 
thing with them on CoCom by alienating our allies as a result of 
the foreign policy control section of the bill.

We can strengthen CoCom and that ought to be a primary goal. 
But meanwhile the answer is not to control virtually everything or 
to involve DOD in a more extensive way. Their involvement is 
fairly substantial now, and I think it has been effective.

Mr. HUTTO. Mr. Bonker, we thank you very much for your testi 
mony here today, and we look forward to working with you as this 
legislation moves forward.

Mr. BONKER. Thank you so much, Mr. Chairman.
Mr. HUTTO. Now, Mr. Zschau, would you come forward, please?
As I mentioned in the beginning, Mr. Zschau is an expert in the 

field because of his previous work before he came to Congress, and 
we have been delighted to have him sit in on some of our hearings. 
We look forward now, Mr. Zschau, to your testimony.

STATEMENT OF HON. EDWIN V. W. ZSCHAU, A REPRESENTATIVE
FROM CALIFORNIA

Mr. ZSCHAU. Thank you very much, Mr. Chairman. I think that 
you could be justly accused of gilding the lily. I don't consider 
myself an expert on this, but I have had some opportunity to have 
experience with the Export Administration Act.

Before I begin, I'd like to thank you again, Mr. Chairman, for the 
opportunity to have participated with this panel in previous hear 
ings and now to appear before the panel to share my thoughts on 
this very important issue.

I have a deep interest in this legislation. I'm concerned about our 
national security. I think that we have to be sure that we have a
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strong defense in this country and that we don't allow needless 
technology leakages to occur.

In addition, I have had firsthand experience in working with the 
Export Administration Act. I was the chief executive officer for 13 
years with a computer manufacturing company. Last year it had 
sales of about $75 million. About 25 percent of those were overseas.

I might add that none of the sales that I can recall in the 13 
years ever went to the Soviet bloc. We were not an exporter to the 
Eastern bloc. We concentrated on sales to Europeans and the Far 
East.

In addition, my district, sometimes called the Silicon Valley, con 
tains about 700 high-technology companies. They're deeply impact 
ed by whatever procedures are implemented in the Export Admin 
istration Act. I feel that I can report to this panel that those com 
panies believe, as I do, that we shouldn't compromise our technol 
ogy. They don't want to see technology leakage at any cost.

Today I'd like to give you my assessment of the 1979 Export Ad 
ministration Act, describe my philosophy about what we ought to 
do in the future, and then within that philosophy describe the ap 
proach that was taken in H.R. 3231 to achieve the objectives. And 
I've prepared a little summary which I hope could be included in 
the record. It's not a complete statement. It's an outline that I'll be 
following.

Mr. HUTTO. Yes, without objection.

WRITTEN STATEMENT OF HON. EDWIN V. W. ZSCHAU

SUMMARV

1. The Export Administration Act of 1979 has been extremely effective in limiting 
the legal flow of technology to potential adversaries, but it can be improved.

(a) Only a small portion of critical technology transfer to potential adversaries 
occurs through legal trade; most technology leakage to the Soviet Bloc occurs 
through illegal means or from open sources.

(a) COCOM controls must be harmonized and strengthened.
(c) The current export licensing system is inefficient too many items are con 

trolled and many license applications are repetitious or routinely approved.
2. The objectives of preventing critical technology transfer and promoting exports 

aren't necessarily in conflict; focusing the controls on truly critical items and 
streamlining the control procedures can both improve enforcement of e- t con 
trols ard make exporting of legal items easier.

3. H.R. 3231 would focus and strengthen export controls to prevent trade-related 
transfer of truly critical technologies.

(a) It mandates the development, on a timely basis, of a single, comprehensive lost 
of truly critical items to be controlled; specifically: The integration of the MCTL 
into the CCL with GAC oversight; the elimination of non-critical items from the list, 
particularly those containing non-reusable microprocessors; and the elimination 
from the list of items that are available in sufficient quantity and quality to make 
controls on them ineffective.

(b) It mandates negotiations with CX3COM countries to increase funding, improve 
the organization and procedures, and, in general, to make it a more effective control 
mechanism to eliminate undesirable transfers from the West.

(c) It increases the incentive and capability to eliminate foreign availability of 
critical items when it exists; specifically: It creates and funds an Office of Foreign 
Availability; it establishes deadlines within which alleged foreign availability must 
either be confirmed not to exist or be negotiated away; and it requires frequent re 
ports to Congress on foreign availability determinations and actions.

4. H.R. 3231 would streamline licensing procedures to make exporting easier and 
to use our scarce export control resources more efficiently.
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(a) It permits greater use of bulk licensing procedures to ieduce the volume of sep 
arate license applications; in particular: Distribution licenses; and comprehensive 
operations licenses.

(b) It would streamline procedures for shipments to COCOM countries of products 
already controlled by COCOM; specifically: It requires licenses for those end-users 
who may represent a risk of diversion; and it requires, for all other shipments, noti 
fication only (in order to provide a paper trail).

(c) It would streamline the procedures for control of items that are controlled by 
the United States only (not controlled by COCOM countries); specifically: It elimi- 
natest for shipments to a specific country group, license requirements for items that 
have been consistently approved for shipment to that country group; and it main 
tains all license requirements for shipments to specified end-users who may repre 
sent a risk of diversion.

Mr. ZSCHAU. First, my assessment. I think that in recent years 
the Export Administration Act has been extremely effective as has 
been described in testimony that this panel has heard as well as in 
testimony before the Foreign Affairs Committee.

When one asks the question "Where do sources of technology 
leakage occur?", we get the answer that most of the leakage comes 
from either illegal activities or open sources. That is, the leakage of 
technology to the Soviet bloc through legal trade, which is after all 
the focus of the Export Administration Act, is really quite small.

And when you ask the question "Well, how did those few legal 
leakages occur?", the explanation usually is "Well, it was under a 
different philosophy of detente, where we were not so concerned 
about such exports, or lapses in administration." In other words, 
the act seemed to be pretty effective.

That's the good news. The bad news is that tightening the Export 
Administration Act isn't going to help much in the future. We've 
gotten about all the blood we can get out of the export control 
turnip. Tightening the Export Control Act, is like putting addition 
al locks on a bolted door when the other doors are left open.

I feel that the Export Administration Act is doing a good job. 
That's reflected by the testimony that you've received as far as 
sources of technical outflow. I feel, however, that it can be im- 
pro^ed in two ways: First, I believe that it's essential for CoCom to 
be strengthened, to be harmonized and coordinated. That's because 
techi ology is pervasive. We're no longer the Lone Ranger in the 
technological field.

Technology is all over the free world. Therefore, unilateral action 
by the United States isn't going to be effective. We need to work 
together with our allies in order to prevent the flow of technology 
from the West to the East.

Second, I think the act can be improved in its efficiency. Current 
ly we're controlling too much. The list of items that we control ex 
ceeds 100,000 items, and it includes items, according to testimony 
by Secretary Olmer, of mattress fillers and cigar-making machines, 
items that one would hardly think are relevant to the military 
might of a potential adversary.

But they re still on the list. They're still controlled. And as a 
result of that, we're spending a lot of enforcement time dealing 
with items that perhaps aren't as important as other items.

In addition, many applications are repetitious. I can say that 
from personal experience. When you get a distribution license, 
when you apply and get approval to ship a product to a company in 
a country, and then you want to ship the same product to the same
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country but a different company, you go through the licensing job 
again. There's a lot of repetition in the licensing, and many of 
these applications are routine.

I think that's reflected by the fact that just about 1 percent of 
the 75,000 to 80,000 licenses are denied. Just 1 percent. Ninety-nine 
percent are approved. That indicates there's a lot of routine license 
applications that are being submitted.

In addition, 30 to 40 percent of the total license applications are 
to CoCom countries, and only one-tenth of 1 percent of those are 
denied. Very seldom is there a denial of a license to a CoCom coun 
try. Even though some people think CoCom has been the source of 
a lot of technology outflow, our experience in license application 
approvals doesn't reflect the concern, because less than one-tenth 
of 1 percent of those applications are denied.

The point is that the inefficiencies in the system the number of 
items, the procedures we go through, the routineness and repet- 
itiveness stretch our enforcement resources so thin that it's diffi 
cult to concentrate on the technologies that really make a differ 
ence.

And Lhat gets to my philosophy of the approach that we ought to 
take. We've had debate about the conflict between the objectives, 
national security on the one hand and exports on the other. I don't 
believe that the two are necessarily in conflict. I believe that if we 
focus the control on the technologies that really make a difference 
and if we streamline the procedures so that we don't stretch our 
enforcement resources too thin, we can control better the items 
that would make the difference, and we can make it easier to 
export those legal items.

That's the basis of the philosophy behind H.R. 3231: Focus the 
controls to streamline the procedures in order to control better and 
to make exports easier. Id like to touch on two ways that H.R. 
3231 would focus and strengthen control.

H.R. 3231 mandates that we prepare a single list that combines 
the Militarily Critical Technologies List and the Commodity Con 
trol List. The reason for the MCTL, which was first introduced in 
the Export Administration Act of 1979, is a recognition that it's not 
just products that we care about. It's also basic technologies.

In fact, the products themselves may not be very critical, but 
when you export the capability to make products, that's what 
really counts. There was a requirement in the 1979 act to prepare a 
militarily critical technologies list. It's been 4 years since that man 
date was given, and we still don't have one that meets the objective 
that the 1979 act established.

Essentially, H.R. 3231 mandates that the MCTL be compJe^d. 
and that it be integrated so we have a single list of products and 
technologies to deal with. That this be done by a certain time in 
April 1985 and the GAO is to have oversight. We're just not going 
to let this go along for a while. GAO is going to have overjight on 
the project.

In addition, in order to streamline and focus the list, we're going 
to eliminate noncritical items goods not needing near-term im 
provement in military capability. For example, goods which them 
selves are not critical but contain nonreusable microprocessors are 
to be eliminated.
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Let me make an aside on this, because I think it's very impor 
tant. If you don't understand why the microprocessor language is 
in there, I have one in my pocket here, a microprocessor. This is a 
computer on a chip. There are hundreds of thousands that are 
being made on an annual basis these days.

This is some memory that goes with it. In the past when you de 
signed a scientific instrument or a computer system, you'd have a 
whole series of separate components to a specific job. It took a long 
time to design those, to build those, to test them, and then if you 
changed your mind and wanted to make an alteration in the prod 
uct, you had to go back and make specific changes.

With a microprocessor and memory, you can replace all that 
dedicated logic with some off-the-shelf components, so it enables 
our companies to make cheaper products, more flexible products 
and get them into production fast. When you put that into a prod 
uct that has no militarily significant capabilities, we have found 
that the Commerce Department wants to control the product, not 
because of the end use of the product but because it contains the 
microprocessors that enabled us to make the product cheaper and 
faster.

The language that's in H.R. 3231 says you can't control the prod 
uct just because it contains a microprocessor has a microprocessor 
in it if that microprocessor is designed in such a way and built in 
such a way so it can't be used for any other purpose, so that it 
could not be taken out and used for an application.

How's that done? Using epoxies, through various burning in of 
the memories so they can t be altered. That's the way it's done. So 
essentially we're saying: Just control items based on their end use 
and not the components that they have in them if the components 
can't be used for anything else.

That's the first step to focusing: Get the control list completed, 
get it done quickly and under GAO oversight. Number two, enter 
into negotiations with CoCom to strengthen CoCom, to get its fund 
ing increased and to make it more effective.

That's in the bill. And then, third, I think this is a very impor 
tant feature of focusing and strengthening control, create an incen 
tive and a capability to eliminate foreign availability when it 
exists. You see, if we're trying to control things, and other coun 
tries are shipping them, the controls are not effective.

We have to create a capability and an incentive to get rid of that 
foreign availability. How is this done? One, the bill creates an 
Office of Foreign Availability. Two, it funds that Office of Foreign 
Availability. Three, it establishes deadlines under which foreign 
availability determinations have to be made, and, if there is foreign 
availability, establishes a deadline when it should be negotiated 
away or when that item will no longer be controlled.

Rather than our Export Administration people letting foreign 
availability continue, it establishes some incentives to get rid of it. 
Now, one may argue "Well, if you only have 6 months to negotiate, 
then the people who are making these items, the foreign sources, 
have no incentive to for supplying."

The opposite is the case. So long as there's no deadline after 
which we would be exporting the item, they'd just as soon not
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agree to controlling the item, because they can get the business, 
whereas we can't.

But if we say "Look, if in 6 months you haven't agreed to control 
this item, we're going to be shipping and competing against you," 
then they've got every reason to agree. That's a much stronger in 
centive because they know that they're not going to be alone get 
ting the business without the U.S. competition.

I feel that this creates an incentive, not only for us to negotiate, 
but for the foreign sources to negotiate. Also, we have in the bill a 
requirement that the Export Administration Office report to Con 
gress every 6 months on the foreign availability issue.

These are the ideas where I think that this bill strengthens and 
focuses the control.

What about streamlining the procedures? No. 1, it specifies a 
greater use of bulk licensing techniques so that you don't have the 
repetitious license applications. It puts into the law a distribution 
license which is already in regulations which essentially enables 
a company for each cosignee in a foreign country to just say 'I'm 
going to be shipping a lot to him, so much value of a product over a 
certain period of time, and I want to have a bulk license for that."

In addition, there's a comprehensive operations license that 
allows, without further licensing, for a company to ship to its own 
subsidiaries or to its vendors, once its internal control system has 
been approved.

Two, H.R. 3231 streamlines the procedures for shipping to 
CoCom. I have already mentioned that there is rarely a denial of a 
license application to CoCom.

But for CoCom-controlled products only these are products that 
the CoCom countries have agreed to control and with the 
strengthening of CoCom, the bill would provide that licenses are 
only required to those specific companies in the CoCom countries 
which have demonstrated that they represent a risk of diversion. 
For all other shipments, you can make the shipments without a li 
cense, so long as you provide notification, which gives us the audit 
capability.

In testimony before the Foreign Affairs Committee, I asked Sec 
retary Perle about whether or not we deny a technology that's con 
trolled to CoCom to our CoCom partners. He said he could not 
think of an instance of that, but he said that there are instances of 
specific companies that we think are bad risks. It's those specific 
instances that result in denials.

We've tried in H.R. 3231 to streamline CoCom licensing proce 
dures by focusing on the bad risks while allowing the other ship 
ments to be made without licenses, just with notification for a 
paper trail.

What about items that are controlled unilaterally? If they're con 
sistently approved for a given country group, then licenses would 
not be required except for end users that are felt to be a risk of 
diversion, again.

That is, if we're consistently licensing to a given country a uni 
laterally controlled product, it's probably not one that we're going 
to stop the shipment of, except if there s a risk of diversion for a 
given end user.
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In conclusion, Mr. Chairman, let me say that I don't think that 
legal trade is the source of our technology hemorrhaging to the 
extent that it exists at all, that the Export Administration Act has 
been pretty good in the past. But we can improve it by focusing 
control on the critical items and by streamlining the procedures.

H.R. 3231 was designed to do that. I hope that through your ef 
forts and the efforts of this panel, and the efforts of other Members 
of Congress, we can continue the dialogue to find even better ways 
to achieve these objectives.

Thank you very much for this opportunity.
Mr. HUTTO. Thank you, for your good testimony. It is obvious 

that you are very knowledgeable on the subject. You are a strong 
supporter, I gather, of H.R. 3231. You realize that the administra 
tion does not support this.

And in your party, have you tried to sell them on it?
Mr. ZSCHAU. The approach that I have taken, Mr. Chairman, is 

to have meetings with members of the administration private 
meetings to go over the concerns. I am one of those who came out 
of the school of thought that even when you have a good solution, 
there may be better solutions.

I think that we have made some progress in H.R. 3231, but there 
may be problems that we ignored. There may be weaknesses in it, 
and there may be areas of opportunity to improve it that we did 
not take advantage of.

So I have been holding meetings with members of Defense, and 
Commerce, and that State Department, as well as people who just 
work in the bowels of the Export Administration Office, to under 
stand that procedures that they have to go through.

I am hopeful that as the bill comes to the floor, that I will have 
been able to identify areas where it can be improved further 
through amendment.

Mr. HUTTO. You say that most of the technology, and Mr. Bonker 
echoed the same sentiments, is through illegal means.

Would this bill speak to that subject, would it help on cutting 
down on illegal transfer?

Mr. ZSCHAU. Only to the extent that by focusing and streamlin 
ing the procedures, we have more resources available for enforce 
ment, would it address that issue. There are companies who do not 
apply for export licenses, because they feel that they would not get 
them if they did apply, and they find other ways to get the technol 
ogy out of the country.

It is well known that the Soviet Union has activities designed to 
find technology, not only through illegal means but through open 
sources. Certainly this act would not deal with those activities.

However, I feel that it might strengthen controls in the area of 
legal trade by enabling us to devote more resources to the critical 
parts of the issue.

Mr. HUTTO. How about the e "trcement, do you support oper 
ation exodus; do you think the Cu_coms' hand should be strength 
ened; do you favor doing away with random inspection?

Mr. ZSCHAU. I feel that in the way that it has been implemented, 
Operation Exodus has resulted in few cases of interdiction and 
many delays and frustrations by, I guess you would say, the inno 
cent bystanders. I feel that we have got to make sure that we en-
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force the laws that we have. Whether the Customs Department is 
the proper agency, and whether the approaches that they are 
taking are the best, I have not concluded yet.

But certainly, we have got to make sure that not only do we 
have laws on the books, but that we enforce them as well.

Mr. HUTTO, Mrs. Byron, do you have questions?
Mrs. BYRON. No, I have no questions. I appreciate the testimony 

of pur colleague, and I could not agree with him more on stream 
lining the list. Because I think that when you get the list in order, 
it is going to be a lot easier to handle and mandate these problems 
with the export.

Mr. HUTTO. Would the lady yield on that point?
Mrs. BYRON. I would be glad to.
Mr. HUTTO. On the merging of the MCTL and the folding in to 

the CCL, currently as I understand it, the MCTL is classified.
Do you feel that the new list should all be of public record, or 

should there be parts of it classified?
Mr. ZSCHAU. I think that we are going to have to have parts of it 

classified. It is a little bit awkward, however, to expect small com 
panies without a Department of Export Administration within 
their companies to know all of the ins and outs.

The more secrecy associated with export controls, the harder it is 
for companies to know whether what they are making is something 
that is deemed to be militarily critical.

I feel that there will be instances where we do not want to reveal 
those things that are on the list. So I am arguing for a list that 
really works, that can be used. I think that in order for it to be 
comprehensive enough, there might have to be some sections of it 
that are not made available to the public.

Mrs. BYRON. I have no further questions.
Mr. HUTTO. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman.
And, Mr. Zschau, we certainly appreciate you appearing. I am 

very impressed with your expertise in this area.
I still have a few problems with the bill. We have received a 

great deal of testimony to the effect that through legal trade al 
though we have a great deal of illegal flow of technology technol 
ogy can simply be decontrolled by liberalizing H.R. 3231.

Mr. ZSCHAU. Let me use, if I may, an example from business. As 
chief executive of a company, I always wanted to have the feeling 
that I was in control, that I was controlling the operation. We had 
reports that came to the staff, and we would review these reports.

One of the techniques that we used in order to be more efficient 
was to make sure that the reports only reported on those things 
that were liable to affect decisions this was so-called exception re 
porting. If we tried to measure everything, we could not effectively 
control the operation.

That is essentially the technique that is being employed in H.R. 
3231. You look at CoCom and you say, despite what people who 
have testified here say about CoCom, that it appears to control 
very well those items that are on the CoCom list. Otherwise the 
United States would be denying more licenses.

Out of 30,000 licenses, it is denying only 30 licenses a year. It is 
very seldom. Accordingly, there is an opportunity where you do not
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need to go through the licensing procedure all the time. Let us just 
focus the licensing procedure in those areas where we are likely to 
give a denial.

It is not on a country basis or a CoCom basis. It is on an individ 
ual company basis, where a company has demonstrated that it is a 
risk of diversion. That's why those denials occur. Otherwise we 
would not be denying CoCom controlled products being shipped to 
CoCom countries.

Essentially what we had done is to focus the licensing procedure 
on exactly those things where it will make a difference. You may 
call it decontrol, but I call it focusing. We have decided that it is a 
waste of time and money to ask for licenses that will be routinely 
approved.

Mr. HUNTKR. What you are saying still is outside of that one 
aspect or that one theory that you are focusing, the bill that I at 
least see the provisions does not take other affirmative steps, if you 
will, toward tightening up the flow of technology.

Mr. ZSCHAU. Let me just briefly summarize again. The list is key, 
to have the Militarily Critical Technologies List prepared, and to 
have that list concentrate on the militarily critical technologies. 
Now we do not have it.

That list, which is supposed to be prepared under the 1979 act, of 
technologies, rather than just products, has never been done. We 
say let us get that done. We have got to control those technologies.

Mr. HUNTER. How does DOD communicate I understand that it 
is not finished, but they have some bases for their interaction with 
the Department of Commerce.

What do they do right now not having that list completed?
Mr. ZSCHAU. Well, I guess that they make a judgment on a case- 

by-case basis. That is the only way, if you do not have the guide 
lines. As I understand it, there are some eight sections. I may be 
wrong on the number. But there are several sections to be done, 
types of technologies to be completed.

We have completed the list for perhaps one or two, but there are 
vast areas of technology where we have not done the work. This 
bill would say we have got to complete that work. We have to do it 
within a certain time. We are going to have GAO oversight of that.

In addition, we have to recognize that CoCom is a key to the 
problem here, and we have got to strengthen CoCom. We have got 
to fund it. Finally, we have to enter into negotiations that better 
harmonize and strengthen those efforts.

Those are two specific areas in which this bill goes further in a 
positive vein. Then it tries to get rid of the routinely approved li 
cense applications in order to concentrate on those that make a dif 
ference.

Mr. HUNTER. May I go on?
Mr. HUTTO. Please proceed. We dp have a vote on.
Mr. HUNTER. We have about 8 minutes?
Mr. HUTTO. Something like that.
Mr. HUNTER. I will make it real quick. I will give you my short 

one.
Do you think that we can fold the classified MCTL list, even 

though part of it has to remain classified, into the list?
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Mr. ZSCHAU. Yes, I think that that is the way that we have to do 
it.

Mr. HUNTER. Can you do that, even though part of it is classi 
fied?

Mr. ZSCHAU. Given the people who will be using it, I think that 
is true. That is, people who will be using the list in general will be 
those people in the Office of Export Administration and the DOD, 
who would have access to it.

Mr. HUNTER. Thank you, Mr. Chairman.
Mr. HUTTO. Thank you very much, Mr. Hunter.
And, thank you, very much, Mr. Zschau, for your testimony. We 

look forward to working with you, also.
Mr. ZSCHAU. Thank you very much, Mr. Chairman.
Mr. HUTTO. The panel is adjourned.
[Whereupon at 12:35 p.m., the panel was adjourned.]
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